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Preface

Shift Happens!

This book is written for business and technology leaders (CEOs, CIOs, CISOs, Enter-
prise Architects) wanting to take advantage of the opportunities “cloud services” create,
without being taken advantage of.

Your job is to prioritize your business investment choices based on strategic value and
the financial and growth implications. Your role is to clearly see shifts before they oc-
cur and prepare to make the best moves for your business. In this role you will have
been hearing many things regarding cloud—cloud computing, cloud services, cloud
everything. You may have heard that this is the greatest solution to your technology ills
and corporate cost management needs. You may have heard that cloud is the riskiest
approach to business or technology values since the latest financial crisis. Truth always
lies in the middle of the extremes. This thing called cloud has gained more than just a
marketing ring to it, and it’s time to clearly understand what it is and how to use it.

The goal, therefore, is to provide a concise overview of where cloud services best sit
with respect to common business and technology models. To guide your approach, we
offer a concise discussion on the pros and cons, say the silver clouds and dark linings
that exist, and guidelines for using cloud services.

Cloud computing got its name from the symbol used to represent the Internet in flow-
charts and diagrams—a cloud. Not entirely useful as a basis for an IT evolution. Less
concise today is creating a simple definition of cloud services. The search for a good
definition has seen huge increase in searches on Google. Google Trends, as shown in
Figure 1, shows the relative meteoric rise of “cloud computing” searches since 2007,
and a slow decline in often compared solutions such as “grid computing” and “distrib-
uted computing” and the minimal focus on “utility computing.”
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Figure 1.1
“Google Trends” for cloud computing versus related terms

We’ll forgo the blind men trying to understand an elephant by touching various parts
and coming up with completely different descriptions. Instead, consider a cloud-related
analogy—say, a group of skydivers—all preparing for their dive hoping for clear skies
but facing patchy cloud cover. They pack their chutes, maybe relying on an expert to do
so—mitigating one level of security concerns. They get aboard the aircraft and begin to
ascend. They have a choice—dive or not. Those who dive exit the aircraft at different
times, each descending separately, but looking at the same clouds. The skydiver above
sees a wonderful collection of fuzzy white shapes, soft and welcoming. The skydiver
entering the cloud is buffeted and suddenly loses visibility, blinded by the cloud itself.
Passing through the cloud, the skydiver underneath sees dark and ominous coverage,
and the sun is completely blocked.

Dramatic? Maybe, but the situation remains that everyone has an opinion on clouds
these days along with a definition, rather a description of what clouds are. We plan to
offer you guidance to manage that challenge, and take advantage of the situation.

This book does not focus on any of the low-level technical details of cloud solutions,
such as the application programming interfaces or the choices of particular technologies
per se for several reasons:

Cloud service choices and approaches should be strategic—and while core technolo-
gies require attention, the arena is changing fast in terms of players, the interfaces,
and the possible opportunities, such that it would be both foolish and inconsequential
to spend time on their specifics.



The cloud computing model(s) your organization chooses has a fundamental impact
on your business strategy and visa-versa. As such, these require a business level deci-
sion and a clear understanding of the shifts in business architecture, and more criti-
cally, the business models that result.

Why is this important?

The push for business and technology teams to look for every opportunity to better
manage and optimize cost control, business agility, quality, delivery times, and more is
immense and pervasive. For enterprises of all sizes, cloud services offer a way to de-
liver on these goals and minimize capital expenditure, minimize real estate require-
ments, focus on business priorities, and deliver better results more quickly. A CIO may
choose to dismiss web-based services like Facebook and Twitter as toys, or Sales-
force.com as an unsafe place to store critical business data. The issue is that can blind
you to understanding the change in architecture that has let these companies deliver
their solutions in a more efficient, expedient, and exceptional way. These approaches
also show how data can be separated from the application showing true service orienta-
tion and platform delivery models.

Startups must be aware that in the venture capital and angel communities, a key watch-
word is cloud... Are you a cloud solution? What is your cloud strategy? If you plan to
build a solution and are looking for funds to build out a data center, your solution had
better be beyond compelling!

For enterprises, it is entirely possible to begin using cloud services for some technology
and back office requirements—email, project management, customer relationship man-
agement, sales force automation, and so forth. For startups the situation exists that un-
less they are a technology focused business, it is arguably critical that they utilize cloud
services for technology and back office requirements.

However, cloud is not all about technology. Cloud computing is a disruptive technology
that will drive us toward a much more service-based model of delivering business ser-
vices, and it is driving a huge change to business models alongside social, economic,
and political landscapes.

A final point: There are numerous popular and well-known providers of public cloud
services today, including Google, Salesforce.com, Amazon, Rackspace, Microsoft, and
so on. While we will refer to these and others in examples, this book is not intended to
provide you with in-depth reviews of how and where each vendor fits into the cloud
ecosystems. The goal we have is to provide you with enough knowledge to understand
what vendors are talking about, what is important, and what is not.

Let’s begin to enter the clouds and understand what makes sense in your situation....
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CHAPTER 1

Introduction to
Cloud Computing

H
Q.
=
3 LAST YEAR WE
i 0N RECOGNIZED THAT OUR
70 ‘?‘*’Fé’“é\\ PROCESSES WERE FAR
- e 0% o1, 8 00 | M{:,:}@ TOO COMPLEX
, B ) L b

SO WE PUT THEM
INTO THE cL.OoUD

LET THE cLoUDS MAKE YOUR LIFE EASIER
Put everything in the cloud—Geek and Poke

Cloud services are arguably the most rapidly growing and evolving approach to deliver-
ing applications and services from anywhere to any customer, on any device. A shift is
happening with cloud computing that spans the realms of technology and business; a
shift that will dramatically change business and how it uses technology to deliver on its
requirements. Are you ready?



The Cloud Services Market

Cloud is a logical but fundamental shift in how individuals, enterprises, governments,
and more conduct business, interact, and use technology. The ability to have specialized
tasks undertaken by third parties is the way in which business has evolved for decades.
Think of FedEx for logistics, supply chain, and transport services; ADP for payroll, HR,
and benefits administration; the Big Four accounting firms for tax and audit capabili-
ties; or one of the many production facilities located around the world. This ability to
hand off critical tasks that can be done more efficiently by a third party, whether they
are core or noncore to your business, is a common business model and is how cloud
services can benefit you, too. There are several dimensions to cloud computing. Com-
monly, you will experience sales pitches in terms of public and private cloud solu-
tions—public clouds being solutions offered by third parties, and private clouds being
cloudlike solutions you implement within your own data centers. Regardless of where
the cloud service is housed however, the benefits are found in being able to pick and
choose the most appropriate service when needed, and your business becomes focused
on optimizing your own unique IP, business methodologies, and capabilities, while
linking in the nonessential services from the best source. It is about delivering quickly
and supporting your operational agility.

And it is critical that you understand how you can take advantage of the best opportuni-
ties for your organization, too, because your partners and competitors are likely already
doing so. A study in August 2009, by F5 Computing of more than 200 mid- to large
organizations found that 80% were in trial stages for public and private cloud services
deployments for their businesses. Organizations are adopting cloud services aggres-
sively, as detailed in Figure 1.1, with 50% reporting that they have already deployed a
public cloud services implementation. Consequently, cloud services are also meriting
budgetary consideration, with 66% of respondents indicating that they have a dedicated
budget for cloud services initiatives.

Most types of organizations can benefit from cloud services. Large enterprises can often
find private clouds compelling because they deal with the maintenance or replacement
of legacy systems, cost management, the requirements to launch new services faster,
and similar broader competitive issues. Small companies and start-ups can find it easier
to make use of the newer business solutions and offer new services to compete with
established or much larger competitors. Almost all organizations experience business
pressures that can be alleviated through the right application of cloud services.



At what stage are you with regards to public
cloud computing?

% 20% 40% 60% B80% 100%

Not involved or discussing,
no plans to do so

Discussion

Trails

Implementing

Using 51%

At what stage are you with regards to private
cloud computing?
0% 20% 40% 60% 80% 100%

Not involved or discussing,
no plans to do so

Discussion

Trails

Implementing

Using 45%

FIGURE 1.1
Stages of use for a public cloud and a private cloud

Legacy solutions must provide a baseline of capabilities, from supporting existing data
to providing appropriate new or improved functionality. In addition, until cloud services
are seen as being a dominant model for IT delivery, the use of cloud services may

be politically sensitive in some organizations, for either valid regulatory, governance,
or security reasons, or alternatively, from a job-security perspective. (In Chapter 12,
“Creating a Successful Cloud Roadmap,” we discuss the chasms that need to be crossed



for different types of organizations, and this is one area in which organizations require
best practices before moving forward.) These organizations are definitely more likely to
use or be aligned with private clouds, because IT departments try to leverage internally
cloud architecture benefits to optimize their data centers. This is often portrayed as, and
sometimes parlayed into, an entrée to more-public cloud options.

New solutions have an advantage of generally being able to be architected to use new
technologies. This is certainly true for most start-ups benefiting from public cloud offer-
ings. In particular, infrastructure offerings of storage, compute, and networking enable a
start-up to create its solution without significant investment in such hardware and its
related installation and management requirements. The same potential is there for larger
organizations that need immediate capacity without a hit on capital expenditure.

Governments are seeing similar reasons to chase cloud solutions. On September 15,
2009, Vivek Kundra, chief information officer (CIO) within the U.S. Office of Man-
agement and Budget, gave a talk at NASA Ames Research Center on the administra-
tion’s long-term cloud computing policy. In that talk, Kundra noted that of a $77-billion
federal IT budget, the U.S. government spent $19 billion on infrastructure alone. The
key goals were noted as cutting costs and reducing the environmental impact of the
government’s computer systems. Citing examples, such as in doubling of federal energy
consumption between 2000 and 2006 and duplication of efforts and associated costs
across agencies, Kundra saw cloud computing as an incredibly strategic force to miti-
gate these challenges.

October 2009, IDC released its “IT Cloud Services Forecast: 2009-2013,”1 and esti-
mated that of the $400 billion customers would spend on IT, $17.4 billion (5% of
spend) will be consumed as cloud services. By 2013, customer spending on IT cloud
services will grow almost threefold, to $44 billion (10% of spend). While acknowledg-
ing there are risks, the expectation is that few mission-critical systems will be moved to
the cloud, but significant benefits can be gained elsewhere through nonessential and
controlled approaches.

January 27, 2010, the U.K. government announced its strategy to create a private gov-
ernmental “cloud computing” solution. As reported in the Guardian,” this is “part of a
radical plan that it claims could save up to £3.2bn a year from an annual bill of at least
£16bn.” In one example of expected benefits, they note that “cloud-based infrastructure
could cut costs of government computing significantly and also satisfy its drive for a
‘green’ agenda by reducing power usage. The Inland Revenue, for example, is presently
seeing a huge demand for its online tax return system—but that peaks every tax season
and then drops substantially.”

Obviously, the goal is to support the peaks and valley's as needed, and share the
resources among other departments throughout the rest of the year.

Fundamentally, the market for cloud services is nascent but growing explosively due
to a combination of unbridled exuberance, and even more important (as we examine
in this book), a compelling set of business drivers. Guy Rosen’s State of the Cloud for
May 2010° shows that of the top 500K sites worldwide, more than 3,000 sites were
hosted by cloud infrastructure service providers as of April 2009 and more than



5,000 sites by April 2010. That’s around 40% growth year over year. But, as noted in
the same report for March 2010, cloud solutions constitute just 1.01% of the sample.
Looking at the higher-level cloud services is more challenging as a whole, but almost
every version of the metrics shows significant growth, too. A poster child for cloud
services is Salesforce.com. Their 2010 annual financial report showed year-over-year
worldwide growth of 17,000 corporate customers to a total of 72,000, just shy of
31%.Fiscal year revenues for 2010 were $1.3 billion, a 21% year-over-year increase.

The growth in cloud services based on vendor metrics so far is remarkable, and the
room to grow is immense. The business drivers for cloud services include intense eco-
nomic pressures and harsh realities being experienced globally, time-to-market con-
cerns, competitive pressures, criminal threats, and more.

Cloud services have achieved a level of awareness faster and greater than many previ-
ous technology solutions. Cloud services are having a global impact in so many aspects
of the business world right now, from individuals to global corporations, from small
businesses to the largest of governments, from the richest nations to the poorest. Even
senior executives are asking their CIOs what the “cloud strategy” is.

However, confusion surrounds what cloud services are, and how to best capitalize on all
the options available. With these factors in mind, it is also the case that those interested
and ultimately influencing a cloud strategy range well beyond technology professionals.
The use of cloud services will increase significantly as a result. So, there are lots of
silver clouds offering huge cost savings, speed of delivery, and more. However, there
are some dark linings in those clouds, and risks are being ignored as the allure of cheap-
er solutions becomes a focus. The goal of this book is to help you develop the best
approach for your organization to get the most from cloud services solutions.

Cloud is not a panacea!

It is neither possible nor sensible to wholesale move your entire enterprise to using
cloud services and thus prosper. Established business will have existing, often purpose-
built infrastructure that they depend on. Larger organizations will be especially aware of
their existing systems on which they depend and cannot change in an instant. Concerns
about performance, reliability, availability, and security are often mentioned as barriers
to adopting cloud services, and the subsequent requirements must be understood to suc-
cessfully manage any migration and the associated risks. This generally requires long-
term planning and project management. Smaller organizations, start-ups especially, are
looking for and are able to gain immediate benefits from cloud services. They can adapt
and manage the risks because the cost benefits have significantly greater weighting in
such evaluations.

It is sensible to look for a combination of tactical and strategic moves to take advantage
of the opportunity cloud services offer. It makes sense to focus on key initiatives and
requirements that can be met by cloud services. It makes sense to piece together the
right parts of cloud services to improve your business processes, speed up system and
product delivery, or even create a completely new product or business. Consider how
small concepts and capabilities joined together can create something incredible!



Robert Kearns invented the intermittent windshield wiper in 1963, and filed his first
patent around the technology in 1964. After showing his invention to several car com-
panies, Kearns saw the concept stolen and patents infringed when major car companies
started to roll out their own. The road to common use of the intermittent wiper and the
subsequent decades of lawsuits against Ford, Chrysler, General Motors, and Mercedes
for patent infringement forms the basis of the 2008 film Flash of Genius. The court-
room scene was compellingly watchable, as Kearns argued against the Ford lawyer’s
charge that the patent was invalid because it was an obvious use of existing parts. Not
so obvious is a core requirement for a valid patent. This argument was countered by
Kearns, who showed that although it may have been made of common components, the
resultant solution was far from common, but rather gestalt.

Whereas Ford asked a scientist to testify that the invention was a simple set of existing
circuits, Kearns pointed out that when Charles Dickens wrote the classic Tale of Two
Cities, it was not the use of common words that made it great or original, it was the
arrangement of them into something new.

In many respects, cloud computing can be seen as a set of simple components, tech-
nologies, and processes, itself built upon a legacy of more common ones. Yet with a
flash of genius, the cloud can deliver new, unique, and incredibly valuable solutions.
The cloud offers an immense wealth of choice components and services for enterprises
of all sizes to build new things in new ways.

Kearns, however, did not completely change a historical business model. For that, we
can look at a much more strategic and game-changing example.

In 2001, Apple Computer introduced the iPod. Some considered the iPod a simple MP3
player that would need to compete with a multitude of existing products, ultimately
appealing primarily to the Apple zealots. Its unique selling point was a new method

to control the device called the scroll wheel. Less compelling to many at the time was
the binding of the iPod to a simple media management tool called iTunes. However,
Apple’s combination of hardware, software, and services created a new market model
that monumentally changed the music industry.

Regardless of anyone’s specific proclivities or polarized position about Apple and its
walled-garden approach to the business, it is clear that Apple has won a majority of the
online music market for now.

Up until 1999, record companies worldwide largely owned their domains, managing the
majority of music production and distribution from the artist through to the consumer.
By 2005, the market had massively shifted, and those same dominant companies were
beginning to reel from continuous hits to that dominant position. Customers could
download music from the Internet. Furthermore, in another part of the industry, artists if
they so choose could begin to create, promote, and distribute their own product on the
Internet, organizing their own licensing for products such as T-shirts and tchotchkes.
The heavy lifting of organizing tours and bookings was now possible through direct
online access to venues, unless those venues were locked into contracts, of course.

The market changed and control was being eroded. Music sales were declining, and
piracy was an easy target to blame. The reality was much more complex, however.



The once-dominant companies had failed to observe and respond effectively to a multi-
tude of societal, technological, economic, and business models

Quite simply, Apple created an environment that people wanted to be part of...an ex-
perience. The choices remain for anyone to avoid or vacate the Apple environs, its
unique approaches, and rights management mélange. Microsoft offers an arguably wor-
thy competitive vertical solution in Zune, comprising hardware, software, and services
that match Apple’s. There are many individual component solutions that when com-
bined offer the same sorts of capabilities, yet the Apple solution is still compelling
enough for most to remain loyal. Moreover, it is not just a technical or business model
that makes it so. It is a mystique and market presence that allows Apple to maintain
such a following, never mind the accessory and secondary markets that have been
created in their wake.

Meanwhile, back in the broader music industry, the industry group, primarily in the
United States, responded to the market threats with measures that have been decried as
everything from draconian and misdirected (suing individuals, lobbying political sup-
port to create or update laws, and more). As a result of not responding to a shift in the
market, they lost value and their position of power.

Hey, shift happens! Be ready for it.

The movie industry has faced a similar problem. Because of the move to digital distri-
bution of their content that can be easily moved over the Internet, users can more easily
access it through this new means. Unless a business model is found that embraces and
extends this reality, the movie industry risks suffering a similar experience, arguably in
a much shorter time frame. They are experiencing unprecedented shift.

Worldwide, many are excited by the prospect of owning Amazon’s Kindle. Although
there is much to admire in the hardware in the Kindle device, Amazon is attempting to
create a vertical market juggernaut like Apple’s. However, competitors are coming in
thick and fast to try to own this new vertical market, using a similar model, and therein
lies another key point to be made. The benefits of cloud services can be capitalized on
often without requiring significantly new intellectual property. However, business mod-
els will be broken as a result.

For now, let’s be clear: This is not the story of patent litigation or legal issues. It would
be a mistake to say that cloud will devastate the landscape of business. However, it is
not a stretch to say that the landscape will shift radically in the next ten years because
of how cloud services will be used to revolutionize markets. Here, we exhort you to
critically consider how your business will be impacted by the cloud approach to using
resources, and prepare for some of the most significant changes to business processes
and opportunities for change in decades.

Cloud Services Benefits

Common attributes of cloud offerings include massive scalability, near-immediate
availability and provisioning, increased cost management controls, and more. However,



while we consider the benefits here, a number of dark linings lurk around our silver
clouds, and throughout this book we examine them in relation to the usage models of
cloud services. Each organization will determine different sets of benefits and risks
however. So, your mileage will vary.

The definitions of cloud services and related cloud computing architectures—and there
are many—span a huge range of opportunities and architectures. You may choose to
source cloud services internally or externally to your organization, and it is our position
throughout this book that most organizations will end up with a hybrid mix of options.
Therefore, not all the benefits, or risks, will apply to your situation. Part of the goal in
this book is to try to isolate those areas that vary and provide tools to determine your
best path forward.

Therefore, as with all things, the benefits and risks attributed to cloud should be consid-
ered relative to your current circumstances and measured against your capabilities in
relation to any strategic constraints and opportunities that exist. Let’s consider building
cloud up before we break it down. So, before we detail how cloud solutions are defined,
consider the potential benefits from the business and technology viewpoints.

Benefits of Cloud Services

The benefits ascribed to cloud span both business and technology spheres. For business
leaders, your ability to maintain or gain agility and your management options are great-
ly enhanced. For an IT department trying to deliver services to support the business,
cloud services offer a new way to architect and source solutions. By finding cloud ser-
vices that match noncore delivery of IT services, the IT department can concentrate on
finding and delivering the best services for the business more effectively.

At a high level the benefits of cloud services can be categorized as:
Agility
Business focus
Cost and budget control
Scalability and capacity management
Governance and compliance
Security
Optimized infrastructure
Isolation
Mobility
Refactorization
Agility
From a business perspective, there is much more to consider today beyond your ability
to manage your core business and deliver great and timely products and services. To-

day, competitive pressures, marketing challenges, budget issues, and more are consider-
able requirements. Your ability to manage situations quickly and efficiently is the key.



The biggest benefit of cloud computing to business today can be framed in terms of
agility. Cloud services can offer huge savings in terms of time (for example, when IT
capabilities must be delivered quickly). Scaling up or down with cloud services does
not usually require additional hardware or software. Cloud services offer minimal setup
time, minimal time to scale, and less cash outlay. This is because as a business model,
cloud service providers generally host massively scaled systems’ capacity that can be
switched on upon request.

Suppose, for instance, that you need to scale rapidly for a new project or a seasonal
rush. Companies can model these situations using internal resources, but likely at some
point they will need to expand beyond that capacity. A decision is made whether to use
an external provider to fill the gap; in the world of cloud services, this is called cloud
bursting.

Cloud services, as a concept, are available over Internet technologies and enable us to
interact or consume them from almost anywhere on any device. While issues of form
factor and communication speed create some limitations today, the business benefit of
being able to bring key resources to bear on a critical or time-sensitive problem is rec-
ognized as a huge benefit to the agility of any business. Having mobile and remote
capabilities allows organizations to recruit employees/contractors who can deliver but
who cannot or will not travel to their physical locations. Popularized in the 1990s,
offshoring was a first example of this business transition: Business services could be
offered from anywhere. However, the advent of cloud services means that more capa-
bilities are available to you and to those providers (and from them, too).

Cultural issues aside, web conferencing services, such as the pioneering WebEx, show
how product demonstrations no longer require someone to be physically in the room
to represent the company. There are now a multitude of meeting options ranging from
Citrix’s GoTo services for remote access and support, to HP’s Halo room for the “in
the same room” meeting experience, and to Skype for making video and audio calls
worldwide for much less than traditional telecommunication carrier costs. All of these
examples illustrate the opportunity to use technology to deliver business results faster
and at highly cost-effective price points.

Servicing your customers at scale is possible only through improvements to the scale
and functionality of your service and support capabilities. Support over the Internet is
one way to do this. In this scenario, you either expose your support model through a
web application or you use a provider who will manage that support through a web
application on your behalf (a la cloud). Outsourcers such as EDS/HP Enterprise Ser-
vices, Centerbeam, and more have been offering these types of support services for
more than a decade, but the ability to focus support into web-based solutions decreases
the number of staff required to answer phones and deal with people directly.

Business Focus

By using the best service from a cloud service provider, a business can potentially focus
more energy and talent on optimizing existing revenue streams and aggressively pursu-
ing the development of new ones.



For example, cloud services can enable businesses to gather information, ideas, feed-
back and so forth from a much wider set of sources (such as customers, partners) than
was ever possible by traditional means. This approach is known as crowdsourcing.

Popular crowdsourcing approaches have primarily evolved from the world of Web 2.0
solutions. One business that relies on crowdsourcing is Wikipedia, an online encyclope-
dia. Wikipedia employs a small organization of less than 50 employees, while utilizing
several thousand key volunteers and tens of thousands of other contributors from
around the world. While some entries are questionable in terms of veracity, substance or
even legality, the overall effort resulted in a much more dynamic and comprehensive set
of data than traditional printed encyclopedias could ever match.

Yelp offers the ability to source a set of opinions on a wide range of vendors, from res-
taurants, to retailers, and more. From this, others can view ratings and comments about
those vendors and decide whether to use them. Yelp also shows that these types of solu-
tions can be manipulated (for example, when they gain notoriety, or, when not enough
people provide opinions).

Consider a company in crisis. On April 20, 2010 British Petroleum’s oil drilling plat-
form, the Deepwater Horizon in the Gulf of Mexico suffered a series of catastrophic
failures and collapsed into the water with devastating results to life and nature. The
amount of oil escaping was immense. Estimates ranged wildly from 5 to 200 thousand
barrels of oil a day, flowing non-stop for over three months. The point here is that BP
used crowdsourcing as one approach to deal with the cleanup efforts by creating a
“Deepwater Horizon suggestions” page.* As of July over 20,000 suggestions had been
submitted, and at least 10 had been tested for use. The US federal government also set
up a site with information on volunteering to help with the clean-up effort.’

This is not to say that crowdsourcing is all perfect. Using services in the cloud like this
opens up the potential for anyone in the world with Internet access to “join in” with the
crowd. The majority of participants are likely to offer positive input, whereas other in-
dividuals or groups are less valuable; some are trolls seeking to make noise, and some
are vandals seeking to abuse the system. Mitigation against these and similar issues is
centered on access controls, the ability to curate the input, verification processes, and so
forth.

Vendors such as Ning, Big Tent, SocialGo, and many others enable for community-
based social networking solutions, even crowdsourcing, in a more controlled environ-
ment with stricter access controls to the various parts of their services in the cloud.
These additional controls can make crowd-based efforts more compelling to commu-
nity-based or vertical-focused organizations.

Cost and Budget Control

Although the initial costs of using cloud services may appear less, a better expectation
should be that cloud services offer more control over costs or better budget management
capabilities. Most cloud services enable you to pay on a monthly, weekly, or per-use
basis. Choosing a cost-effective cloud service provider can result in significant savings,



but more important is finding a cloud service provider than can accurately report usage
patterns to you so that you can confirm the accuracy of your billing based on use.

One noted advantage of using public cloud services is the use of operational expendi-
ture (OpEx) over capital expenditure (CapEx). However, understanding the implications
of CapEx and OpEx is critical to effectively managing budgets. The difference between
buying a house and renting one is the amount of cash that (usually) goes out the door

at one time, and the same concept applies here. IT data centers are generally CapEx-
intensive, because they require initial outlays of cash upfront to build out. Cloud ser-
vices are generally booked as OpEx because they are consumed through a services
agreement over time. Although CapEx can be depreciated over time, essentially allow-
ing costs to be defrayed against profits, the initial drain on cash at hand is often seen as
detrimental and to be avoided in the business world. Having flexibility of where to
spend OpEx versus CapEx enables an organization to better manage expenditure such
that the costs occur over time rather than in one big lump sum, which enables for better
cash-flow management.

The concept of Green IT illustrates the significant costs borne by many organizations.
The operational costs associated with building and maintaining data centers and with
scaling power, cooling, and even basic hardware requirements are significant. Over
time business workloads fluctuate and data centers are often left fully powered on, o
whether the infrastructure is used. For example, some organizations run financial sys-
tems all year, but they hit peak load only once a quarter or once a year during financial
reporting periods. There are many ways that organizations can look to benefit from
cloud deployments as they try to optimize and approach a Green IT model. For their
own private clouds, the goal is to optimize their usage requirements and cycling sys-
tems when needed. Organizations use community or public cloud services when need-
ed, essentially pushing their workloads to the cloud when their internal capacity is
reached, or cloud-bursting. Although many cloud service providers do not provide utili-
zation data, there is an assumption that cloud service providers have optimized their
infrastructure and management tools to maximize usage.

In many cases, organizations no longer have to hire people to manage system updates
and backups and therefore can save on staffing costs and on storage management.

Scalability and Capacity Management

The capability to scale quickly to extreme capacity is not a common attribute or goal of
traditional data centers and IT departments. As a result, many businesses experience
times when they are hampered by a process that takes weeks or months, sometimes
even years, to get new compute resources and applications online. This is despite that
many large enterprises have already spent millions on computer hardware and have
thousands of servers under management (at least on the books). Cloud computing prom-
ises the capability to scale massively in terms of systems, connections, bandwidth, stor-
age, and more on an almost immediate basis. The converse is also important, where the
service will shrink back down just as quickly if the need is no longer there. These bene-
fits support cost management goals and enable you to grow in line with your require-
ments in a linear rather than a reactive mode.



The appearance of unlimited capacity is quite appealing. Cloud services need to be
tuned to carefully manage actual capacity against expected requirements, yet deal with
unexpected demands when necessary, too. Predictive analysis is critical in this respect,
and offering those delivery and management capabilities to customers is something that
both IT and cloud service providers must do to deliver this benefit to businesses.

Governance and Compliance

Governance is the process used to ensure that regulations, rules, and mandates are fol-
lowed within an organization. Compliance refers to the facility to monitor and validate
that the organization is meeting the governance requirements. Although cloud services
introduce potential challenges in matching these requirements, the opportunities to im-
prove an organization’s governance and compliance stance can be greatly improved.

Taking a service-based approach to delivering both business and IT functionality that
incorporates the governance processes allows for closer alignment to compliance re-
porting. Sourcing specific, metered services from cloud service providers that specifi-
cally match governance models allows for better reporting, more accurate alignment
between service usage and fluctuations in business workflow, and ultimately, faster
time to market. This also brings up the need for a service catalog and related manage-
ment tools to ensure usage matches expectations. We will talk about this in Chapters 7
through 10 as this closely relates to overall operations management and security as well.

In some cases, organizations have found that by using a third party to manage their IT
services they are better able to deliver services within their governance models and
compliance mandates. For small businesses in particular, the cost of hiring to manage
these requirements can be significant itself, much like security. Using pooled resources
and services allows business to capitalize on the best of that common capability.

It is important to note that although cloud services provide potential improvements to
your governance and compliance position, you cannot abdicate responsibility for com-
pliance. While different models of cloud computing architecture actually vary the
amount of “control” you and the service provider have over the service, none of them
changes your responsibilities to protect data, privacy, or service levels.

This is a critical point made that is reiterated throughout the text: Although you can
look to the cloud for specific capabilities and functions to support governance, compli-
ance, and even security, you cannot abdicate these obligations. For example, if a breach
of your customer or employee data occurs, the responsibility to report and rectify re-
mains yours. The cloud service provider may help deal with the issue. The cloud service
provider may suffer some of the same financial repercussions. However, the cloud ser-
vice provider is not the owner of the problem. Therefore, any reliance on the cloud’s
controls and safeguards, and on the governance and compliance practices of a cloud
service provider, must be carefully evaluated in line with your governance, and compli-
ance needs to ensure that the solution enhances your posture, instead of increasing
either direct or ancillary risks.



Security

Whereas many potential users of cloud services have a visceral or gut reaction that sug-
gest cloud services are not secure, that is certainly not always the case. We discuss se-
curity opportunities and challenges in much more detail later in the book, but for now
consider many organizations find significant improvements in their security posture by
using cloud services. Often, because of their size or financial limitations, small and
even medium-sized businesses cannot hire security specialists or respond quickly to
security incidents. Using specific best-of-breed capabilities in the cloud to prevent or
identify fast-moving or specific threats is a benefit to all organizations, perhaps best
illustrated by the vendors who provide antivirus and antispam solutions outside the
traditional IT environment.

Optimal Infrastructure

The ability to host multiple capabilities in the same hardware, software, or service al-
lows for the follow-on benefit of optimized use of the infrastructure. Multitenancy as a
model for using compute resources has existed since the 1960s, when IBM challenged
traditional time-sharing models by adding virtualization with its VM/370 series.

Multitenancy can occur at any or all levels of the architecture, as follows:

Virtual layer: Virtualization provides the ability to create specific environments
for each process, application, or operating system. This model isolates everything
above the virtual layer itself but allows for the use of pooled resources below that
layer, most commonly hardware such as networking, processor, memory, in-
put/output, and storage resources.

Application layer: The user interfaces of most web applications allow for spe-
cific fixed graphical and behavioral elements alongside customized elements as-
sociated with a specific organization, individual, or function. If one component or
functional element fails in the delivery of the interface, it is easier to replace be-
cause those elements derived from other parts of the application and can be easily
reconstructed.

Database layer: Data for multiple applications, through to multiple customers,
can be stored in the same database, and thus allow for the focus on optimal data
structures rather than entire infrastructures to support each individual require-
ment.

To gain the best advantage of cloud requires that each of these architectural layers be
considered carefully to determine the best layer or layers to optimize for multitenancy.

Isolation

Almost a corollary to multitenancy is both the ability and requirement for isolation at
each of the layers. While an application vendor such as Salesforce.com may use a
common database layer for managing customer data, it is essential that the security
mechanisms around the application layer maintain isolation between the various cus-
tomers. Fundamental for any type of cloud provider is the requirement to offer isolation
at each level of service exposure to their cloud users. This may be the infrastructure,



platform, or software applications. In addition, APIs and management tools must also
ensure that isolation exists in terms of identity management and access models, key
management and encryption, and user interfaces. This is a specific set of technical re-
quirements that need to be carefully evaluated when using a third-party solution in a
private cloud and in any public cloud.

Mobility

The idea of web-based services has been around for many years, as have application
hosting and outsourcing. The ability to get to the services from anywhere from any de-
vice has been a goal that is finally being broadly realized, and it threatens business
models and IT departments who must contend with the security issues associated with
data being available on devices either temporarily or long term.

In August 2009, ABI Research® released a report that said mobile cloud computing sub-
scribers would total nearly one billion by 2014. The ABI report contained the following
reasoning:

There are two primary reasons why ABI believes cloud computing will
become a disruptive force in the mobile world. The first is simply the
number of users the technology has the power to reach: far more than the
number of smartphone users alone. The second reason has to do with how
applications are distributed today. Currently, mobile applications are tied
to a carrier. If you want an iPhone app, for example, you have to first have
a relationship with the mobile operator who carries the iPhone. If you
want a Blackberry app, the same rule applies. But with mobile clouding
computing applications, as long as you have access to the web, you have
access to the mobile application.

Although there are many arguments against this position, the general direction in cloud
services is to support more open standards and therefore the dependence on specific
carriers is certainly less than in years previous. This means that offering employees,
customers, and partners better access and links to your organization via an exploding
mobile world is absolutely possible.

Refactorization

Some like to think of cloud computing as an opportunity to do away with all their exist-
ing infrastructure challenges and costs—a “burn it to the ground” or rebuild scenario.
This is truly not the real option, especially for any enterprise with more than a year un-
der its belt with existing IT, and especially not for medium to large enterprises with
many current or legacy systems in place. The reality is that cloud services allows an IT
department to refactor some or all of their existing systems over time and usually take
advantage of cost-effective new ways to deliver IT services to the business as a result.

The same concept can also be applied to data center design. Historically, IT has de-
signed data centers using the model of high availability, focusing on repair as a core
requirement instead of considering the best mode for recovery to availability. This in-
cludes using certified hardware with comprehensive support and maintenance contracts.
This includes concepts such as fail-fast, highly integrated systems, and deploying on



stable QA tested solutions on a prepared basis with massive change control to ensure
the ability to roll back failures.

Large cloud service providers are approaching infrastructure design with a qualitatively
different approach. They focus on low-cost commodity hardware where possible. Faults
should be simply routed around until some standard recovery can be achieved on a
scheduled or even ad hoc basis. This is much more cost efficient in many modes, yet
requires a change in thinking that may benefit IT. Modeling can be important here, but
if you are not prepared to consider alternative approaches, you will never get to model
it. Also note that it is often difficult to model third-party cloud services well, given the
potentially vast array of failures that can occur. Traditional IT approaches do not imme-
diately match well to these new architectures and will require some refactoring. We all
know that hardware will fail, networks will fail, and an entire data center may fail. Tru-
ly, any part of the stack, including the human components (from operators to users),
may fail in some way. So what does that mean? We need to monitor different things. It
is common to model small failures in a larger system and monitor for those failures
(e.g., disk out of space, router offline). Cloud services are modeled as services, and
therefore if you refactor how to manage them in this context, you begin to see depend-
encies across the whole system rather than in terms of just the data center itself, which
in turn allows you to focus on core services rather than all services. This change can
truly impact IT’s ability to deliver and maintain high-availability services.

Summary of Benefits

Using cloud services to supplement or replace IT functions should allow an IT depart-
ment to deliver more innovative capabilities to the business by focusing more on the
service delivery and less on the hardware and software updates. Most benefits derive
from the pooled nature of cloud services being offered through multitenancy architec-
tures (or more simply, economies of scale). Costs, risks, controls, and more are aggre-
gated across thousands of customers rather than one individual organization’s data
center.

Many definitions of cloud computing identify self-service or self-provisioning as a ben-
efit. Although self-service can help make cloud services easier to use, the reality is that
self-service requires a mode of operations that includes service catalogs, automated
provisioning and de-provisioning, and more to be effective. Therefore, we consider self-
service as something that although beneficial in small environment is in reality a result
of delivering good service-oriented architectures that may or may not be cloud based in
nature.

In summary, cloud computing provides significant opportunities. Thinking these
through in relation to your own business challenges is important. Perhaps even more
critical, you want to remember that your competitors are also considering how to capi-
talize on these opportunities.

However, cloud computing has challenges. Your organization may already be ready to
adopt and adapt to new technologies or ways of achieving your business goals, but find-
ing success with cloud services may require a mindset that allows you to change how
you manage risk and control. To achieve success with cloud, regardless of internal or



external options, IT needs to be the service broker and aggregator for the business, pro-
viding guidance, cost management, and governance in this new model.

What Is Cloud?

This is the story of how cloud provides us all with the opportunity to truly rethink how
we do things, by rearranging things in a new way. The reality of cloud is that it is a
culmination of many parts: changing business models, changing Internet functionally
(increased speed of transmission, increased reliability), baseline standards, significantly
lower costs of hardware and networking.

We consider cloud at the highest level to provide a means by which adequately secured,
global, highly scalable, and flexible services can be delivered and consumed using In-
ternet standards through an as-needed, pay-per-use business model.

Cloud services exist as the current incarnation of our evolving technology and business
models. Implicit in the term cloud services are a number of evolved capabilities in terms
of cloud computing, cloud operations, and cloud standards:

Cloud computing is the infrastructure, including the data centers, networking, and
communication standards.

Cloud operations are the management tools, the APIs, and the many disciplines
associated with managing the cloud environments.

Cloud standards are rapidly evolving from the existing Internet and Web 2.0
standards that have led us to this stage. The goal of cloud standards efforts is to
align cloud computing and cloud operations capabilities. In early incarnations,
cloud standards have primarily been de facto in nature, but a significant number
of organizations are working to evolve them (or to create de jure standards for the
benefit of all).

The concepts of large-scale usage of compute resources such as utility and grid comput-
ing are derived from traditional utility providers such as power or water. The adoption
of utility computing is seen as a good parallel for cloud services, because they have
initially been used for noncritical processing.

Let’s start off with our chosen principal definition to cloud and then move to focus

on what’s really core to cloud and how you can take advantage of it. While you will
find many definitions available, we see the most useful, comprehensive, and popular
definition as being from the National Institute of Standards (NIST). The NIST Defini-
tion of Cloud Computing Version 15 offers the following definition of cloud computing
as defined by Peter Mell and Tim Grance:

Cloud computing is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., net-
works, servers, storage, applications, and services) that can be rapidly pro-
visioned and released with minimal management effort or service provider
interaction. This cloud model promotes availability and is composed of



five essential characteristics, three service models, and four deployment
models.

The next three sections present the essential characteristics, service models, and de-
ployment models of cloud computing as defined by NIST.

The NIST Essential Characteristics of Cloud Computing

The essential characteristics of cloud computing as defined by NIST are shown in
Figure 1.2.

On-demand self-service

Location independent resource pooling

Measured and metered services

Rapid elasticity

Broad Network Access

FIGURE 1.2
Cloud essential characteristics based on the NIST definition

Key to these characteristics introduced here is the concept of multitenancy—the idea
that many different applications, users, and even businesses may take advantage of the
resources being used, as follows:

> On-demand self-service: A consumer can unilaterally provision computing ca-
pabilities, such as server time and network storage, as needed automatically with-
out requiring human interaction with each service’s provider.

> Broad network access: Capabilities are available over the network and accessed
through standard mechanisms that promote use by heterogeneous thin or thick
client platforms (e.g., mobile phones, laptops, and PDAs).

» Resource pooling: The provider’s computing resources are pooled to serve mul-
tiple consumers using a multitenant model, with different physical and virtual re-
sources dynamically assigned and reassigned according to consumer demand.
There is a sense of location independence in that the customer generally has no
control or knowledge over the exact location of the provided resources but may
be able to specify location at a higher level of abstraction (e.g., country, state, or
data center). Examples of resources include storage, processing, memory, net-
work bandwidth, and virtual machines.
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Rapid elasticity: Capabilities can be rapidly and elastically provisioned, in some
cases automatically, to quickly scale out and rapidly released to quickly scale in.
To the consumer, the capabilities available for provisioning often appear to be
unlimited and can be purchased in any quantity at any time.

Measured service: Cloud systems automatically control and optimize resource
use by leveraging a metering capability at some level of abstraction appropriate to
the type of service (e.g., storage, processing, bandwidth, and active user ac-
counts). Resource usage can be monitored, controlled, and reported, providing
transparency for both the provider and consumer of the utilized service.

NIST Service Models of Cloud Computing

The service models of cloud computing as defined by NIST are shown in Figure 1.3.
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FIGURE 1.3
Cloud service models based on the NIST definition

Each

of the service models offers different levels of capabilities and responsibilities to

the provider and the consumer of the service. In addition, these service models may
utilize a custom architecture, or the physical infrastructure, to exist. These services may
rely on a service offering from a lower service model. In this way, cloud services in the
higher levels, those being platform and software, may be entirely built atop other cloud
services. The most compelling way to think about these models is that if everything has
a set of APIs from the lowest to the highest levels, the service-orientated nature of cloud
services becomes very clear, as follows:

>

Software as a service (SaaS): The capability provided to the consumer is to use
the provider’s applications running on a cloud infrastructure. The applications are
accessible from various client devices through a thin client interface such as a
web browser (e.g., web-based email). The consumer does not manage or control
the underlying cloud infrastructure, including network, servers, operating



systems, storage, or even individual application capabilities, with the possible ex-
ception of limited user-specific application configuration settings.

Platform as a service (PaaS): The capability provided to the consumer is to de-
ploy onto the cloud infrastructure consumer-created or acquired applications cre-
ated using programming languages and tools supported by the provider. The
consumer does not manage or control the underlying cloud infrastructure, includ-
ing network, servers, operating systems, or storage, but has control over the de-
ployed applications and possibly application hosting environment configurations.

Infrastructure as a service (IaaS): The capability provided to the consumer is to
provision processing, storage, networks, and other fundamental computing re-
sources where the consumer is able to deploy and run arbitrary software, which
can include operating systems and applications. The consumer does not manage
or control the underlying cloud infrastructure but has control over operating sys-
tems, storage, deployed applications, and possibly limited control of select net-
working components (e.g., host firewalls).

To elaborate the potential use of lower services by higher level services, Figure 1.3
includes an example SaaS customer relationship management (CRM) application that
resides entirely atop the various cloud services deployment options, using an applica-
tion server and database in a PaaS scenario, which in turn rely on an IaaS option for
compute, network, and storage capabilities.

Critically, in Figure 1.3, we also introduce the concept of XaaS. XaaS represents any-
thing as a service. That said, we will try to avoid confusion or pollution of the “aaS”
nomenclature by focusing on SaaS, PaaS, and [aaS as the core models for cloud ser-
vices, often combined into its own acronym of SPI.

These models can also be deployed in isolation, utilizing their own compute, network,
storage, and related infrastructure. In these cases, the infrastructure is architected to
deliver the best performance for the service delivery requirements and not generic
capabilities as defined by each service layer.

The NIST Deployment Models of Cloud Computing

The deployment models of cloud computing as defined by NIST are shown in
Figure 1.4 and are described in the following list.



Public Cloud
Service over the Internet
Utility Computing model
Uses OpEx
Multiple Tenants

Community Cloud
Public, Private or Hybrid
Federated Clouds
OpEx (users)
CapEx (community ops)
Resource portability

FIGURE 1.4
Cloud deployment models based on the NIST definition

» Private cloud: The cloud infrastructure is operated solely for an organization. It
may be managed by the organization or a third party and may exist on premises
or off premises.

» Community cloud: The cloud infrastructure is shared by several organizations
and supports a specific community that has shared concerns (e.g., mission, secu-
rity requirements, policy, and compliance considerations). It may be managed by
the organizations or a third party and may exist on premises or off premises.

» Public cloud: The cloud infrastructure is made available to the general public or
a large industry group and is owned by an organization selling cloud services.

» Hybrid cloud: The cloud infrastructure is a composition of two or more clouds
(private, community, or public) that remain unique entities but are bound together
by standardized or proprietary technology that enables data and application port-
ability (e.g., cloud bursting for load balancing between clouds).

What Can Cloud Do for Me?

Cloud computing is about moving services, computation, and data—for cost and busi-
ness advantage—to an internal or external, location-transparent service or services. By
making data, services, capacity, and more available in a service-based model, they can
be much more easily incorporated into business and IT processes that can be ubiqui-
tously accessed. This is often at much lower cost, increasing the value to the business



by enabling opportunities for enhanced collaboration, integration, and analysis on a
shared common platform.

From just these few definitions, we see both commonality and disparity, and those same
issues exist across all the many and varied approaches out there. As a result, there is a
multitude of overlapping definitions of cloud. The analysts have them, the marketers
have them, users have them, and standards groups have them, and so on. We have one,
too, but we won’t get wrapped up in debates about it. Instead, we focus on the capabili-
ties that the cloud model provides.

Perhaps most aggravating when investigating cloud services options is the marketing
approach to relabel or brand anything and everything “as a service.” This is called cloud
washing. This just becomes confusing initially and an exercise in futility in the long run
as terms become overloaded. We see “storage as a service” and “security as a service”
competing acronym-wise with “software as a service.” So, one of the advances is to say
that each of these options fits into one of the three delivery models, SPI, and be done
with it.

To understand the cloud then, it is better to focus on the attributes possible rather than
ascribe a specific definition to it. Not only do the definitions change depending on
which part you focus on, but also so do the benefits and risks.

A breakdown of these solutions with examples of popular solutions helps to understand
the nuances of each layer in more detail (see Figure 1.5).

Cloud Service

Consumer Websites Flickr.com

* Mashups * Myspace.com
* Multi-Tenant Business Focused Web * Google Apps

Applications * SalesForce.com
* Collaboration, Email, Office Productivity * Cisco WebEx

CRM, SFA, ERP elc
Management Applications/interfaces
APls for Service Integrations

PayPal, Amazon FPS, DevPay
Yahoo APls (Search, Flickr)
Google Apls (Payment, Adsense)

Application Environments — J2EE, RoR, Net Google App Engine

Mashups of SaaS Services Microsoft Azure — SQL DS
Configuration Platform and Scripting Engines * Amazon Simple DB, 53, 5Q5
Hosted Application Development Force.com, VMForce

Environments * NoSQL,
* Application Infrastructure Capabilities * Rollbase
* Database, Data Stores * Caspio
* Message Queues * Hadoop
* APIs for PaaS Integrations
Infrastructu * Virual Servers * Amazon EC2
* Compute Capacity Enabled by AP| Based * Elastra
* Provisioning * Rackspace
* Logical Disks * Sawis
* Networking * FlexiScale
* APIs for laaS Service Integrations * RightScale
* GoGrid
* CloudSwitch
* SNIA
. >
FIGURE 1.5

Cloud architecture sample capabilities and industry examples



Most of the examples are public cloud options, and the opportunity to fashion your own
solution such as these as private cloud options does negate some of the opportunities we
have discussed so far.

The addition of cloud-driven processes and web-based services to the SPI framework is
intended to illustrate the higher-level business models and processes that can be consid-
ered. Furthermore, here we illustrate the term mashup, which comes from the Web 2.0
environments. A mashup is a composite web-based service created by mixing together
other web-based services, or more appropriately, higher-level cloud services. This cre-
ates useful and varied solutions for users, but also introduces management challenges as
delivery is affected via distributed capabilities. This essentially becomes a chained ser-
vice model, and as with all integrations, or should we say “mashups,” things can go
wrong across the service components.

For a business example more grounded (ahem) in supply chain management, consider
the history of the Boeing 787 Dreamliner. Planned to be the most advanced technical
and component-based airplane in large-scale commercial aviation, Boeing approached
the effort by taking a nontraditional approach to collaborating, sourcing, and integrating
myriad components from hundreds of suppliers and subcontractors. The project was
beset by delays as a result of too many issues. As a result, the aircraft finally lifted off
for its maiden test flight on December 15, 2009 (more than two years after its original
schedule of August 2007, and well over budget and suffering from a decreased set of
capabilities).

History shows that there were numerous problems for Boeing in terms of supply chain
management: integration due to standardization issues, component shortages, quality-
control issues, and more. Similar issues come to the forefront when an organization
chooses to use cloud services without clear strategic goals and management tools being
in place.

To succeed with cloud services, business and IT leaders must recognize and deal with
the fact that the role of IT is changing to include much more comprehensive supply
chain management and vendor management. If cloud services are to be used, the
traditional IT team makeup is incomplete and so must be enhanced with more legal,
contractual, and business expertise. Those familiar with outsourcing are in a much
better place to manage this new approach to delivering business value.

Cloud services can enable the business to gain much greater control over its IT-
dependent decisions, as long as it has the correct management processes and tools in
place. This is discussed extensively in Part I1l, “Life in the Cloud—Planning and
Managing the Cloud,” of this book, where we examine the approaches and require-
ments for managing cloud services solutions.

Summary

Ultimately, cloud services offer opportunities to source complete or partial services for
all IT and business processes. This move to a multisourced, multicapability, or hybrid



market model has risks just like those faced by Boeing (when different suppliers held

different responsibilities and different roles, which resulted in several time and budget
failures). That is not to say that using cloud services is bad, but rather, a reminder that
adequate management of their use and integration is critical.

Key points to consider from this chapter are

The cloud services market is developing at a rate faster than most other technol-
ogy and business models.

Cloud services are changing business models and industries and are creating new
opportunities for all.

There are many definitions of cloud services, and the NIST definition is the most
widely accepted definition used today.

The benefits of cloud services span both business and technology spheres.
Cloud is not a panacea.

The discussion so far has focused primarily on defining our topic and examining the
benefits associated with cloud services. Chapter 2, “Evolution or Revolution?,” exam-
ines the risks that must be considered alongside those benefits.
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CHAPTER 2

Evolution or Revolution?

SIMPLY EXPLAINED

WHAT'S THE
BIGGEST RISK
IN YOUR
PROJECT?

COMPLETELY
CLOUDLESS

PROJECT RISK
The biggest risk to any new project —Geek and Poke

Most agree that cloud is an evolution of existing technologies and business models.
Those who don’t are generally marketing something.

In this chapter, we look at the new and somewhat unique group of capabilities ascribed
to cloud services. In so doing, we contrast our discussion that focused on the benefits
of cloud services in Chapter 1, “Introduction to Cloud Computing.” The approach is to
examine the dark linings, those critical concerns that need to be addressed in a cloud
initiative.



As noted in Chapter 1, there is huge potential to create revolutionary businesses by as-
similating and expanding on the approaches and technologies offered by cloud comput-
ing. However, we should not consider this entirely new. Figure 2.1 shows the
approaches and technologies that have supported the evolution to cloud services.
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FIGURE 2.1
Sources of the evolution of cloud services

In this chapter, we cover the capabilities that make up cloud computing. We examine
these core capabilities and then take a look at the benefits and risks of cloud computing.

Cloud Capabilities

Capabilities that are assumed essential for cloud computing are most often derived from
or direct adaptations of previous approaches, most of them detailed in Figure 2.1. For
example, virtualization has been around for decades in various forms. For another ex-
ample, in 2005 Tim O'Reilly detailed several principles of Web 2.0. The first was "Web
as the platform." Then O’Reilly noted that the “core competencies” identified included
“services, not packaged software,” “cost effective scalability,” “remixable data source
and data transformation,” and “software above the level of a single device.” These
sound similar to how many talk about cloud services. Further, self-service portals, Web
2.0 Uls available on multiple devices have been evolving over the past 10 to 20 years,
service-oriented architectures have been a mainstay of large-scale enterprise architec-
tures for the past decade.

EENT3



So the real question is this: What’s new?

The conjoining and combining of these capabilities are included as part of the NIST
essential characteristics of cloud computing discussed in Chapter 2. More discussion is
warranted to fully understand how to deliver on these characteristics.

On-demand self-service: Cloud services are expected to be easy to request, such
that a customer can acquire access to resources or services without having to go
through a complex or manually intensive ordering process. This usually means
using a web-based management tool, using some simple API calls, or capitalizing
on some level of integrated authentication and provisioning capabilities (com-
monly known as federation).

Resource pooling, multitenancy, and shared resources: To achieve scale and
remain cost-effective, cloud service providers must capitalize on the actual capi-
tal outlay and ongoing expenses by offering common access to the core infra-
structure capabilities (most commonly, compute capacity, storage, and network
infrastructure). In private or internal cloud environments, this is less of an issue.
However, be aware that providers of public or external clouds are not usually in-
clined to provide customized environments—yet.

Broad network access: The concept of being able to access cloud services any-
time, anywhere, and from any device is supported by broad network access.
Without standards to integrate atop common carrier solutions that have been
borne from the Internet, this capability will be challenging. At this level, the con-
tention between net neutrality and the costs to build out the broad network capa-
bilities is one of the most difficult equations to balance. Next, this characteristic
is the most difficult to support through the private cloud deployment model, as by
definition private clouds are generally limited to organizational network bounda-
ries. The contention here is that by offering secure remote access to private
clouds, such as VPNs over public networks, mitigates that potential limitation.
Device support, however, can be the most challenging. For example, the popular-
ity of the Apple ecosystem is vast, yet supporting enterprise applications require
the approval and ongoing support of the Apple app store approval process, some-
thing that many have complained about as being arbitrary, slow, and even anti-
competitive. The Android ecosystem, however, is promoted as being open and
without any approval process. This then creates increased security risks, as there
is no standard approach to the assessment of the virtue of any applications. In this
characteristic, it is critical that you understand the opportunities and limitations of
supporting a specific vendor or set of vendors.

Elastic or rapid scaling up and down: The combination of these capabilities is
an expectation that cloud services should provide unlimited expansion in terms of
capacity, size, or speed. Although a guarantee of infinite capacity is impossible, it
is the role of the provider to manage the capacity of cloud services appropriately
to create that potential.

Measured services, pay-per-use, consumption-based pricing: Capacity in
cloud services is expected to be easily bought and sold in a pay-per-use model.



An additional expectation is that those services should be immediately accessible
when required and immediately released when no longer needed. After cloud ser-
vices have been provisioned, it is expected that there will be a simple pricing
model based primarily on actual usage, billed in simple increments allowing for
easier budget control management.

Each of these capabilities is a key tenet of cloud service solutions. The next step is to
discuss the overall benefits and risks associated with this new business model and to
decide whether the capabilities need to be adopted as a whole to succeed with a cloud
services initiative.

Benefits Versus Risks

Most organizations that adopt cloud services realize huge benefits. In September 2009,
IDC took a poll at its annual Enterprise Panel to rate the top benefits that enterprises
attribute to cloud services, the public cloud in particular (see Figure 2.2).

Q: Rate the benefits commonly ascribed to the 'cloud’/on-demand model
(Scale: 1= Not at all impertant § = Very Important)

Pay only for what you use 17.9%
Easy/fast to deploy to end-users 7. 7%
Monthly payments 7513%

Encourages standard systems
Requires less in-house IT staff, costs
Always offers latest functionality
Sharing systems with partners simpler|

Seems like the way of the future

0% 10% 20% 30% 40% 50% 60% 70% B80% 90%
% responding 3, 4 or 5

Source: IDC Enterprise Panel, 3008, n = 263

FIGURE 2.2
IDC survey of enterprise customers’ benefits ascribed to cloud computing models

The highest rankings related to cost-control aspects such as pay per use, monthly
payments, and less staffing and lower costs. Interestingly, there was little reference
to business flexibility, increasing the ability to enter new markets, and similar growth
opportunities.

These rankings certainly align with the goals of many controllers, CFOs, and COOs.
Given the current utilization rates of many IT environments, there is a belief that such



services should be an order of magnitude cheaper to run than running the current envi-
ronments, and cloud services offer that promise.

It is perceived that popular cloud solutions such as Amazon’s EC2 (Elastic Compute
Cloud), Microsoft’s Azure, Google’s App Server, and Salesforce.com are proving the
point. However, the decrease in capital expenses often sees a similar decrease in other
critical areas of concern (e.g., security, privacy, manageability, and compliance). The
possible savings may not always be as significant, however, if a company is already
using internal cloud solutions, or if the company has virtualized its data center com-
pletely to achieve optimal use. Fundamentally, without adequate management and
strategic architectures, the benefits will not be delivered or significant.

IDC also surveyed the respondents on the top challenges or risks associated with the
cloud model. Nearly 90% of CIO-level respondents identified security as the number
one concern related to cloud computing. You will see similar reports where the con-
cerns are in different orders. Regardless of the actual order that results, the relative
numbers for each show that they are all high-level and common concerns and thus must
be considered almost as equals. As the cloud architectures evolve, expect to see these
concerns move around, but for now they serve as a good list on which to base our next
discussion.

Q: Rate the challenges/issues of the ‘cloud’/on-demand model

(Scale: 1= Mot at all concerned 5 = Very concerned)

Security

Availability

Performance

On-demand paym’t model may cost more
Lack of interoperability standards
Bringing back in-house may be difficult
Hard to integrate with in-house IT

Not enough ability to customize

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

% responding 3, 4 or 5

Source: 1DC Enterprnse Panal, 3008, n = 263

FIGURE 2.3

IDC survey of enterprise customers’ challenges and issues ascribed to cloud computing
models

The trouble here is that security is a potentially vast and polarizing topic. The high
ranking of security could well be the result of a visceral reaction rather than a clearly
definable concern. For example, it is commonly assumed that cloud services are less
secure than those housed in IT data centers. However, it’s not always true. Consider, for




example, that many small and medium enterprises do not have security staff. By using
cloud services, those enterprises can significantly increase their security posture. The
same may be true for many larger organizations if their business units make use of ver-
tical solutions and services or go so far as to avoid IT when acquiring capabilities (what
is known as shadow or rogue IT).

Security as a term without context is almost as nebulous as cloud. To achieve “secu-
rity,” we first need to determine what data is involved, the value of the service being
provided, the deployment model being used from the SPI stack, and ultimately (using
these inputs for analysis), the risk and cost-benefit analysis. Together, these will help
determine the potential savings, and if there is increased risk, whether it is acceptable
risk to the business. For example, savings may allow the business to create new prod-
ucts or services, or enter new markets that decrease business risk.

Availability and performance are closely related requirements, and only specific analy-
sis of uptime and recovery plans can truly determine which solution is more likely to
achieve an organization’s required levels. Although there have been widely publicized
outages for Google’s Gmail, Amazon Web Services, and others, the reality is likely that
many data center-based applications and services have suffered similar if not more ex-
tensive downtime. To analyze whether a cloud service offers better availability than one
from IT, both potential providers must be clear on what metrics are critical to you and
thus what metrics need to be compared. Uptime of the messaging system, core business
applications, public website, intranet, and other key applications are the levels to exam-
ine when considering software as a service (SaaS) offerings. Underlying technology is
of concern, but the overall statistics impact how business is done. In addition, the acces-
sibility from other devices, locations, and improvements in security posture or perform-
ance can be added to the evaluation.

The challenge underlying these top three concerns of security, availability, and per-
formance is a combination of trust, management, and service levels. For public cloud
service providers that are new to the market, a lack of established credentials and his-
tory of uptime means that trust is the main challenge they must overcome. To do so, the
approach is to attract customers with offers of extreme discounts or free services. Real-
ize that these approaches will not work long term.

Cost control requires careful consideration, and the requirement for cost-benefit analy-
sis is almost as critical as a risk analysis to ensure success in using cloud services. The
cost benefits of cloud services seem to be obvious initially (e.g. less hardware and per-
sonnel costs associated with delivering cloud services). Often forgotten costs when con-
sidering the overall return on investment (ROI) of cloud services relate to the migration
into and out of the cloud service. Ongoing networking costs are likely to rise as usage
increases, but as with all ROI calculations, this is offset by the benefits.

Another risk that could impact your ROI is vendor lock-in. The rapid evolution of offer-
ings is creating significant churn in vendor APIs, Uls, and management tools. One cost
will be maintaining alignment with the vendors’ offerings as they are managed centrally
and updates are pushed to you on the vendor’s life cycle, not yours. Until standards
evolve, another cost will be anything associated with migrating from one set of APIs to



another, especially in the platform as a service (PaaS) and SaaS layers, but information
as a service (IaaS) is also susceptible because few standards at this layer truly support
cloud computing architectures. In general, the higher in the cloud service stack you are,
the more likely lock-in will occur because the services become less generic.

In terms of vendor lock-in, use of public cloud services ties your business and technol-
ogy life cycle to that of the vendors. As an example, Salesforce.com has offered a pro-
prietary programming environment along with custom APIs in its Force.com platform
for many years. Migration from that environment to another would entail a considerable
effort and cost (until competitors develop migration tools). Salesforce.com has created a
tool to support customer migration from Microsoft CRM to the Force.com platform.
That said, the reverse is also possible through a number of solutions. Microsoft, in its
common approach, provides toolsets, whereas commercial vendors such as NettMore in
the United Kingdom offers a tool called CRM Migrate to facilitate the migration of data
from Salesforce to Microsoft Dynamics CRM 4. The understanding, however, is that
both these environments support large numbers of customers and warrant development
of such tools. That, indeed, is the issue for most of these solutions: Until they become
big enough to warrant competitor attention, they will not have standard or commercially
available methods to migrate.

Vendor viability is often a concern for smaller providers as well as for start-ups. The
possibility of having to migrate in the event of vendor failure is one concern, but it is
the risk of using an early-stage cloud service provider. To ascertain a vendor’s position,
its financial position may be a critical data point. The vendor’s ability and willingness
to provide may indicate the provider’s ability to deal with issues in the future, such as
operational issues, e-discovery requests, or even security breaches.

The evaluation of these risks in a comprehensive risk-benefits analysis will not only

define your approach, but also feed your requirements for your cloud services opera-
tions management approach. To that end, Part III, "Life in the Cloud—Planning and
Managing the Cloud," deals with key aspects of governance, compliance, legal con-

cerns, operations, and security in more detail.

By efficiently preparing to use cloud services, real and detailed concerns can be identi-
fied and managed through process, planning, risk analysis, and governance. Managing
these requirements can be considered in the mode of operations management. In this
case, focus on key operational life cycles to clearly understand what changes when
cloud services are introduced. In addition, education of key architects, managers, and
operational staff is needed.

The cloud services approach suggests that simplifying the frontend is of considerable
benefit. However the reality is that if architects and (perhaps more so) developers do
not understand distributed systems and service-oriented models, you will fundamen-
tally fail to deliver benefits through the cloud and (often more critically) fail to secure
your environment.

As previously noted, consider each cloud service provider's options in terms of cost,
features, speed to market, and scalability. For now, consider how each of these applies
to specific implementation models available (see Figure 2.4).
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Comparison of benefits versus deployment options for IT capabilities

A simple alignment illustrates that cloud services provide the greatest speed and scale
for the least cost. However, when we look at the features metric, it is also quite low for
cloud services. Features often include complex requirements in terms of security, man-
agement capabilities, compliance controls, migration facilities, and more. To achieve
these requires a cloud service provider to improve its service or for you, the user, to add
additional cloud services that offer the required functionality, alongside the necessary
integration (much like traditional IT shops do in their data centers, and with a high like-
lihood of increased costs and complexity).

Fully expect cloud services to increase their features over time, and although costs
might not increase significantly, or at all, as features are added, the choice will remain
aligned with these metrics. Cloud service providers’ primary path to profit is through
cost containment for the majority of expenditures that you must deal with when deploy-
ing your own data center, as follows:

Hardware

Power and cooling
Provisioning
Networking
Security

Billing

Operations
Personnel

These attributes are what can be considered as common to any cloud service. They un-
derlie any implementation and are the focus in any drive to lower costs. This means that
a cloud service provider will be pushing to minimize the amount of customization in



their environment. While this does apply to the platform and software layers, wherein
customization creates increased costs in all the management areas previously listed, the
cost implications are acute in the infrastructure where standardization is most cost-
effective. This applies to any type of cloud and must be considered as a limiting factor
for higher-level usage. For example, some database solutions require direct access to
the hardware to optimize their internal workings. With a virtual machine manager be-
tween the database and the hardware, such optimizing is devalued.

With much less dependence on these infrastructure capabilities, there will be an in-
creased focus and opportunity in the PaaS and SaaS models. This will result in the fol-
lowing:

Significant growth in PaaS and SaaS offerings.

More focus on the attack vectors, or the dark linings of the silver clouds of PaaS
and SaaS.

IT must become a service broker because the traditional IT processes of “de-
velop, deploy, and manage” are changing to include and possibly be subsumed by
“source, compose, offer, and manage.”

IT must adapt to using agile approaches for application and service development,
as well as for asset and personnel allocation.

The key needs are a combination of business and technology requirements. You will
find there is overlap, and the goal is to ensure that the understanding is clear: Success in
using cloud services requires multiple disciplines to work together for the benefit of
your business.

Cloud offers many of the same opportunities and presents many of the same challenges
service-oriented architecture practitioners have had for many years, but on a much more
significant scale. Cloud reasserts the need for comprehensive enterprise architecture to
be aligned with business architecture; otherwise, the result will be (again) many silos of
cloud services.

Summary

The point to reiterate is that cloud services enable you to revolutionize how you deliver
and consume business processes (at a minimum) and change business models (on a
broad scale).

Can you afford to ignore this trend? The answer is: not for long!

In Chapter 1, we discussed how Apple’s strategy in terms of mobile devices, client ap-
plications, the App Store, and content delivery service from the Internet resulted in an
ecosystem that dominates the consumer space.

Consider how the smartphone market is rapidly changing, and the resultant change in
fortunes of vendors in that space. In the context of business email, Research in Motion,
with its BlackBerry devices and BlackBerry Enterprise Server (BES), used to own

the smartphone market. Some would argue that it still does. However, 2010 is a



significantly different market. IT departments, continuously under cost management
constraints, are increasingly changing their approach to employee phones and are no
longer forcing business users to take a company-provided phone, allowing for much
more choice by users. As consumers, the appeal of an iPhone or Android-based smart-
phone is high. The rank and file are not purely driving this adoption, but more impor-
tant, usage is being driven by executive management who often embrace and advocate
new technologies ahead of IT and the broader business. As a result, Apple and Google
are encroaching on RIM’s traditional market from below and the side, and illustrate
another example where changing business models impact incumbents in negative ways.

One aspect to consider when weighing up the business benefits versus the risks is how
your users, customers, employees, constituents, or partners are experiencing the pro-
curement of other services. App stores, slick interfaces, and support services that offer
immediate fulfillment are driving their expectations. Cloud services in the enterprise
will increasingly be measured against this model, and IT must offer instant provisioning
from a portal but remain secure and well managed. As we have discussed, however, the
risks exist across the board. Worse, your existing architectural design and operational
processes are not entirely adapted to deliver cloud services. Finally, to move forward,
you must recognize that the overall threat to landscape is now no longer just technical
but a competitive business issue, as well.

Key points to consider from this chapter are

Cloud services have evolved from multiple technologies creating new businesses
outright and new business opportunities for your organization.

While public cloud service providers may offer solutions that meet your business
needs, their business priorities do not always entirely align with their customers.

IT must adapt to using agile approaches for application and service development,
as well as for asset and personnel allocation.

IT’s role will increasingly include service broker requirements.

Manage risks (dark linings) to allow your business to realize meaningful benefits
from cloud services (silver clouds)!

In Chapter 3, “Reflections on the Shift,” we review our introduction to cloud computing
and prepare to plan for cloud services.



CHAPTER 3

Reflections on the Shift
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The solution to all your problems—Geek and Poke

Think about your current information technology infrastructure. Think about how you
source that technology. What about your business processes? How do these things relate
to your financial and business models?

Are you a start-up looking for every opportunity to save time and money? Because
start-ups typically are looking for these opportunities, start-ups are generally more



accepting of the cloud model and the public cloud offerings specifically. This is the
approach that founders, angel investors, and the venture capital community expect of
start-ups: to effectively control their burn rate, while ensuring quick entry into the mar-
ket and managing constantly varying adoption and usage patterns. Therefore, building
data centers and managing their operations at the infrastructure layer is generally
frowned upon, unless of course their target business is as an infrastructure provider.
Start-ups can concentrate on designing their solution, instead of designing, funding, and
building scalable infrastructure. Services such as Amazon, Rackspace, Google, Yahoo!
and others, where many of the global scaling and security issues are managed, allow
this instant scaling capability without the front-loaded costs. Cloud services, especially
low- and fixed-cost IaaS and PaaS, provide instant and automated scaling for SaaS and
business process-based start-ups and thus lower the barriers to entry.

Many start-ups today would not even exist, and many others would not have seen any-
thing nearing profitability, without cloud services. Zynga, a social gaming company
rode to incredible success atop the Facebook platform and Amazon Web Services,
reported income of more than $600 million in 2009 according to Business Insider.'

And it is important that you do consider companies like Facebook as pursuing a PaaS
and SaaS business model, as much as Amazon Web Services offers IaaS. This is the
approach many new companies take to ensure others build from, an on top of, their so-
lutions, ensuring revenue opportunities for the services that they provide.

For large organizations, an IT department usually evaluates technology decisions on
behalf of the business users. Processes will arguably have been developed over many
years, creating substantial documentation, cultural knowledge, architecture diagrams
(for both facilities and technologies), and so forth. Now consider that your technology
requirements have the potential to exist in and be delivered through a combination of
private and public cloud services. Critically, large organizations can look to the start-up
space as a model for experimenting with new business or service offerings. The fast
start and ability to clearly manage costs is compelling, but the security concerns, pri-
marily around data, limit the scope of what is possible in the public cloud model. There-
fore, the private and community cloud models, as discussed in Chapter 1, “Introduction
to Cloud Computing,” are much more accepted. Data concerns revolve primarily around
intellectual property (IP) and personally identifiable information (PII) of employees,
customers, and so forth.

The New York Times serves as a good example of this. It initiated a project for its
TimesMachine (http://timesmachine.nytimes.com/browser) website to improve access
to its articles. TimesMachine is a collection of full-page image scans of the newspaper
from 1851 to 1922 (i.e., the public domain archives).

In 2007, its first project was to move from a set of individual images of papers from
1851 to 1922 to the popular Adobe PDF format. Whereas it had previously done this
conversion on-the-fly, concerns over traffic increases impacting the overall site per-
formance led it to look at performing the conversions in bulk, ahead of time. As re-
ported on The New York Times Open blog, by Derek Gottfrid,” he initially copied


http://timesmachine.nytimes.com/browser

around 4TB data across to Amazon’s Simple Storage Service (S3), along with a system
image and some scripts:

I then began some rough calculations and determined that if I used only
four machines, it could take some time to generate all 11 million article
PDFs. But thanks to the swell people at Amazon, I got access to a few
more machines and churned through all 11 million articles in just under
24 hours using 100 EC2 instances, and generated another 1.5TB of data to
store in S3. (In fact, it worked so well that we ran it twice, since after we
were done we noticed an error in the PDFs.)

This clear success met both very restrictive cost and time constraints.

For cloud service providers, the goal of optimizing their service delivery will also drive
them to consider using other cloud service providers for noncore or nonessential service
delivery. The need to scale is key and is based on the ability to achieve what most IT
professionals would like to see in their own data centers—optimal use of all infrastruc-
ture, not having idle systems, and not hitting a ceiling while delivering.

The opportunity to use cloud services is immense in terms of scope and effort. For
small to medium-size enterprises, the task is considered daunting, and for large and
global enterprises, even more so. This is why it is unlikely any existing organization
will switch immediately to the cloud. Even when considering all the artifacts that exist
to describe an organization’s orthodoxy, its canons, its ideologies, and its dogmas, a
wholesale switch to move those things into a cloud service provider environment to
save money or increase speed of delivery is improbable.

So, cloud services adoption will be a set of tactical and strategic moves, staged to meet
the business goals and priorities. Given the potential scope of cloud services opportuni-
ties, we cannot divine this for you in a book. However, in the following chapters, we
will help you determine which order to follow, and on which areas to focus to gain the
most benefit in scenarios related to common business models and problems.

For example, consider that cloud services offer the promise of having many operational
issues managed by the provider. This does not obviate the requirement for technical
architecture, governance, and management, but it does decrease the need for many
manual and repetitive task requirements being placed on your staff.

We will, and you must, focus on balancing critical business needs against risk. Both
requirements range across cost management, security, governance, compliance, cus-
tomer satisfaction, delivery, and similar axes. In all cases, the two core data points you
need to have are your data classifications and a clear sense of service value.

You may choose to put mission-critical processes into the cloud. Despite it being mis-
sion critical, the process or capability might not be a core capability, and as such could
be handled by a service provider much more effectively. Consider payroll as a key ex-
ample. Many companies worldwide use and trust ADP, Intuit, or others for this critical
business process. The dominance of FedEx and DHL and others to ship critical business
documents is rarely questioned, because it is rarely a core competency of most organi-
zations. This would then direct your approach and evaluation in terms of service



guarantees, service-level agreements, disaster recovery, and critically, your data han-
dling requirements.

If you are considering nonmission-critical processes, it is arguably less important to
focus on things such as disaster recovery per se, but it remains critical to understand
what data is going to be used. This will direct your needs in terms of data protection and
privacy management. Even nonmission-critical processes can involve data that needs to
be protected.

All of your regulatory, governance, and compliance activities are dictated by under-
standing the value and use of your data. Data classification is core and critical to
evaluating the value of cloud services and any associated risks!

The challenge is that many organizations have not done this, or the classifications are
not maintained. Regardless the choice of cloud services you make, it is your responsi-
bility to maintain privacy and confidentially in accordance with regulations. You cannot
abdicate this responsibility! Cloud service providers may offer some level of protection,
even greater than you could provide. Some may offer remediation in the event of a
breach. Ultimately, however, the impact will be on your business, and that is the core
issue to deal with.

You can outsource your IT, infrastructure, IT security, and even business processes,
but you cannot outsource responsibility or associated risk. (Insurance helps, but
ultimately risk lies with your business.)

Throughout the next few chapters, we delve into the next layer of cloud services options
and architectures, and then in later chapters, we focus on the business of cloud services.

Endnotes
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fun/
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In this chapter, we explore the lower layers of the common cloud architectures so that
you have a clear understanding when we move on to planning for and managing cloud
services. Our discussion here examines cloud services taxonomies that incorporate ar-
chitectural, an understanding of which can enable you to better map from existing en-
terprise architectures into cloud-based architectures. A definition of usage models is
important to understanding your role in the cloud services usage model.

Cloud Usage Models

To move further in the discussion about how to use cloud services requires that we
introduce a set of players to the mix:



> Service provider: The organization providing the cloud services offers certain
capabilities desired by the consumer.

> Service consumer: The person or organization using the cloud services with a
specific set of requirements from a provider.

» Service broker: The person or organization obtaining the services on behalf of
the consumer. Although service consumers may interact directly with service
providers, in enterprises there is a need to think strategically and create a service
broker role. More specifically, this role is associated primarily with the IT de-
partment for larger companies, yet external brokers may provide cloud services
directly to any part of an organization.

Cloud service brokers usually appear to be cloud service providers themselves by offer-
ing consolidated sets of cloud services from one source. This is much like a traditional
value-added reseller (VAR) or solution integrator (SI) who bundles third-party products
and services together with additional benefits—perhaps single provider billing or sup-
port—and then sells them as a complete solution. This results in scenarios where cloud
consumers may actually be sourcing cloud services via a network, or chain, of cloud
providers. The critical requirement then is to understand where the core services are
being provided from and whether that impacts any of your key performance indicators,
and critically, your compliance obligations, security requirements, or management met-
rics. This includes gaining a comprehensive understanding of the geographical and re-
lated jurisdictional aspects of all components of any cloud service delivery chain.

Figure 4.1 provides a visual summary and some further detail.
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FIGURE 4.1
Consumers, providers, and brokers of cloud services



The criticality of the service broker role in IT is illustrated through the impact of shad-
ow IT (see Figure 4.2).
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FIGURE 4.2
Shadow IT

In this case, business units or individuals directly procure products and services outside
the normal management chain. Cloud service providers with pay-per-use models make
it easy to use a credit card to acquire their offerings but incredibly hard for a business to
track in terms of costs (and more critical, in terms of risks). This tactic is often a reac-
tion to restrictive IT practices but also indicates that cases exist where IT is not ade-
quately servicing the business needs. By taking the service broker role to a level of
procuring business services, IT can gain, maintain, or increase its business relevance by
ensuring that all cost management, contractual, legal, and regulatory requirements are
being met by each service being procured—cloud or otherwise. This level of control
also helps manage costs but will meet business needs only by offering a service catalog
with cloud services attributes such as rapid provisioning and self-service.

This now supports a view of how cloud architecture is used by each player.

Cloud Architecture: High Level

In Chapter 2, “Evolution or Revolution?,” we introduced the high-level concepts asso-
ciated with software as a service (SaaS), platform as a service (PaaS), and infrastructure
as a service (IaaS). This is often referred to as the SPI model (see Figure 4.3).
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The SPI model (SaaS, PaaS, laaS)

This serves to help discuss approaches to various cloud capabilities, but be aware that
many folks will create an acronym for almost any cloud service: security as a service,
storage as a service, communications as a service. Even though security might be one of
the few broad categories for which it might make sense to create something specific,
let’s be honest and say these terms really do not help the discussion! The simple SPI
model with appropriate capabilities associated with each, such as compute, network,
and storage as capabilities of the infrastructure, is enough.

Let’s break down that model by examining the key capabilities of each service:

> Infrastructure as a service (IaaS): laaS refers to computing resources (for
example, compute, storage, and network). The base of the stack provides raw
capabilities assigned to each customer and minimizes the need to own unneces-
sary hardware or have costly resources to manage the underlying infrastructure.

> Platform as a service (PaaS): PaaS is a set of application and development ser-
vices (such as Java, Python, or NET) for building cloud-based applications and
services (such as processing applications or SaaS solutions). PaaS solutions may
utilize support from IaaS solutions but do not need to do so.

> Software as a service (SaaS): SaaS is the category for applications and business
processing capabilities that are offered over the Internet or use Internet technolo-
gies. These may utilize [aaS or PaaS environments for all or part of their func-
tionality and delivery, but do not require them, with many solutions using highly



proprietary environments for the bulk of their scalability and functional require-
ments.

To be clear, across all the SPI layers, physical infrastructure may be proprietary or in-
herited from a lower-layer service, whereas management tools are usually considered
SaaS applications in their own right.

The model shows that any user can choose to employ cloud services from any level. For
example, you might choose to use a SaaS solution such as Google Apps for email, a
PaaS such as Microsoft Azure to run a custom application, while using a storage IaaS
provider to support remote backup. None of these depends on the other.

Public Cloud Architectures

Figure 4.4 details a more specific breakdown of all the potential functional or architec-
tural components that go into making up a public cloud solution. The technical aspects
of these layers are shown in Figure 4.4.
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Common requirements and associated functions for the SPI model

All the components that go into making up each level of a service do not preclude the
need for a broad set of general capabilities:

Private and Hybrid Cloud Architectures

Figure 4.5 details a more specific breakdown of all the potential functional or architec-
tural components that go into making up a private cloud solution. To succeed with any
cloud solution requires a level of support for each of the unique aspects we discussed in
Chapter 2. Architectural elements such as automation, virtualization, and similar tech-
nologies and management approaches are important, and they can become a focus for
IT departments to the detriment of business expectations. Specific issues that arise often
center on user experiences with consumer services. Regardless of the regulation, secu-
rity, and compliance issues faced by IT, the expectation is that a cloud services model



will allow for instant provisioning through a simple service catalog available through a
web portal. Traditional approaches to IT requests that involve long-term project plan-
ning, budget approvals, and change control need to be adjusted significantly to allow for
this type of approach.
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FIGURE 4.5
A full model for cloud services management

The critical difference between public or external clouds and private or internal clouds
is the number of options, if not requirements, you have around service management and
governance. In both cases, look for a service catalog that allows you to create your ser-
vice model and request service delivery in the on-demand mode. Similarly, releasing
your acquired or requisitioned services should be allowed for.

The line from traditional data centers through optimized IT in a private cloud model and
ending in public cloud options introduces several pros and cons for each. As shown in
Figure 4.6, the move to a private cloud minimally results in a service-oriented architec-
ture.
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The pros and cons of traditional shared data centers, private clouds, and public clouds

A final note to this discussion focuses on service level agreements (SLAs). Each model
of delivering services to your organization will introduce variation into how you moni-
tor its success. Approaches to cloud computing often deal primarily with uptime in their
SLAs, and their measure of availability may differ from your expectations; so ensure
that you cater for the variations, as well as clearly evaluate the taxonomies and termi-
nology in your agreements.

Cloud Architecture in Depth

In this section, we examine each service category in more detail and provide critical
questions to be answered when considering using such cloud service providers.

Software as a Service

Although IaaS does get a significant amount of press as a result of the success Amazon
has shown with AWS, SaaS represents a significant majority of cloud solutions. SaaS is
very popular with small and medium-size organizations because it minimizes the
amount of software and hardware to manage; and by being accessible through a browser
or other common user interfaces (e.g., email clients), it allows for ubiquitous access at
all times. In addition for such organizations, there are quantifiable advantages in terms
of scalability, security, and reliability, allowing them to access capabilities that would



traditionally require large enterprise funding and management capabilities to deliver.
However, these benefits may not always create such significant differentials for larger
organizations and call for clear cost and risk analysis.

SaaS in traditional architecture models is the business processes and applications, such
as document editing and management, email, customer relationship management
(CRM), sales force automation (SFA), human resources management (HRM), and so
forth. Service providers of SaaS solutions deliver applications through web pages, rich
Internet application (RIA) environments such as Adobe AIR and Microsoft Silverlight,
or finally, support traditional desktop or server applications with software for integrated
services such a Google Maps.

SaaS vendors are generally evolutions from application service providers (ASPs). The
primary difference is in the licensing. ASPs were commonly aligned with traditional
outsourcing-type models wherein customers would buy the license for the software
being run, whereas the core of the SaaS approach is to support multitenancy, with li-
censing being on a per-customer or per-user model.

Offerings from SaaS providers cover most enterprise and productivity applications,
including Adobe’s eSignatures and Photoshop.com, Microsoft Exchange Online
through Microsoft’s Business Productivity Online Standard (BPOS) Suite, Google
Apps, Oracle’s Customer Relationship Management (CRM) Online, and so forth.
Alongside these traditional applications, new and different communication and data
management solutions that were not possible using traditional software solutions have
been created, such as Facebook, Twitter, Ning, and LinkedIn.

Each type of organization will have different concerns that need to be considered with
SaaS:

Large enterprises: Integration with security management, identity management,
backup and recovery, monitoring and reporting, forensics, and business failover

Small to medium-size enterprises: True improvement in security, remote- and
time-based support requirements, backup, recovery, and cost management

Platform as a Service

Platform as a service (PaaS) offers a managed application platform for building and
operating applications and services, even SaaS.

The requirements of a comprehensive PaaS are capabilities to support developers in
terms of suitable languages and APIs alongside controls for presentation logic, data
management, and infrastructure access where needed. PaaS solutions eliminate the need
for an organization to deploy costly infrastructure to support the related deployment of
applications. The assumption is that cloud qualities of a PaaS would incorporate session
management, transaction integrity, reliability, availability, and scalability. Most benefits
attributed to PaaS solutions, including security, reliability, and elasticity, scale to sup-
port business capacity management.

Today, most PaaS solutions offer some level of migration support from existing archi-
tectures, incorporating developer tools. Some may also incorporate specific capabilities



in terms of data services, including Structured Query Language (SQL), NoSQL, or oth-
er data query and management solutions. This can be important when considering how
much direct access can affect processing speed.

Key areas to review include the following:
Support for your preferred development environment:

Java application platform vendors: Google App Engine, Stax, and Morph
Labs, for example.

Microsoft: Microsoft offers a set of software infrastructure services such as
NET Services and SQL Services running in an elastic operating environ-
ment called Windows Azure. Microsoft offers the Azure platform to third
parties.

Web application platforms and frameworks: PHP, Ruby on Rails, Drupal,
and similar.

Proprietary platforms and frameworks: Salesforce.com, LongJump, and
Google App Engine.

Proprietary niche vendors: There are a number of highly specialized plat-
forms, such as Facebook, WordPress, and Ning.

Using PaaS does not negate the need for a solid and secure software development
life cycle (SDLC).

Paa$ support for versioning, backup, recovery, and QA/test/release with live roll-
out/rollback.

Does the PaaS provider offer any option beyond a contained or virtualized envi-
ronment? s the language support proprietary?

As a word of caution, consider customers who chose to jump into the cloud with a PaaS
provider called Coghead. Founded in 2003 and formally launched in 2006, Coghead
offered visual application building services in the cloud. Coghead even provided sample
starter applications built with its system, such as CRM and issues tracking. Coghead
competed with solutions from LongJump to Salesforce.com’s Force.com PaaS. Unfor-
tunately, despite a reported developer community of more than 25,000 and a shift to
Amazon EC2 as its hosting environment in 2008 to control costs,' Coghead announced
in early 2009 it was going out of business. After three years, users were given less than
six weeks’ notice to leave the service. Although many competitors immediately offered
migration tools and services, it is clear that having the service actually close down as
opposed to just a software environment not being supported any more creates a defini-
tive end for all users involved. Very quickly, SAP announced it was buying Coghead,
but SAP made it clear it was buying only the intellectual property, not the users, or

any responsibilities to continue servicing the Coghead user community. A key differ-
ence between using a public or third-party-provided cloud service, as opposed to using
an in-house solution, is that if a public cloud service goes out of business, there is an
immediate shutdown of the service. Owning the platform and software associated with
the service internally gives you much more time to deal with these sorts of events.



Infrastructure as a Service

Infrastructure as a service (IaaS) is a virtual or physical resource offered as a service.
Although commonly associated with virtualized offerings such as Amazon’s EC2, a
vast array of infrastructure offerings incorporate direct physical access to hardware,
more in tune with traditional managed service providers. Rackspace makes an effort to
offer this kind of option to customers for example.

What IaaS providers strive to offer is highly efficient use of hardware while creating
improved scale and availability for their customers. To achieve this, most cloud service
providers try to virtualize all aspects of access to specific resources including compute,
network, and storage. From this, it should be clear that virtualization is not specifically
associated with the core compute capability. The TaaS approach to virtualization also
gives us a new way to view deployments at scale. We are moving from chips with units
of resistors and links to Moore’s law in terms of speed increasing over time, to now
considering compute and related capacity at warehouse levels, with complete units of
compute capacity (memory, chip, storage, connectivity). This shift changes how we
manage our deployments as well as drives a change in how we consider fault recovery
at the hardware level.

Key areas to review include the following:
Support for virtual environments and how will you best manage them:
VMware (vCloud)
Citrix Systems Xen-based solutions and Citrix Cloud Center (C3)
Microsoft HyperV
Red Hat’s KVM

And more, proprietary implementations, or solutions derived from one of
those listed above

Are there potential performance issues that require direct access to hardware?

Are there potential performance issues introduced between an application and the
data store due to the impact of network latency?

Can you migrate cleanly from one provider data center to another?
Can you migrate cleanly from one provider to another?

TaaS support for versioning, backup and recovery, and QA/test/release with live
rollout/rollback.

For example, Amazon (EC2) uses a proprietary packaging of Xen’s virtual environment
called Amazon Machine Images and Rackspace. AT&T, T-Mobile, and CDW are ex-
amples of hosting providers planning to provide IaaS using VMware’s vCloud product.



Cloud Architecture Conclusions

As cloud services emerged, the most common usage of [aaS was for development and
testing of solutions. The ability to layer virtualized images of systems atop a common
set of infrastructure, alongside the potential to create large-scale client environments
(for example, desktops) to facilitate QA and load testing, was quite compelling. Having
this proof point, along with improvements in reliability, led to many organizations de-
fining laaS as the preferred approach for deploying any new applications, using private
cloud options in general. Today, however, the decision increasingly includes the option
to move to public cloud services and even up the stack to PaaS and SaaS. SaaS options
see increasing focus as both a migration option from in-place, or legacy systems, and as
the first choice options for most new deployments, especially infrastructure and enter-
prise applications. The question then is: Can any application, platform, or service be
cloud based?

The simple answer is yes—almost any application or service can be found or made
available through cloud services. The caveat is that just because you can doesn’t mean
you should. Practical considerations such as security, performance, availability, and
more are critical factors in the decision (as identified previously in Figure 2.3).

In conclusion, the models as discussed show there is no mandate that the upper-level
services make use of any lower-level services. In fact, there is only optional support of
upper-level services by those below. The reason for this is important to understand be-
cause it illustrates key considerations you need to make when considering your use of
both public and private cloud environments. For example, consider the SaaS and PaaS
offerings from Salesforce.com. In March 2009, Salesforce.com released information
about their customer base and infrastructure at that time showing that they supported
around 55,000 customers on about 1,000 servers, with near only 50 servers dedicated to
actual database storage. Salesforce.com achieved this by running a proprietary code-
base, proprietary database, and proprietary “multitenant optimizer” that efficiently slic-
es and dices the data.

Consider that Facebook” uses a similar approach. Facebook makes good use of open
source software: Tornado, Cassandra, Thrift, XHProf, Hive, MySQL, Memcached, and
more. Like Salesforce.com, most everything else is customized and highly optimized
for the services Facebook provides.

In contrast, SmugMug’ offers a SaaS solution for managing and editing pictures, and its
infrastructure uses the IaaS and PaaS capabilities of Amazon Web Services (AWS). In
2006, when SmugMug decided to use AWS, it was an independent, self-funded, profit-
able, and debt-free company with 1 programmer and only 15 employees. They offer a
subscription-based online photo-sharing company, have more than150,000 paying cus-
tomers, and safely store more than 70 million photos on their behalf. It took SmugMug
just one week from writing the first line of code to being fully operational on Amazon
S3. The company copied more than 80 terabytes of existing customer photos to Amazon
S3, representing more than 70,000,000 original images and 6 display copies of each.



SmugMug also backs up new photos to Amazon S3, resulting in an additional 10 tera-
bytes of data added to Amazon S3 each month.

Before making the move to Amazon S3, SmugMug was depending on its own redun-
dant storage and multiple datacenters, which soaked up a lot of capital. The company
saved roughly $500,000 in planned disk drive expenditures in 2006 and cut its disk
storage array costs in half.

Although cloud solutions may use other cloud provider offerings, it is not required,
nor in some cases is it efficient to do so.

Let’s also be clear that each of these lower-level architectures may or may not map eas-
ily to your historical architectural or management approaches. Private cloud implemen-
tations at large organizations often start as optimized data centers based on Information
Technology Infrastructure Library (ITIL) types of environments. This illustrates a po-
tential point of contention when enterprises consider using public or hybrid cloud solu-
tions: Quite simply, the mapping of these lower-level architectural requirements is not
always 1:1. Some providers say that ITIL is too heavyweight to allow for all the bene-
fits of cloud services to be offered. However, the clear argument is that using an ITIL-
like, or ITIL-light approach, allows for the consideration and inclusion of the essential
management essentials for good IT usage. Enterprises will find that the years, perhaps
decades, spent driving toward adoption and acceptance of their management will be
challenged when using cloud services, much like the X.400 show down against SMTP,
or how TCP/IP challenged DecNET, or for the business model folks, the VHS versus
Betamax war. Later in this book, we discuss the standards swirling around cloud ser-
vices.

Choices to use any or all of these solution types will be defined by specific require-
ments and data classification.

Key points to consider from this chapter are

Cloud services involve multiple parties: a cloud service consumer, a cloud service
provider, and sometimes a cloud service broker.

Each party to a cloud service has specific roles and responsibilities.

Each layer of the SPI model may use a lower layer as part of its architecture, but
it is not absolutely required nor is it always optimal.

Almost any application can be a cloud service, but that does not mean it is the
right thing to do.

Cloud service providers may go out of business and solutions can disappear im-
mediately with them, or cloud service providers may modify or deprecate their
offerings. This creates a very different experience to purchasing software li-
censes—more flexibility to continue using the software as is, regardless of the
broader scenario.

Look for cloud service providers that deliver and secure the service better than
you can.



» Do not allow cloud services to preclude good IT practices.

» Simple approaches usually win over more complex ones.

Endnotes
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Reviewing much of the press and customer commentary on cloud computing creates a
sense that to take advantage of these marvelous capabilities, we are looking at some-
thing so new that we need to rethink everything. What is important to do, however, is
focus on the areas and disciplines that already exist in earnest, and do them right.

Many industries have regulations and recommendations on technology usage, yet quite
often these and the legacy already available to us are sidelined as new opportunities are
adopted. The “move to the cloud” isn’t about capital expenditure (CapEx) versus opera-
tional expenditure (OpEXx) or any of the other benefits. Cloud services open up whole
new fields of innovation. That is the “cloud” world.

The changing landscape could become a Wild West, yet large players are investing
heavily in standards, as well as approaches to defining levels of assurance in cloud ser-
vices. Start-ups and smaller players are playing both sides of the fence. Some are racing
ahead to deliver new solutions despite the lack of standards in place, whereas others are
using standards as a marketing tool to try and ensure they are at the front of the line
when the standards are ratified.

This chapter takes a look at all these aspects, as they are driving, and being driven by,
the cloud service industry.

Cloud Services Create New Markets and
New Threats

Throughout the narrative so far, we have detailed multiple examples of businesses that
have gone through changes as a result of new market opportunities.

Although commonly cited cloud service providers such as Amazon, Google, and Micro-
soft are making headway with their own offerings, many other organizations are today
viewing cloud services as an essential way to either gain or, at a minimum, maintain
customers.

New Markets

For many years, companies have looked for hosting providers to support their web
presence. From colocation facilitates through to more comprehensive application ser-
vice providers, cloud is a natural evolution for vendors who previously provided these
backbone capabilities. Now, these vendors are remaking themselves as cloud service
providers by more closely aligning with cloud delivery models. Rackspace, Saavis,
Hosting.com, and more worldwide are seeing their customers asking for greater flexibil-
ity over their usage patterns, billing models, and capacity management (i.e., the essen-
tial characteristics of cloud computing), considering that their managed services allow
them to deliver against customer concerns with cloud services while maintaining a stra-
tegic link with customers. Vendors worldwide (including British Telecom, Telstra,
AT&T, Verizon, and more) are a critical part of the chain for cloud services. These
communications vendors are looking at the greater market for managed services and
view cloud services as a way to create incremental revenue from their strategic assets of



wired and wireless networks. Because of their direct link with customers through their
control over the networks, they believe that they can mitigate common concerns around
cloud services, offering greater levels of reliability, availability, integrity, and perform-
ance to customers. Many are offering infrastructure as a service (IaaS) with value-added
platform as a service (PaaS) or software as a service (SaaS) solutions, attempting to
head off any disintermediation, or customer migration to other vendors who do. Fur-
thermore, most communications providers already operate under monthly billing mod-
els, with value-add services available for additional costs on an as-needed basis.
Further, they operate at a scale that allows them to truly gain from the shared savings
possible in multitenant architectures. However, the full costs need to be calculated to
create a valid business case.

Hardware vendors offering infrastructure, such as servers, storage, and networking, are
seeing a negative impact on sales. Although the global financial crisis has created some
lag, the cloud delivery models have created another negative impact. As a result, most
hardware vendors are aiming to provide hardware to several different types of custom-
ers: enterprise customers looking to achieve their own cloud implementations, for in-
stance, and cloud service providers looking for hardware at optimal price points.

Traditional IT management solutions and consulting vendors such as Deloitte, Wipro,
IBM, HP, BMC, and CA are all moving their consulting services and management tools
to support cloud services architectures but are deliberate in doing so for a number of
reasons.

For the management software vendors, the lack of standards means that adding support
for cloud services that use proprietary APIs is a costly investment that may not deliver a
return. As a result, start-ups that can afford to target specific vendors with a growing
user base are filling the gap. Consider a couple of examples.

Aiming to address concerns with lockin alongside manageability, RightScale aims to
support customers wanting to use multiple [aaS providers at scale. The RightScale SaaS
solution allows for the complete life cycle management of virtual images and the asso-
ciated monitoring of them. Deployment is possible to in-house or private cloud envi-
ronments, Amazon’s EC2, Rackspace, Cloud.com, GoGrid, and more. In terms of
support, RightScale can manage multiple virtualization solutions and solution stacks.
This means they are more able to support varying customer requirements.

In contrast, CloudSwitch aims to provide a more secure and consistent solution via its
solution model. CloudSwitch offers an appliance that sits within your environment and
manages all security and migration between in-house or private cloud implementations
through to Amazon’s EC2. In terms of support for virtualization, CloudSwitch is lim-
ited to a VMware Hypervisor. This is not only due to its later entry into the market, but
also its need to create a secure environment in which to move systems, which it dubs
Cloud Isolation Technology.

Quite simply, a significant amount of effort is going on in and around the management
software vendors, and choice is generally limited by a simple question of whether the
vendor supports your deployment model of choice. However, expect things to change
rapidly.



As the market grows, start-ups will succeed, fail, or be acquired, and you may experi-
ence potential conflicts depending on the acquirer. This is a risk for any choice you
make, but the changes occurring in the cloud market mean that planning requires a
moderately different approach to solution usage. In this, your ability to operate in an
agile mode will allow you to gain most success.

A similar issue exists for consulting, wherein established and trusted cloud service pro-
viders upon which consulting teams are willing to bet customer solutions are limited.

New Threats

As noted in Chapter 1, “Introduction to Cloud Computing,” the threat models are also
moving quickly as a result of cloud services, and Chapter 9, “Cloud Business Risk and
Security,” deals with how to manage security risks in cloud services. In terms of the
market, however, security services in and for the cloud are evolving rapidly with the
landscape, too.

An approach being rapidly adopted by organizations of all sizes is managed security
services (MSS). Although sometimes used to refer to in-house solutions, MSS is more
commonly used to describe an approach to security operations wherein a service pro-
vider (managed security service provider or MSSP) is tasked with operating an organi-
zation’s network or information system security, or even complete security operations
center (SOC), usually from an offsite location.

MSSP capabilities vary by provider, but may include the following:
Intrusion detection and prevention systems (IDPS) and firewalls
Email monitoring and malicious email and spam prevention
Data-loss prevention
Change management and patch management
License management
Ongoing log management and reporting
Incident and emergency response

Most MSS providers are now casting their solutions as SaaS solutions, but they rarely
line up with the essential characteristics of cloud services in terms of being on-demand
in relation to the billing model. Despite that, their value is usually easy to assess finan-
cially relative to any existing in-house solutions. When organizations want to minimize
the effort associated with 24x7 monitoring and initial response to security incidents,
MSS are a popular choice. Symantec and McAfee offer broad and compelling solutions,
alongside many smaller vendors focused on specific capabilities previously listed. In
this environment, the rapid evolution of the threat model in relation to cloud services
means opportunities for many other vendors to provide cloud-based security services. In
addition, cloud service providers are increasingly including security solutions into their
offerings, decreasing the need for customers to do it themselves. Google bought Postini
in 2007 and quickly offered the email security services as part of Google Apps.



For any vendor, the critical test comes when a breach occurs. Although protection is a
critically important aspect of the service, the ability to provide resources, including
alerts, support, logs, and audit data is also crucial in supporting a breach investigation or
forensics request. In fact, the need for similar requirements should be evaluated against
all external providers, at least in relation to your internal security baselines.

Closely related to security is backup and recovery from data through to data centers. IT
departments spend a considerable amount of time designing architectures that are fault-
tolerant. Failover options ranging from one host to another, through to the implementa-
tion of complete backup data centers in some level of standby mode are common. Cloud
services are creating new ways to deal with failover requirements. Cloud service pro-
viders are creating new and interesting ways to mitigate risks of data loss due to failure.
Cloud service provider architectures are illustrating new ways to create resilient data
centers that expect failure as the norm, rather than try to avoid it.

This is an area where multiple vendors have stepped in with a variety of data recovery
and replication solutions that would not have been seen as contenders without using a
cloud service model. Symantec, Mozy, Carbonite, and others offer near-instant and
constant replication of managed data up to a cloud backup service. Usually targeted at
individuals or small- to medium-sized businesses, these solutions use agents on devices
to immediately replicate data into their secured storage in the cloud without user in-
volvement. Most backup solutions use a variation on the standard approach to backup:
In the event of a failure, you need to acquire a new machine on which to operate, in-
stalling whatever operating system and applications are necessary, and then use the
service to recover the data.

New approaches can be seen in solutions from SugarSync, DropBox, and others that
enable you to not only back up the specific data into the cloud, but also to nearly imme-
diately synchronize that data across multiple machines and devices. In addition, these
services allow you, with some varying degree of flexibility, to share synchronized di-
rectories/files with others. While these services can support a backup and recovery
model, the synchronization services create a compelling differentiator. Many users to-
day have more than one computer or device (e.g., a work and home computer, a desktop
and laptop, a laptop and a smartphone). With this in mind, if one machine were to fail, a
user could immediately move to another machine that is synchronized and immediately
keep working using a reasonably recent and consistent version of the synchronized data.
This is a compelling model for many users today.

Finally, consider the approach of a company like Backupify, which aims to preserve an
individual’s online life or critical business data online by backing up data from Face-
book, Google Mail, Google Picasa, Flickr, Twitter, Zoho, and Google Apps (among
other online services). When moving to the cloud, individual providers often refer to
their own strategies for reliability and related backup policies. From a cohesive strategy
to protect personal or business data, however, an approach exemplified by Backupify
might be absolutely critical to preserve business continuity.



The goal here is to illustrate again how business models are changing, and how specific
tasks or workflows inside your organization can be changed to optimize their effective-
ness, cost, and reliability by using new approaches.

Standards

The world of cloud standards is changing rapidly, but not at the same speed with which
they are needed, or at the pace that cloud services are evolving. As a result, you should
expect the simpler standards and approaches to have most traction.

The importance of standards for your initiative should be made clear: Without stan-
dards, your ability to implement, migrate, and integrate your service from and across
one provider to another will be incredibly difficult. This is the constraint of proprietary
interfaces.

We’ve already touched on the Cloud Security Alliance as a critical component of secur-
ing cloud services. To expand our taxonomy and actually create commonality, the
DMTF, formerly known as the Distributed Management Task Force, introduced docu-
ments to standardize terms used in cloud computing alongside a proposed set of stan-
dard and public cloud service APIs. The DMTF documents are
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In these documents, the DMTF lays out essential functions for cloud computing and the
language that can be used to describe them. As the APIs are developed, however, it is
clear how important these efforts are. Success was found by the DMTF in driving the
Open Virtualization Format (OVF) for standardizing how to package and distribute
virtual machine images. However, in the broader cloud services market, many vendors
leapt into cloud services with proprietary solutions. Since then, some have offered their
“standards” to the DMTF in order to support the API effort. VMware submitted the
VMware Cloud API, and Fujitsu, HP, Telefonica, and Oracle all submitted various oth-
er cloud service APIs. This illuminates the absence of vendors like Amazon, who at the
time relied on market dominance to maintain a de facto standard with their own APIs.
Cloud consumer participation therefore becomes paramount if cloud consumers want
the ability to more easily consume and migrate between cloud services.

The TM Forum offers the simple relationship between buyers/consumers and the actual
standards, as shown in Figure 5.1
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The TM Forum model of the cloud ecosystem
Source: http://www.tmforum.org/sdata/content/cloud/ecosystem.jpg.

Despite a firm desire to have standards, buyers (users) of cloud services in particular are
generally in no rush to join standards groups for their own benefit. It takes time and
money that is often seen as better spent elsewhere in business development. The expec-
tation is that the right mix of proprietary and open standards will evolve as needed. De-
spite that, a common refrain from customers is that standards are not developing fast
enough, or adhered to enough. The counter is obviously that their association with the
standards bodies and development of standards is limited often by this same set of con-
centric rings.

Therefore, we advocate customers getting involved to see how the sausage is made
when it comes to standards. This also serves as an indication that the standards are
needed and supported.

When it comes to cloud standards, however, it’s somewhat the Wild West. The best
approach you can take here is to use standards as much as possible to consolidate and
virtualize your environment so that you can automate all the mechanical aspects of your
environment, regardless of whether they are internal or external. Figure 5.2 shows that
proprietary approaches do provide benefits in the short term by allowing for business to
develop and grow, but contrasts that with the longer-term need for standards to support
a much broader ecosystem that allows for easy migration and choice.

This is an excellent time to make a point on virtualization. Although seen as a stepping
stone to cloud computing, virtualization is generally most successful in supporting the
drive to consolidation and helping to drive standardization. This is by the far the most
benefit organizations will achieve through the use of virtualization.
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The simple approach to critical cloud management

For standardization, the market today is significantly fragmented but working toward
common goals. Because cloud services as defined today are available in a vast array of
environments and models, a single standard will never encompass them all in any satis-
factory form. In fact, as shown in the sampling of organizations in Figure 5.3, there are
multitudes specifically staking claim to different parts of standards requirements as they
relate to cloud services.
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FIGURE 5.3
A sample of worldwide standards bodies working on cloud standards



The International Organization for Standards (ISO), the European Network and Infor-
mation Security Agency (ENISA), the TM Forum, The Open Group, the Institute of
Electrical and Electronics Engineers (IEEE), the Cloud Security Alliance (CSA), the
Storage Networking Industry Association (SNIA), the Open Cloud Consortium, and
many more—all are staking a claim in parts of the cloud space.

Each organization has something unique to offer, and despite sometimes vast overlap,
all have a role to play. Although the standards might not be evolving at what could be
termed “cloud speed,” it is essential to identify critical areas where standardization will
benefit you. From that, you can better determine whether you are willing to accept de
jure standards such as Amazon’s Elastic Block Store (EBS) API versus attempts to cre-
ate de facto standards such as the SNIA’s Cloud Data Management Interface (CDMI).

Figure 5.4 shows the primary points of contention between proprietary and standardized
APIs, and details the key concepts impacting cloud standards In one sense, proprietary
APIs often see faster development over standards-based APIs; however, they create
more vendor lock in unless widely adopted by the industry.
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FIGURE 5.4
De jure standards versus de facto standards



It is arguably hard to see the benefits if you just take the Amazon use case, but what this
truly illustrates is the importance of the standards approach as more cloud services are
consumed. The question then is what level of faith or trust (or in business terms, assur-
ance) do you have in cloud service providers?

Assurance in the Cloud

Cloud service providers and cloud users look beyond the standards per se to gain some
level of assurance that their governance requirements and risk concerns can be managed
effectively. Cloud service providers should be pushed to demonstrate adequate controls
and safeguards when they host or process data belonging to their customers.

Many providers are using the American Institute of Certified Public Accountants
(AICPA) Statement on Auditing Standards (SAS) No. 70 in an effort to provide a level
of assurance to customers that an audit has been conducted into the provider’s control
objectives and control activities, including controls over information technology and
related processes. The focus of cloud service providers is generally to audit security-
related controls. The benefits and risks of relying on SAS 70 must be understood, how-
ever.

Although used by thousands of public companies and businesses that provide critical
financial capabilities to their own and other organizations, SAS 70 is an accounting
standard developed more than 20 years ago. The intent was to create an auditor-to-
auditor communication to reduce audit burden by customer auditors of shared services.

SAS 70 generates two types of (restricted) reports:
Type 1: Reports on controls placed in operation

Type 2: Reports on controls placed in operation and tests of operating effective-
ness

Unlike prescriptive regulations such as the Payment Card Industry (PCI) Data Security
Standards (DSS), SAS 70 is unambiguously flexible and therefore not a clear security
certification or seal of approval.

So, SAS 70 Type 2 audits provide evidence that a provider has thought about and doc-
umented its controls and had a third-party audit performed to validate the effort. How-
ever, as said, this is not a security certification, but it does ensure that the provider is
using controls based on the ISO 27001/27002 Information Security Management Sys-
tem (ISMS) standards published by the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC). The focus therefore
should be on other security standards and certifications that provide a better validation
of ISO/IEC 27001 compliance because ISO/IEC 27001 requires that management:

Systematically examine the organization's information security risks, taking ac-
count of the threats, vulnerabilities, and impacts.



Design and implement a coherent and comprehensive suite of information secu-
rity controls and/or other forms of risk treatment (such as risk avoidance or risk
transfer) to address those risks that are deemed unacceptable.

Adopt an overarching management process to ensure that the information security
controls continue to meet the organization's information security needs on an on-
going basis.’
What this always incomplete model serves to remind us of, however, is that the poten-
tial landscape of cloud solutions is truly vast. The risk associated with using cloud
services is increased by the lack of a standard taxonomy to describe how services will
operate and how they are undertaking security-risk assessments.

So, although all these things evolve, consider the following:
Require by preference ISO 27001 certification.

Build your controls and assurance model using known models that together, sup-
port a comprehensive security evaluation:

Adherence to industry, national and regional data protection policies
PCI when using credit card data)

CSA controls matrix for comprehensive security

HiTRUST for healthcare security in relation to USA’s HIPAA/HITECH.

Specific levels of Federal Information Security Management Act (FISMA)
certification is required for US government initiatives.

ENISA cloud computing risk assessment, primarily but not exclusively for
European cloud providers and consumers.

Only accept a SAS 70 Type 2 based on a known security controls model, at a
minimum.

These approaches to management and security are the baseline standards you should
accept when evaluating a cloud service provider. Each option offers a method to assess
the level of control and risk assessment a vendor has chosen to use, and outside of the
SAS 70 audit, all provide a common framework and taxonomy to equally rate solutions
against. Simply, despite the current popularity of SAS 70, most approaches require au-
dits to be certified, and SAS 70 does not represent them at all.

We discuss this in more detail in Chapter 9.

Summary

In this chapter, the goal was to discuss the market landscape and reiterate with specific
examples the rapid changes occurring to business models. The market is evolving rap-
idly, and that raises some cause for concern as you try to determine which solutions will
allow you to capitalize on the opportunities we have detailed throughout the book so
far. Critical aspects of how you will manage data and business logic to migrate across



chosen services, while maintaining adequate levels of security, reliability, availability,
and performance, were discussed. The choice of tools to manage these critical areas is
clearly nascent, even from large-scale vendors, but they are adapting quickly.

Key points to consider from this chapter are

Cloud services create new markets and new threats that need clear identification
and management.

Despite cloud services evolving from many technologies, standards related to
cloud services are still nascent.

Outside of industry and general regulatory requirements, certification of cloud
services requires more than SAS 70 and should be based on ISO27k standards at
a minimum.

Ultimately, evaluating cloud service providers will rely on how dedicated your organi-
zation is to using adequate risk analysis, and the final goal of this chapter was to intro-
duce some methods to help determine the risk and assurance levels of each solution.

Endnotes
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CHAPTER 6

Reflections on Cloud Services

AS THE CLOLID MOVES ON BE READPY FOR
SOME TOLGH GUESTIONS FROM YOLR CEO

A tough CIO asks more tough questions—Geek and Poke

So far, we have looked at the high-level models for cloud services and the key new at-
tributes relative to traditional IT infrastructure or outsourced solutions. We have also
looked at the worldwide changes occurring that have allowed these possibilities to exist.
In the next chapters, we look at how to plan for using cloud services now that the com-
mon architectural approaches have been illustrated and a common taxonomy explored.
In this brief chapter, we reiterate how important the understanding and strategic plan to
use cloud services is.



The availability and speed of the Internet (broadband access) is increasing rapidly and
significantly worldwide, and the impact is fundamental and immense. The rise of mo-
bile or wireless networks that operate with data at their core has enabled incredible ad-
vances in the ability of smartphones, indeed any device, to integrate into a mesh of data
services.

Moreover, all this is informing public policy makers worldwide, creating even more
reason to provide services in the cloud for all types of businesses. It also illustrates that
governments are expecting to move significant operations online using cloud services.

In 2009, Finland became the first country in the world to create a law guaranteeing that
every citizen in the country a right to a broadband connection. Although the decision
was that 100 megabit broadband would be a legal right by 2015, an interim step was
defined for June 2010 that required at least a 1-megabit access option.'

In June 2009, Gordon Brown, the then U.K. prime minister, stated: “Whether it is to
work online, study, learn new skills, pay bills or simply stay in touch with friends and
family, a fast Internet connection is now seen by most of the public as an essential ser-
vice, as indispensable as electricity, gas and water.”” The U.K. government in 2010
made a formal commitment to move government services for all citizens online, with
the concept of a personal web page for everyone who provides access to all required
services relevant to that individual, from health care and licensing to local council
permits.

In April 2009, the Australian government announced a plan® to create a national broad-
band network in conjunction with private industry. The network is intended to provide
up to 100-megabit Internet access for at least 90% of all Australian homes, schools, and
workplaces using fiber, and a minimum of 12 megabits to other more remote locations
using wireless and satellite technologies.

It is obvious that more and more opportunities for business worldwide will be via the
Internet.

In an environment where pressure is on IT to better support business goals and further
improve cost efficiencies, cloud services have emerged as a gold ring. IT infrastructure
is reaching a breaking point:

In distributed computing environments, up to 85% of computing capacity sits
idle.

Consumer product and retail industries lose about $40 billion annually due to
supply chain inefficiencies.

An explosion of information is driving a 54% growth rate in storage shipments
every year to accommodate the data.

Security breaches are becoming more common.

Challenges to automation mean highly skilled individuals are supporting basic
operational tasks in data centers instead of innovating to serve customers.

The primary goal of this section is to ensure that both IT and business architects have
a clear view and common taxonomy for discussing and delivering cloud services.



Alongside that is a need to survey an industry and set of ecosystems that are evolving to
deliver and support cloud services.

Finally for this section, a word of warning: The industry is evolving exceptionally fast.
People may get trapped if they rush into the cloud, but the opportunities are too great to
ignore and having a plan, both tactical and strategic, is our critical goal for you.

In April 2009, the U.S. Government Services Administration (GSA) released a blanket
Purchase Order (BPO) for cloud services. The BPO was written to allow U.S. govern-

ment agencies to rapidly utilize a specific set of approved cloud services. On March 1,
2010, the GSA announced that it was withdrawing the BPO to rewrite the order, citing
two main reasons, both of which should be critical points of consideration in your stra-
tegic cloud planning:

The technology related to cloud had changed significantly enough that a review
was merited.

The security requirements in the original BPO did not meet the needs that had
surfaced since the first release.

On the first point, Dave McClure, the associate administrator for the GSA's Office of
Citizen Services and Communications, was interviewed on Federal News Radio on
March 1, 2010,* and he stated: “It is a challenging market. Eleven months in cloud time
is 11 years in computing time. This is a fast changing market in terms of the offerings,
as well as the experience—both customer as well as provider. So, I think we have to
make sure that we’re understanding that market as it evolves. Whatever we do, we want
to do it right and we want to make sure that we’re focusing on the highest value solu-
tions that we can for customer needs.”

On the second point, McClure stated: “Our initial offering that we put out was FISMA
low impact. That was because of the market maturity at the time. I think there’s been
some significant recognition that there is a bulk of government services needed for data
in the low-impact area, but there’s a growing need for the moderate impact area. So, we
wanted to change that requirement, as well, in the hopes of pulling in more products and
services.”

Therefore, before you decide how and where to use cloud services, understand the
speed of the market, and ensure you are cognizant of the need to evolve with the market
at that speed.

In terms of understanding how cloud services are changing businesses, consider that
Peter Horrocks, who took the role of director of BBC Global News in March 2010,
said it was important for editorial staff to make better use of social media and become
more collaborative in producing stories. “This isn’t just a kind of fad from someone
who’s an enthusiast of technology. I’'m afraid you’re not doing your job if you can’t do
those things. It’s not discretionary.”

The huge shift of power, both in terms of producing and distributing content, has re-
sulted in an arguably cataclysmic impact on traditional media organizations such as
newspapers. The technology mentioned in the story on Horrocks included Facebook,
Twitter, and RSS Readers, all cloud-related, and all part of the media and content



production revolution. The point is to illustrate how critical it is to get ahead of these
technologies in your business, because similar impacts are being felt in all verticals—
public sector, government, finance, manufacturing, media, technology, and so forth.

It's time to consider our planning and management of cloud services.
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Introduction to Cloud Planning
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One year in a IT project: The one and only important chapter—Geek and Poke

The potential for cloud services is larger than that of service-oriented architecture
(SOA), and therefore the hype has been greater. However, just because the hype has
been steep does not mean that the benefits of cloud services will come automatically.
This chapter introduces the key topics and main challenges that you must address to



benefit most from cloud services. We take a closer look at how to best manage them in
subsequent chapters where we consider planning and managing cloud services in detail.

Cloud services, as with any newly hyped technology solution, tends to be rushed into by
organizations that seek only a technical solution. However, for organizations to truly
realize the benefits that cloud services offer, they must think about various management
disciplines, including IT strategy, architecture planning, governance, and service man-
agement.

The maturity of these disciplines can be seen as a litmus test that indicates the impact
and effectiveness that cloud services will have on your organization.

In essence, this necessitates that your organization approaches cloud services in a stra-
tegic manner rather than with a purely narrow project focus. These disciplines will as-
sist you in finding the right balance between owning and executing a cloud
infrastructure and the associated risks of using a cloud services vendor that offers the
same service.

Your IT organization’s raison d’étre will need to transition from develop and build
to architect, manage, and govern.

The transition of your IT organization’s role will have to occur incrementally over time
in alignment with your risk comfort level.

Enterprise Architecture

Enterprise architecture (EA) as a discipline has on the whole been adopted by large
organizations. EA can be seen as an approach that is used to manage and align an or-
ganization’s assets (for example, services, people, technology, and projects) and defines
how they will support the organization’s business goals and aspirations.

Even small and medium-size organizations that consider enterprise architecture
as too heavyweight for their needs still need to think about planning, architecting,
and managing cloud services strategically.

If your company utilizes EA as a discipline, it should be used as a major lynchpin when
defining and executing your cloud strategy. EA will assist you in making cloud service
decisions around enablement/alignment with the business and IT, instead of focusing
purely on the technical needs. It can thus concentrate your organization’s efforts on
delivering value, both short and long term, instead of centering on purely a technical
solution.

The allure of cloud services is compelling, but it is still imperative that any EA effort
that includes a focus on cloud services must identify and prioritize the business and IT
reasons for doing so (see Figure 7.1).
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FIGURE 7.1
Enterprise architecture can assist with the planning and architecture of cloud services.

This not only assists in the development and prioritization of the phases of your cloud
strategy roadmap but also lays the foundation for cloud governance decisions. You will
need to develop a compelling, incremental, and pragmatic cloud strategy that identifies
the critical aspects of your organization and how cloud services will support and deliver
on their defined goals.

Without proper strategic planning, you will be leaving yourself open to consuming and
producing cloud services that are costly, unjustified, and unplanned, which in turn can
lead to so called silos in the sky, which will eventually lead to integration, security, and
data-privacy issues.

Many enterprise architects will be looking to see what possible alignment they can util-
ize from their existing EA models when supporting the strategic and architecture re-
quirements of cloud services. Figure 7.2 highlights example areas where EA can
support and assist in the identification and planning of cloud services.

Although there are undoubtedly many areas where EA can assist in the planning and
identification of cloud services, you still need to consider existing solution architecture
and design disciplines to assist in the actual delivery and consumption of these cloud
services.
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Examples of areas where EA can support cloud service planning

Solution Architecture and Design

Consuming and producing cloud services does not mean abdicating the need for good
solution architecture and design practices. Your existing solution architecture and de-
sign practices should be reviewed to confirm whether it can appropriately take advan-
tage of cloud services. One solution architecture and design paradigm that has garnered
a lot of focus in recent times is service-oriented architecture (SOA).

Although SOA is not a prerequisite for executing your cloud strategy and is by no
means the only solution architecture pattern that can be used for producing and consum-
ing cloud services, it is definitely the architecture pattern getting most attention from
the cloud community.

Service-Oriented Architecture

Much has been said of the linkage and cohesion of cloud computing and SOA. There
have been many misconceptions that cloud computing is just an extension of SOA. Al-
though they do share many core principles, and benefits, cloud computing is by no
means an extension of SOA. They are categorically different technology strategies. The
mutual benefits that cloud computing and SOA bring seem obvious at first glance. In
effect, it is 2 + 2 = 5. On their own, each offers benefits, but bring them together and the
sum is greater than their parts. Nevertheless, it is not hard to see that bringing together
two enterprise technology strategies that focus on modularity and speed is very compel-
ling. For example, SOA can deliver services driven by a set of business goals that

can be seen as the enabling piece behind software as a service (SaaS) and aspects of



platform as a service (PaaS), whereas cloud computing enables the dynamic provision-
ing of service-oriented services and service-oriented infrastructure components.

Cloud computing is in effect reviving interest in SOA, but there are still challenges that
need to be addressed. At IDC’s SOA and Beyond Conference 2010 in London, IDC
stated that cloud services would actually boost the business spending on SOA as cloud
computing is a catalyst for new SOA sales. Just because SOA is a good fit as an archi-
tecture doesn’t mean that you can take advantage of what cloud services offer without
effort.

A level of SOA execution maturity is required before an organization can take full
advantage of the benefits that the combination of cloud computing and SOA offers.

With architecture and software development teams being asked to deliver more in a
more expedited way, it is not surprising that organizations are turning to cloud services
to help address these needs. Cloud services enable SOA teams to spend time innovating
rather than maintaining infrastructure and configurations. One area of software devel-
opment in which cloud services has really helped is testing; organizations can set up
and tear down development and test environments rapidly.

As part of your SOA and cloud governance strategy, make sure that your SOA archi-
tects and developers do not give architecture and design short shrift. It is all too easy to
fall into the trap that cloud services offer you limitless access to resources, which in
turn gives architects and developers a false sense that architecting and developing scal-
able and performant SOA services is not important any more.

If your organization intends to develop for the cloud and not just consume external
cloud services, you must be aware of the changes to your current architecture and de-
sign philosophy (see Figure 7.3). Your organization should familiarize itself with secure
coding techniques, multitenancy data and application patterns, and cloud integration
practices. Cloud services change the way in which business services and applications
are architected, designed, composed, and managed.

One major requirement that feeds into a solution architecture and design is the capabil-
ity to interact and integrate with other solutions, whether those solutions are built in-
house or sourced from public clouds. A key success criterion will be how well the data
stored in a public cloud service integrates with your in-house production systems. This
level of integration is best achieved via SOA and an understanding of data and applica-
tion interoperability within multitenant environments. Without this capability to inte-
grate with your internal systems, any proposed solution will probably negate the
benefits and cost savings that the SaaS solution offers.
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FIGURE 7.3
Which services and infrastructure components shape a solution?

A number of different approaches can be used to achieve this integration:

Current investments in middleware products such as an enterprise service bus can
be leveraged to facilitate the integration between in-house systems and public
cloud services. Existing middleware vendors are slowly making available integra-
tion templates for popular public cloud service providers to expedite the integra-
tion effort.

A category of cloud service brokers has started to emerge that offers the confus-
ing acronym of TaaS (integration as a service), such as Boomi and Cast Iron.
These cloud service brokers offer integration functionality in the cloud that pro-
vides application and data mediation between cloud services whether they are lo-
cated on-premise or off-premise.

Data and Application Interoperability

It is important that both data and application systems expose standard interfaces. Or-
ganizations will want the flexibility to create new solutions enabled by data and applica-
tions that interoperate with each other regardless of where they reside (public clouds,
private clouds that reside within an organization’s firewall, traditional IT environments,
or some combination). Cloud service providers need to support interoperability stan-
dards so that organizations can combine any cloud service provider’s capabilities into
their solutions.



Protecting sensitive corporate and customer data should be a priority if you’re con-
sidering a virtualized environment that enables a cloud service provider to manage or
store your organization’s data.

Before you put your organization’s data in the hands of a cloud service provider, de-
mand that the cloud service provider demonstrate its data-protection and business-
continuity capabilities. In addition, when you decide to move forward, make sure that
your negotiated agreement is explicit about the cloud service provider's ongoing obliga-
tions to protect your data and holds the cloud service provider liable for failure to sat-
isfy those obligations.

If your company operates internationally or in certain industries in the US (for example,
financial services or health care), your negotiated agreement should require the cloud
service provider to comply with applicable data-protection and privacy laws.

The negotiated agreement should also do the following:
Review which data to put in the cloud and what legislation has to be followed.

Incorporate the relevant portions of your privacy policies and obligate the cloud
service provider to conform to them.

State that your company owns its data, has access to that data at its discretion,
and will receive the data upon the expiration or termination of the agreement.

Describe the parties’ responsibilities when it comes to recovering lost data.
Clearly define data retention and destruction policies.

Identify in what geographic region the data is located (including replicated and backed-
up copies), and ensure the cloud service provider warns you ahead of time of any
changes in that situation. Country-specific regulations governing privacy and data pro-
tection vary greatly. In particular, a state or federal government could order a subpoena
that can force cloud service providers to turn over its records. Such subpoenas have no
judicial oversight, meaning that your privacy rights would be compromised. To help
you grasp this issue at a high level, Forrester created a privacy heat mapl that denotes
the degree of legal strictness across a range of nations.

Data in the Cloud

Data is kept in the cloud in a multitenant environment. This means that one environ-
ment stores the data for several client organizations. The data is virtually partitioned to
give each client organization a dedicated virtual environment. However, when discuss-
ing data security, we need to look at how the partitioning is done. Three possible ap-
proaches can be used:

Separate databases
A common database with separate client areas
A common database with a common client areas

Let’s discuss the pros and cons of each approach.



Separate Databases

This is the best approach for the client organization and the worst for the cloud service
provider. Each client organization has its own database in the cloud (see Figure 7.4).
Therefore from a security perspective, this is the best.

Client B Client C

FIGURE 7.4
Separate databases for each client

Unfortunately for the cloud service provider, only a limited number of databases can be
served by a given server, and maintenance and backup costs are higher than with the
other two options. Therefore, all in all, this is the most secure, but highest-cost option.

Common Database with Separate Client Areas
In this option, a number of client organizations use a common database, but each client
organization is allocated its individual areas to store data (see Figure 7.5).

]

Client A Client B

Client C

FIGURE 7.5
Client organizations share a common database.



More client organizations can be hosted on a single database server, making it cheaper
for the cloud service provider to operate. However, in case of failure, restoring the data
from a single client organization is more difficult. This approach is less secure than the
previous one; skilled hackers may be able to access other client organizations’ data be-
cause they have access to the database. All in all, it’s less secure but cheaper to operate.

Common Database with Common Client Area

One database with a common client organization area to store data is used for multiple
client organizations. Each client organization has a unique ID to identify which client
organization owns the information (see Figure 7.6).

Table 1 |
Table 2 |
Table 3

FIGURE 7.6
Tenants share a common database and data tables.

This approach allows the largest number of client organizations per database server, and
the lowest backup costs, but restoring the data for a single client organization is ex-
tremely complex. Such operation requires a fair amount of resources, possibly reducing
performance for other client organizations. This is obviously the least secure approach,
although in some implementations, the client organization data is encrypted to reduce
security risks.

Whether you intend to store data in a private cloud or a public cloud, to assess the risks
associated with storing your data in the cloud, it is important to understand which ap-
proaches are being used by your cloud service provider.

Recovering Data from the Cloud

Another critical aspect of data management is a plan to extract critical data from the
cloud service. Let’s assume you have used Salesforce.com for the past several years.
Your enterprise has grown dramatically, and now you want to implement your own
customer relationship management (CRM) tool. How do you get your data back from
the cloud? This question, although often forgotten when deciding to move to the cloud,



should be an integral part of the contractual negotiations. It is similar to signing a pre-
nuptial agreement; you hope it will never be necessary, but it’s there just in case.

In the case of Salesforce.com, if you are an enterprise or unlimited edition customer
(and for a fee, professional edition customers can do this), you can, from the Sales-
force.com user interface, export all your data. The result is a zip file of CSV files con-
taining the data for each object you have set up. Application providers such as SAP now
have facilities by which you can upload those files in their system. However, if you
decide to use one that does not, you will have to dig through the material, identify each
field, map it, and extract the data. This takes quite some effort but is obviously feasible.

Our example scenario is important in that we have chosen to look at a SaaS provider. In
this case, the SaaS solution also has another set of data that would be considered critical
to most businesses: the business or workflow logic created during the use of the SaaS
solution. Although businesses increasingly offer migration services as discussed, such
migrations are generally not considered as part of the planning process—the first time
around at least.

We can only stress the importance to have clear agreements right from the start to en-
sure that regardless of what you decide to do moving forward, your data is protected
and you can recover it.

Managing Workloads in the Cloud

The key goal in managing workloads inside cloud services is to marry your data classi-
fications and cloud usage models with your cloud service provider cost model. Figure
7.7 illustrates various types of workload that cloud services can accommodate much
more easily than a data center with resources dedicated to specific tasks or application
services.
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FIGURE 7.7
Workload flexibility as managed in the cloud

In each of these cases, a specific usage pattern illustrates an obvious match for cloud
services. This also means that any cloud service you utilize for managing changes in



workloads, regardless of deployment model, must meet the requirements for unlimited
and rapid elasticity. Taking into consideration the data classification is important when
you need to determine the right location and provider solution for moving workloads.
More specifically, workloads that involve certain classifications of data, perhaps highly
sensitive data, may limit you to using specifically secured cloud services. For example,
if the data is related to payment cards, it may restrict you from moving the workload to
a public cloud based on PCI compliance. If the data contains personal information of a
German citizen, you may be restricted to maintaining the data inside Germany’s na-
tional borders. Without data classification, you will not know where and when you can
move to optimize your use of cloud services. For example, if you cannot classify data
appropriately, yet utilize cloud services for backup, you will not know whether your
backups will meet your compliance obligations! These issues are more apparent when
considering public cloud options but cannot be ignored when architecting a private
cloud.

Govemance and Management

As IT departments introduce cloud solutions in the context of their traditional data cen-
ter, new challenges arise. Standardized mechanisms for dealing with life cycle man-
agement, policy management, licensing, and funding for shared cloud infrastructure are
just some of the management and governance issues cloud service providers and con-
sumers must resolve.

Traditional approaches to governance do not go far enough and do not suffice for
enterprise cloud solutions, and therefore you will be required to imagine new ways
Jfor things to fail and to assess and govern your risk.

Therefore, extend your existing governance, risk, and compliance processes to cater for
the new or elevated risks associated with consuming and producing cloud services. This
will require you to increase the scope, maturity, and reach of your governance processes
to cater for IT assets no matter where they reside, on-promise or off-site.

Whether you intend to consume/offer cloud services via a private or public cloud, your
organization will need to acquire new skills to both govern and manage these cloud
services. Example skills required include defining service contracts and service level
agreements and assessing vendor viability, covering topics such as a cloud service pro-
vider’s security processes, service management capabilities, and the approach to data
governance/privacy. Organizations that have used outsourcing successfully will have an
advantage here. The big question you must ask yourself is how your organization will
adapt, govern, and capitalize on cloud services.

Cloud governance must not be deployed in a siloed manner but must interact with and
complement the other governance disciplines with your organization. This is especially
true of information governance, which includes the processes for classifying informa-
tion and understanding risk so that policies can be put in place that specify which cloud-
based services and applications are appropriate and which are not. This topic is covered
in more depth in later chapters.



Security

One of the major challenges of cloud governance is making sure that cloud-based re-
sources such as data are secure and that the appropriate policies have been defined and
enforced. Many organizations are not comfortable storing their data and applications on
systems they do not control, yet they accept risks in cloud services as part of the new
approach.

Migrating workloads to a shared infrastructure increases the potential for unauthorized
access and exposure. Consistency around authentication, identity management, compli-
ance, encryption, and access technologies will become increasingly important. To reas-
sure their customers, cloud service providers must start to offer a higher degree of
transparency into their operations.

There are few places in the world where you would be confident leaving your keys in
an unlocked car. Although some places require you to leave your keys with a valet, you
generally think to lock up your car before you leave it anywhere outside your own ga-
rage. Yet leaving your keys in an unlocked car is what many organizations do when
they put their valuable data into the cloud. Even if an organization considers the cloud
service provider to be a valet (in this analogy), it must be clear that the organization is
still responsible for the security of its data. Yet only some protections exist in terms of
contracts and liability even as cloud services are being increasingly used. This topic is
covered in more depth in later chapters.

Summary

This chapter highlighted a number of IT disciplines that organizations must update and
refresh to cater for the nuances of cloud services. Doing so can enable your organization
to extract the benefits and control the risks encountered when planning, consuming,
producing, and governing cloud services.

Key points to consider from this chapter are

P Adopting cloud services requires the strategic planning, architecting, and man-
agement of cloud services.

» Traditional approaches to governance do not go far enough and do not suffice for
enterprise cloud solutions.

P Consuming and producing cloud services does not mean abdicating the need for
good solution architecture and design practices.

P Data classification is a critical, yet often ignored, part of good solution architec-
ture and design practices in general but especially when using cloud services.

P Protecting sensitive corporate and customer data should be a priority if you’re
considering a cloud service provider to manage or store your organization’s data.



The remaining chapters in Part III, “Life in the Cloud—Planning and Managing the
Cloud,” examine in detail the disciplines discussed in this chapter. This lays the founda-
tion for Part IV, “GPS to the Cloud...Where to Now?,” which focuses on developing a
pragmatic cloud services adoption roadmap.

Endnotes

! http://www.forrester.com/cloudprivacyheatmap.
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CHAPTER 8

Cloud Govemance, Risk,
and Compliance

THIS WAS THE FIRST DECADE

... AND THEREFORE
THE CLOUD SOLVES
YOUR PROBLEMS

geok & poke

GREAT! BUT I HAVE NO
PROBLEMS ANY MORE.
DON'T YOU REMEMBER?
YOU'VE ALREADY SOLVED
THEM WITH MDA, EAl, SOA,
ESBs, CEP, ...

PART 2: WE FINALLY SOLVED THE LAST IT
PROBLEM

We finally solved the last IT problem—Geek and Poke

Although cloud services offer many benefits, these benefits are unsustainable without a
level of planning. Without proper planning, control, and monitoring, obtainable cloud
service benefits can be easily ignored, forgotten, or more important, undermined by the
actions of individuals within your organization who make uninformed or reckless deci-
sions.



Consider this scenario:

The sales department within one division decided to use a customer relationship
management (CRM) cloud service that offered quickly accessible and good
enough functionality at a seemingly low price. Compare this to the long-
established approach it had taken in the past of requesting server hardware, soft-
ware, and configuration that would have taken months, if the request were even
justified in the first place. Bypassing this perceived overhead and reacting much
more quickly is obviously attractive to the business leaders.

The IT department became aware of this decision only when the sales department
requested to integrate its CRM cloud service with the on-premise billing system.
The IT department surveyed other departments to discover whether additional
cloud services were used.

After some investigation, the IT department discovered that several sales depart-
ments within different divisions had taken the same initiative to utilize CRM
cloud services from various CRM cloud service vendors. This led to software as a
service (SaaS) sprawl whereby customer information was duplicated, stale, and
incomplete. This type of scenario is not merely isolated to business divisions but
can also be seen within IT departments.

Instead of waiting weeks or months, IT software engineers who had a short time-
frame in which to demonstrate a proof of concept felt using platform as a service
(PaaS) cloud services was preferable to achieving their short-term goals rather
than use the long-established approach they had taken in the past.

Although in the short-term this seemed to solve their current needs, unforeseen
business circumstances forced the IT software engineers to use the proof-of-
concept solution as a production solution. On reflection, this seemed an accept-
able risk.

The increased competitive cloud marketplace coupled with recent recessionary
pressures forced the PaaS cloud service provider into liquidation. This left the IT
department with major issues. Utilization of the PaaS cloud service provider’s
proprietary API made the portability of the solution to the on-premise data center
unachievable within acceptable timescales.

Chaos can ensue even in situations where organizations have made a formal decision to
use TaaS services judiciously. Organizations can be left in administrative turmoil when
many virtual machines (VMs) differ slightly from each other in undocumented ways
leading to VM sprawl.

As highlighted in this scenario, it is all too easy for individual line of businesses to use
its discretionary budgets to utilize cloud services without considering the effect this
could have on its organization.

Rather than attempting to address previously undetected cloud services in use by your
organization, a more proactive approach must be embraced.

As your organization considers or adopts cloud services, you will be required to make
people, process, and technology updates to help ensure you continue to meet strategic



objectives and drive cultural change, while at the same time manage the newly encoun-
tered cloud risks.

These risks require organizations to focus on developing better governance and stan-
dardization strategies. Therefore, governance, risk, and compliance disciplines play an
important role in your cloud strategy and should not be considered as an afterthought.

Governance, risk management, and compliance are three disciplines that in the past
have existed in silos within organizations. Leaving these disciplines in silos invariably
leads to information, communication, and execution challenges that can circumvent
their overall effectiveness. Figure 8.1 highlights key tasks from these disciplines that
must be integrated and aligned to make sure that their maturity, influence, and value are
in sync and do not undermine each other.

FIGURE 8.1
Governance, risk management, and compliance must be integrated.

Adopting a unified cloud governance, risk management, and compliance approach cre-
ates a proactive organized and efficient structure to identify, define, monitor, and en-
force policies that enable the extraction and sustainability of the investment made into
your cloud infrastructure.

Risk Management

Although it may be easy to be swayed into adopting and utilizing cloud services as a
direct means to IT cost savings, cloud services present many unique situations for you



to address. Therefore, you must consider and weigh up the risks against any monetary
gains.

We’ve discussed many of the risks associated with cloud services throughout this book
so far. Note that many of the risks are not new and can be found in organizations today,
but cloud services heighten or elevate those traditional risks to greater levels. Critically,
cloud services create new and varied risks.

The level and types of risks will vary with the type of cloud service models and cloud
deployment models being considered.

Although security and data privacy risks have taken center stage in the press, it is im-
portant that your cloud risk management approach extends beyond security and privacy
of data and include additional risk categories such as brand/reputation risk, financial
risk, regulatory risk, and cloud service providers not meeting service level agreement
(SLA) commitments.

Consider updating your existing risk management process to cater for the new risks that
adopting cloud services will bring. This process must be agile and flexible enough to
deal with the continuously evolving risks that cloud services are highlighting. Your risk
management process should be well understood and communicated to the relevant
stakeholders such that they can identify risks; analyze possible impact, probability, and
timeframe; determine priority and manage through accepting, avoiding, mitigating, or
transferring the risks.

To expedite your own risk identification and management efforts, use the many docu-
ments available from many of the standard organizations that are focusing on these ef-
forts, including the following:

The Cloud Security Alliance (CSA), focused on the central issues of cloud secu-
rity, has created the “Security Guidance for Critical Areas of Focus in Cloud
Computing.” The document offers guidelines structured into 13 domains, of
which 5 focus on governing in the cloud, as follows:

Governance and Enterprise Risk Management

Legal and Electronic Discovery

Compliance and Audit

Information Lifecycle Management

Portability and Interoperability

The CSA continues to develop documents and tools (for example, “The Top
Threats to Cloud Computing” and the “Cloud Computing Controls Matrix”) that
can assist you in making educated risk management decisions regarding your
cloud adoption strategies.

The ISO/IEC 27000 series (also known as the ISMS Family of Standards, or
ISO27k for short) comprises information security standards published jointly by
the International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC). This series provides best practice



recommendations on information security management, risks, and controls within
the context of an overall information security management system (ISMS), simi-
lar in design to management systems for quality assurance (the ISO 9000 series)
and environmental protection (the ISO 14000 series).'

The European Network and Information Security Agency (ENISA) has docu-
mented key security risks and recommendations for cloud computing around in-
formation security.

The Jericho Forum within the Open Group (TOG) offers a free self-assessment
scheme to assist with the assessment of vendors to aid in deciding whether they
offer the security solution you require.

The American Institute of Certified Public Accountants (AICPA) offers a widely
recognized auditing standard titled the “Statement on Auditing Standard No. 70”
(SAS 70). This standard represents that an organization has been through an audit
of its control objectives and control activities, which often include controls over
information technology and related processes. It is advisable to ask a cloud ven-
dor for its type II report as it is also includes a testing portion that type I does not
cover. (Type I and type II are discussed in Chapter 5, “State of the Industry.”)

When analyzing and assessing the risks of adopting cloud services, take into account
the risks of staying with your traditional approach to delivering business and IT func-
tionality. In addition, consider how the risk is affected when using different service
deployment models. This opens the possibility of making the best use of both the public
and private clouds. Last, compare different cloud service provider offerings when as-
sessing or minimizing the identified risks.

Any risk assessment task must be the result of the collaboration between both the busi-
ness and IT, including departments such as legal and finance. This collaboration enables
the defining of risk tolerances and the acceptance of the consequences of the risks.

Traditional risk management makes it possible to transfer some identified risks to third
parties, but when it comes to adopting cloud services, you can transfer the responsibility
but you can’t transfer the accountability. Work with cloud service providers to obtain
assurances.

Having a structured approach to risk management can enable your organization to de-
cide which cloud services to adopt, after taking into consideration the business critical-
ity and the acceptable level of risk of the data on which the cloud service providers
operate.

Govemance

As a discipline, governance has been with us for many years, but with the advent of
cloud services, the need and importance has been elevated for organizations to take
governance more seriously. Effective cloud governance provides organizations with
visibility into and oversight of cloud services used across the organization. To effec-
tively manage and optimize your organization's investment in cloud services and



improve decision making, effective cloud governance must encompass people, proc-
esses, and technology.

Cloud governance should not be confused with cloud management.

Cloud governance defines the actions that your organization requires to achieve your
strategic cloud computing goals. Cloud governance includes the definition of

Who holds the authority to make decisions?

Who has the accountability for these actions?
Who has the responsibility for the outcomes?
How will the expected performance be evaluated?

Your cloud compliance efforts will be enhanced if your organization has clearly estab-
lished and communicated expectations for cloud services and the policies that your or-
ganization must follow. This requires that existing processes and organizational
structures be reviewed and updated to cater for a newly formed communication and
collaboration model. For example, an existing IT steering committee could be updated
to include representatives from both legal and finance to provide input into cloud con-
siderations.

A good cloud governance model accelerates change. This will be critical in addressing
the challenge of culture change and process disruption that cloud services will present
to your organization. The basis for a cloud governance model within IT will shift from
focusing purely on the underlying infrastructure components to the cloud services and
their associated SLAs.

Traditional governance and management frameworks such as COBIT and ITIL should
not be seen as a panacea for cloud governance but do describe the major controls and
processes required to address this service delivery model, such as service portfolio
management and supplier management. As with all frameworks, it is critical that these
frameworks be customized for your dynamic and rapidly changing cloud environment.
Initially, you will require more controls due to unidentified and unfamiliar challenges
that cloud services and external cloud service providers will bring to your environment.

Compliance

Compliance is an iterative process that applies the mitigation strategies defined within
the risk management process and ensures that individuals and systems adhere to defined
cloud adoption policies.

These risk management strategies are analyzed so that the appropriate polices and con-
trol points can be internally employed as well as enforced on the cloud service provider.
These policies derive from internal directives addressing previously identified cloud
adoption risks, regulatory requirements, laws, internal standards, and best practices.

The demands of regulatory requirements—such as the European Communities Data
Protection Directive 95/46/EC and related member states laws, the U.S. Health



Insurance Portability and Accountability Act (HIPAA), Payment Card Industry Data
Security Standard (PCI DSS)—to name a few, highlight the need to implement controls
around security and data privacy. These two areas of focus have garnered the most at-
tention when adopting cloud services. Therefore, they are covered in more detail in the
next chapter.

As mention earlier, you can transfer responsibility, but you cannot transfer accountabil-
ity. For example, when it comes to data compliance, it is the data owner and not the
cloud service provider who is responsible for compliance. California law SB 1386 is an
example of why you cannot transfer accountability. CA SB 1386 requires that any state
agency, person, or business that conducts business in California, and has computerized
data that includes personal information, must disclose any breach of the security of the
data to any resident of California whose unencrypted personal information was or is
reasonably believed to have been acquired by an unauthorized person. Perhaps you have
received a letter from a business that has your personal information informing you that
such an event has occurred and that your personal information is at risk. This breach of
security has been highlighted in recent times with the increase in news articles that re-
port stolen laptops with unencrypted data.

Therefore, when using cloud services, you must understand where the data resides, how
it is protected, and where it has been transmitted. This can be a challenging proposition
because many cloud service providers are not forthcoming with this information. So,
when you consider using cloud services, perform a gap analysis between the specific
requirements identified in relevant regulations and the set of controls provided by the
cloud service provider.

A key requirement of compliance is the continual monitoring of the cloud ecosystem to
ensure that expected outcomes are being met. This continual monitoring enables a feed-
back loop to decide whether the policies and control points need to be updated to
achieve your requirements and goals.

Policy adherence and monitoring must be made as unobtrusive as possible;
otherwise, individuals will circumvent the process and utilize cloud services
without the appropriate authority.

Therefore, automate as many decision and control points as possible to keep a low-
touch approach and expedite resolutions. Otherwise, individuals will not be asking per-
mission to utilize a cloud service; instead, they’ll be asking for forgiveness after they
have already done so. Beyond continuous might allow you to obtain access and network
logs, most will not as these are not always segregated for multitenant environments in
the same way that administrative applications and related reporting capabilities are.
Cloud forensics will be discussed in more detail in Chapter 9, “Cloud Business Risk and
Security.”



Cohesive GRC

A cohesive cloud governance, risk, and compliance (GRC) approach eases the transition
and ongoing adoption of cloud services. Such an approach enables you to reduce risk,
maintain business alignment, and comply with applicable policies, laws, and regulations
(and shows the business value of cloud service investments). This GRC approach pro-
vides the means to control, monitor, and adapt cloud services (on premises or off).

As highlighted in Figure 8.2, organizations typically carry out GRC tasks largely in a
fragmented, siloed manner. This leads to duplicate, stale, and often conflicting informa-
tion on which decisions are made.

FIGURE 8.2
Cloud GRC must not be executed in a siloed manner.

Cloud GRC requires consistent and transparent decision making, which in turn requires
a holistic view of the organization to fully understand risk, effectively monitor compli-

ance, and adjust policies to meet changing requirements, market trends, and regulatory

mandates.

With cloud services having such broad implications, it is counterproductive to
define yet another fragmented GRC silo.

Figure 8.3 indicates that your cloud GRC approach must support and integrate with
your traditional GRC approaches by defining the principles, policies, processes, roles,
and infrastructure required to uplift your existing GRC approach.

supports

l integrate l integrate l integrate l

FIGURE 8.3
Cloud GRC requires an integrated approach.



Your cloud GRC must identify the unique nuances of cloud services faced by your or-
ganization and provide an approach for addressing these challenges and increasing the
efficiency of cloud services.

Consequently, for your cloud GRC to be successful, it must be seen as an extension of
your existing formal or informal GRC disciplines, such as information technology (IT),
enterprise architecture (EA), and service-oriented architecture (SOA) GRC, as shown in
Figure 8.4.

FIGURE 8.4
Cloud GRC relationships with existing GRC disciplines

Focusing purely on cloud GRC and not taking into consideration IT and EA GRC can
lead to IT and EA challenges undermining the benefits that cloud GRC is attempting to
achieve. Cloud GRC requires governing not only the execution aspects of cloud ser-
vices but also the strategic planning activities.

Cloud GRC Model

As previously mentioned, security and data privacy have taken center stage in the press.
It is important that your cloud governance strategy extend beyond security and privacy
of data and include additional cloud governance categories, such as cloud service port-
folio governance and the cloud governance requirements that apply to your employees.

Unfortunately, there is no single model of good cloud GRC because each organization
has differences and nuances (for example, IT organizational structures, an organiza-
tion’s geographical footprint, the size of organization, and an organizations level of risk
tolerance). Despite this, a number of key areas should be considered to frame your
cloud GRC planning. Figure 8.5 highlights some key governance areas that your cloud
GRC model should address.
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FIGURE 8.5
Cloud GRC model

Cloud Service Portfolio Governance

Figure 8.6 highlights the cloud service portfolio governance aspect of a cloud GRC
model that makes sure any investments made in cloud services continue to add value.

Cloud Service Portfolio Governance

Strategic Analysis and Service ldentification and | Service Prioritization and = Service Measurement and
Alignment Categorization Roadmap Metrics

FIGURE 8.6
Cloud service portfolio governance focus areas

This requires that cloud service portfolios be monitored and regulated across several
areas of focus, such as cloud service identification, prioritization, sourcing, and ap-
proval.

For example, cloud service analysis must be governed to make sure that the appropriate
cost-effective services are identified in a timely fashion that align with the goals and
priorities of the organization, while taking into account available resources. When iden-
tified, cloud services need to be prioritized and sourced from the appropriate cloud ser-
vice provider, whether that provider is internal IT via a private cloud or a public cloud
service provider. Identifying and selecting cloud service candidates should be based on
a customized weighted criterion. Example criteria include SLA, cost, risk, complexity,
security requirements, and business value.



Cloud Service Consumer/Producer Governance

Figure 8.7 highlights the cloud service consumer/producer governance aspect of a cloud
GRC model.

Cloud Service Consumer / Producer Governance

Data Protection and Customer and Financial Cloud Service
Privacy Management Management Lifecycle Management

FIGURE 8.7
Cloud service consumer/producer governance focus areas

It is imperative that both the cloud service consumer and cloud service provider be gov-
erned, because together they are key stakeholders in the overall lifecycle of a cloud
service.

Without cloud GRC policies for cloud service providers, it is common to see cloud ser-
vice sprawl. In this situation, duplicate cloud services are sourced from different cloud
service providers and/or cloud services are built and exist in production but are not be-
ing used or managed. This can occur when cloud service consumers are unaware of
existing approved cloud services and their associated contracts. Cloud services should
be produced that align and support the defined business and IT objectives. Cloud ser-
vices must be consistent in a manner that complies with the defined policies, standards,
and guidelines to promote use and agility. Last, services must meet security require-
ments such as access control and encryption.

Effective service producer lifecycle governance requires proper policy management and
enforcement to ensure that cloud services operate as intended, within parameters. This
is critical for visibility into policy compliance and SLA metrics.

When consuming a cloud service, your primary focus is on governance of the opera-
tional aspects of the cloud service; this is assuming that the cloud service is approved
for consumption in the first place. In additional to the traditional runtime aspect of a

cloud service such as SLA definitions, areas such as billing calculation and contract-
obligation approvals should be considered.

Cloud Asset Vitality
Figure 8.8 highlights the cloud asset vitality aspect of a cloud GRC model.
Cloud Asset Vitality

Cloud Cloud Service
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FIGURE 8.8
Cloud asset vitality governance focus areas



Governance models attempt to obtain the highest level of business value from the key
assets that an organization has invested in. When talking in the context of cloud govern-
ance, key assets include services, solution assemblies, and the cloud reference architec-
ture. These key assets need to be monitored to make sure that their definition and usage
still addresses the current requirements and needs of the organization. This requires a
strategy called cloud asset vitality, whereby cloud assets are routinely reviewed to make
sure they are current, accurate, and most important, relevant.

Cloud Organization Governance
Figure 8.9 highlights the cloud organization governance of a cloud GRC model.

Cloud Organization Governance
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FIGURE 8.9
Cloud organization governance focus areas

Cloud organization governance focuses on the aspects of cloud services that affect your
employee/partner roles, including new responsibilities, communication, collaboration,
and decision making.

Your organization needs to go through a form of culture adjustment to effectively adopt
and execute cloud services. Catering for culture change should not be an afterthought.
Instead, an appropriate change management strategy must be utilized to facilitate this
adjustment, because culture change is not something that can be achieved overnight,
especially when there is a fear that the use of cloud services may diminish em-
ployee/partner roles and perhaps risk their employment. Make sure you do not underes-
timate the impact of culture change. Instead, plan for it. After all, resistance to the
change must be accounted for and expected.

Apart from dealing with the changes forced on your employees when consum-
ing/providing cloud services, you need to address the organizational challenges as they
relate to relinquishing a level of control when identifying and selecting an external
cloud service provider.

Cloud service sourcing deals with identifying an appropriate cloud service provider
(when possible) and managing the relationship between the cloud service provider and
the consuming organization. This includes areas such as negotiating SLAs and agreeing
on the levels of security and assurance of data privacy.

When it comes to cloud service providers, a big part of cloud governance centers on
trust as you abdicate responsibility for various operational tasks that you will not have
control over. If your organization currently contracts with third-party vendors for out-
sourcing, you will already have most of the skills and experience required to select and
validate cloud service providers. Key areas such as history, reputation, and viability are
vitally important, especially in this embryonic stage of cloud service vendors.



GRC Is a Process, Not a Project!

Although cloud GRC is required from day one, your cloud GRC model does not have to
be heavyweight. Instead, you should deploy it in an iterative and incremental manner.
Doing so enables your cloud GRC model to grow with your cloud initiative.

Cloud GRC must be seen as an ongoing process rather than a one-time project.

Therefore, your cloud GRC strategy must be part of an overall continuous improvement
loop (see Figure 8.10) whereby you measure progress and update your cloud GRC
model, as necessary, to perform any required course correction.

Cloud GRC
Continuous Improvement
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expectations. maintained, and
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effectiveness and GRC

improvement needs.
.

FIGURE 8.10
Cloud GRC continuous improvement loop

Summary

Initially, you must define and deploy a cloud GRC model that is appropriate for your
maturity and your current needs and then evolve the cloud GRC model as your maturity
and requirements increase. This should be subsumed as part of your overall cloud strat-
egy roadmap. We cover a cloud strategy roadmap in Chapter 12.

Key points to consider from this chapter are

P The actions of individuals can undermine your cloud service adoption efforts.
Therefore define an appropriate cloud GRC model to address your planning, con-
trol, and monitoring needs.

» Cloud services present many unique situations for you to address. Therefore, you
must consider and weigh up the risks against any monetary gains.



P Effective cloud governance provides organizations with visibility into and over-
sight of cloud services utilized used across the organization.

Endnotes

" http://en.wikipedia.org/wiki/ISO/IEC_27000-series.
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CHAPTER 9
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As identified in Chapter 2, “Evolution or Revolution?,” security is the big concern that
most potential consumers of cloud services raise when considering the leap. This is
validated in many surveys.

Figure 9.1 shows the same high concern across North America and Europe in Forrester
Research’s report “Infrastructure-As-A-Service (IaaS) Clouds Are Local and So Are
Their Implications.”
“Why isn’t your firm interested in pay-per-use hosting of virtual servers
(also known as cloud computing)?”

Security concerns about security/privacy issues

in virtualization or cloud environments 30%

Too immature
We believe our total costs are cheaper

The offering capabilities don't match our needs

Qur application vendor or custom apps
aren’t compatible or won't support it

Specific compliance requirements that
the service providers can't meet

The performance isn't good enough

Other reason

Too difficult to understand

Base: 542 North American and European hardware decision-makers
at companies with 500 or more employees
(multiple responses accepted)

Source: Enterprise And SMB Hardware Survey, North America And Europe, Q3 2009

FIGURE 9.1
Why are we not using cloud services?
Source: Forrester Research, Inc., February 9, 2010

The top-level concerns listed in Figure 9.1 are examined in this chapter.

There are many reasons to consider security and associated business risk as critical in
planning to use cloud services. Even so, this chapter does not attempt to define how you
secure every type of cloud deployment. Instead, we seek to create a set of guiding prin-
ciples that align with the governance and operational management goals discussed in
this book. Using the commonly identified concerns associated with cloud services to-
day, we offer guidance to best practices and approaches to mitigate them, in the context
of a formal security program for your organization.

First, security is not one simple solution! As discussed in Chapter 8, “Cloud Govern-
ance, Risk, and Compliance,” GRC is a process, not a project. Security is the same.
Although specific efforts can be undertaken to safeguard specific scenarios, the land-
scape of threats changes constantly, arguably at a faster pace than most aspects of gov-
ernance, risk, and compliance (GRC). Therefore, the goal is to maintain a security
program rather than address security in discrete projects or with individual products.



For cloud services, the word security does not actually help us to assess specific con-
cerns and thus do something to mitigate issues (as you read in Chapter 2). Cloud service
consumers are generally concerned with their privacy. Organizations are concerned
with privacy management. Cloud service consumers, brokers, and even developers are
concerned with data loss. Organizations are concerned with data theft. Therefore, to
appropriately address risks, knowing the perspective or context of each participant in a
cloud service usage model is critical.

This chapter discusses the threat landscape that cloud services add to your current secu-
rity concerns and summarizes the approaches required to complete a security manage-
ment program. First, we will look at some risks associated with cloud services, and then
we will try to answer the question: Where do I start with cloud security?

The discussion then turns to critically important core areas of a security program that
can change when using cloud services. Specifically, this chapter focuses on the follow-
ing key areas of security management in cloud services:

Risks associated with cloud services
Where do I start?

Framing the security discussion
Risk and trust

Data use and classification

Identity and privacy management
Infrastructure security

Legal implications

Risks Associated with Cloud Services

Forrester Research’s report “Infrastructure-As-A-Service (IaaS) Clouds Are Local and
So Are Their Implications,” provides more details on key security concerns with cloud
services, as shown in Figure 9.2.

The concerns are of both a technical and business nature. Although it is perhaps obvious
that most concerns focus on the ability of the cloud service provider to meet user needs,
the reality is that these are key concerns that need to be addressed by the user. (Later in
this chapter, we look at the division of responsibility between provider and user and
consider the roles of each in terms of understanding and managing security of the cloud
service.)



“How concerned is your firm about the following aspects of cloud computing platforms
such as salesforce.com, Amazon Web Services, or Microsoft Azure?”
(4 and 5 on a scale of 1 [not at all concerned] to 5 [very concerned])

Data protection

Access controls

Network and system vulnerability management
Service availability

Application security

Monitoring and auditing

Potential personnel issues within cloud provider
Regulatory compliance

Independent validation of provider’s security practices

Physical security of infrastructure

Provider’s operational and risk management practices

Base: 1,059 North American and European enterprise and SMB IT decision-makers
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009

FIGURE 9.2

Top security concerns with cloud services

Source: “Infrastructure-As-A-Service (laaS) Clouds Are Local And So Are Their Implications”, Forres-
ter Research, Inc., February 9, 2010

Looking specifically at the concerns raised in Forrester’s report, data protection is the
top concern. Data protection dictates a core yet often overlooked discipline for any or-
ganization considering the use of cloud services. That is data classification, which is
often seen as an arcane and unnecessary exercise, yet it provides clear mapping of or-
ganizational data against compliance and operational risk, enabling you to better ad-
dress that top concern.

Understanding what data you have and the level to which it is critical to your business
allows you to better map identity management requirements to your workflows, appli-
cation deployments, and so forth, addressing the second concern around access controls.

Overall, this list provides a key reference to gauge your concerns against others looking
to best use secure cloud services. Although operational and risk management practices
appear low on the list, the requirement for such initiatives actually apply and diminish
many of the other concerns. Specifically, good management practices and tools help
mitigate security risks. Concerns such as network and system vulnerability, availability,
monitoring, and auditing all rely on well-defined processes that are defined in and man-
aged by good management tools. If IT is using the right processes and tools, then IT
should be better able to support the agility required by the business. If they are not, an
organization might suffer in many ways, including from shadow IT.

Chapter 4, “Introduction to Cloud Services,” covered shadow IT, which creates poten-
tial opportunities for the organization, but more often it creates a serious security risk.



For example, organizations have often faced new technologies being introduced ahead
of IT’s knowledge. While trying to be autonomous and delivery focused, employees
often create security risks as a result. For example, consider the rise in the use of wire-
less (Wi-Fi) networks since 2000 or so. The lack of security and well-known default
settings of common Wi-Fi routers created huge holes in what were previously thought
of as secure networks. Even trying to make the networks invisible was a minimal issue
to anyone intent on finding opportunities. The terms war-driving came about as hackers
and their ilk roamed about looking for unsecured or easily compromised Wi-Fi net-
works, even if they were set up to operate in hidden mode by turning off broadcast
mode. Sometimes the infiltrations were inconsequential, but at other times they had
devastating effects on the organization (and even beyond, as the hacks spurred both
legal and regulatory actions).

In addition, even when IT does roll out such technology, the corporate and IT policies
often don’t deal with all the critical security risks appropriately. In one famous example,
TJ Maxx (TJX) was hacked in 2005. Because of the simplistic security in Wi-Fi routers,
Albert “Segvec” Gonzalez worked with a team to crack TIX’s Wireless Encryption
Protocol (WEP) key and gained access to the corporate network. The hack was not
made fully public until 2007, by which time at least 45 million customer credit card
numbers were captured along with other personal customer data. During the period of
May through August 2008, Gonzalez and ten others were indicted in the TJX case.
Gonzalez was involved in the even worse hack of Heartland Payment Processing Sys-
tems, which came to light in 2009. In this case, it is estimated that more than 100 mil-
lion customers were compromised. In this case, despite being required to comply with
the Payment Card Industry Data Security Standard (PCI-DSS)—security controls man-
dated by the major credit card companies—Heartland was still compromised. Quite
simply, TJX’s security was not adequate. Whether this was a failure in process or im-
plementation of the standard is a frequent point of contention. In this, your organization
needs to understand that being compliant does not mean you are secure. To gain com-
pliance and appropriate security requires an adequate security program.

The reality is that many organizations are not adequately securing their environment,
and the environment is becoming more complex and threatening. When discussing its
report on the “Top Threats to Cyber Security,” the SANS (SysAdmin, Audit, Network,
Security) Institute noted:

Throughout the developed world, governments, defense industries, and
companies in finance, power, and telecommunications are increasingly
targeted by overlapping surges of cyber attacks from criminals and nation-
states seeking economic or military advantage. The number of attacks is
now so large and their sophistication so great, that many organizations are
having trouble determining which new threats and vulnerabilities pose the
greatest risk and how resources should be allocated to ensure that the most
probable and damaging attacks are dealt with first. Exacerbating the prob-
lem is that most organizations do not have an Internet-wide view of the
attacks.



Whether taking a measured step or blind leap into cloud services, most organizations
need to improve their security knowledge and related security posture, taking a much
broader view of potential attack vectors.

The key points of this discussion are
> Users are one of the biggest security risks you face, today, and tomorrow.

» Shadow IT is an ongoing risk and often introduced by employees who have no
concerns beyond their own role in considering the risks of using the solution.

» Experienced teams often roll out new technologies, yet still the risks exist when
traditional security practices are ignored or, when required, adapted to the new
environment.

» Not implementing a security risk management approach to existing and new
technologies will create problems for your organization.

> Attackers will go after things of value, and that is not always the money itself.
> A single security standard is unlikely to save you.

“I rob banks because that’s where the money is” is a statement attributed to the
American bank robber Willie Sutton. In this day and age, data has value, and that is
what our foes are looking for. Thieves are targeting data stores because that’s where
the “money” is.

Given data has value, the consolidation of multiple organizations’ data in a cloud pro-
vider’s environment makes them a very attractive target for hackers, and their attacks
are getting more sophisticated every day. Furthermore, the attacks today are not simple
in nature or intention, with crime syndicates, government agencies, and corporate es-
pionage, and more being clear and present dangers, as shown in Figure 9.3.
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FIGURE 9.3
Threats to business and cloud service providers



Are these threats real? Absolutely!

There are multitudes of security companies out there today, more than 800 at last count.
In that count, many pay for exploits and vulnerability details—for example, HP/3Com
(Tipping Point), Mozilla Foundation, and Verisign’s iDefense. As of May 2010, “iDe-
fense offer as much as $15,000 (US), depending on the nature of the vulnerability, for
acceptable well-documented research with reliable proof-of-concept exploit code.””

This represents the good guys.

On the other side, you face a fast-growing marketplace for exploits supporting the needs
of the bad guys. Are you shopping for those vulnerabilities and exploits? You can join
vulnerability sharing circles, or find free sites through ICQ, or look at sites such as Full
Disclosure, Metasploit, Packet Storm, and InSecure.org. You can bid for exploits on
various private sites dedicated to hacking auctions or even on the very public eBay.
Here you can find general exploits, including nefarious hacker tools such as rootkits and
rootkit construction kits. Attackers can hire botnets from many of the same sources
(cloud service providers), today in the range of $8/system/hour or less. Botnets are mas-
sive numbers of PCs that have been compromised by hackers that can be used together
to undertake activities under the control of the botnet owner. Activities such as massive
SPAM delivery further attacks against corporate systems and more. Today, botnets are
responsible for delivery of 85+% of spam (according to J. Green, McAfee Labs), and
they have seen a rapid increase in the use of botnets as a means of other attacks requir-
ing scale.

We could use a myriad of security breaches to demonstrate failures in cloud-like solu-
tions. The key goal in this chapter is to provide you with key areas to focus on and ap-
proaches that will help you analyze the real risk to you organizations, as well as be able
to answer the concerns of your customers, be they enterprises, individuals, or anywhere
in between.

Where Do | Start?

First, take note: Although in this chapter we discuss serious risks that need to be con-
sidered and addressed in any plan to use cloud services, for a majority of organizations
it is possible to find cloud services today that meet or exceed the security requirements
they have. The question is more whether you can integrate them into your business pro-
cesses and overall security program.

Public cloud service providers create cost benefits through scale. They also argue that
as a result they can create a highly secure environment in a cost-effective manner, while
at the same time maintaining 24x7 security operations.

Security from public cloud service providers spans the gamut from minimal to
exceptional, and there are few real measurements you can make to guarantee
the real security level cloud providers deliver versus what they offer.



The Cloud Security Alliance

For a look at security in depth for the cloud, the Cloud Security Alliance (CSA) created
its security-aligned approach to cloud deployments. The alliance also chose to embrace
the bulk of the U.S. National Institute of Standards and Technology (NIST) definition
of cloud computing we discussed in Chapter 1, “Introduction to Cloud Computing.”
This is not something we expect small enterprises to really focus on, but reading the
guidelines provides some level of understanding about the possible risks in your use.

The CSA is a nonprofit organization formed to promote the use of best practices for
providing security assurance within cloud computing, and the alliance provides educa-
tion on the uses of cloud computing to help secure all other forms of computing. The
alliance consists of many subject matter experts from a wide variety disciplines, united
in their objectives:

Promote a common level of understanding between the consumers and providers
of cloud computing regarding the necessary security requirements and attestation
of assurance.

Promote independent research into best practices for cloud computing security.

Launch awareness campaigns and educational programs on the appropriate uses
of cloud computing and cloud security solutions.

Create consensus lists of issues and guidance for cloud security assurance.

The CSA definition of cloud computing as written in the “Cloud Security Alliance
Guidance Version 2.1 (2009) is similar, but importantly provides a breakdown of the
Saas-PaaS-IaaS (SPI) model, as shown in Figure 9.4.
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FIGURE9.4
Cloud Security Alliance cloud architectures



In Figure 9.4, the CSA also references the level of criticality and responsibility for in-
troducing security into each of the models, wherein a user of IaaS is more responsive
for implementing and managing security than a user at the PaaS or SaaS level. The cor-
ollary being this: Cloud consumers are more dependent on the cloud service provider
for security implementation and management when using a SaaS solution.

The CSA cloud deployment model also provides a clear picture of how each layer can
be built upon the core components of the layer below.

Deployment models here suggest for a SaaS vendor to use a third-party [aaS or PaaS
provider to build its solution upon. In some cases, it might use more than one. As with
many approaches to cloud services, this creates different categories of opportunity and a
risk.

The CSA advises the following:

With so many different cloud deployment options—including the SPI ser-
vice models (SPI refers to Software as a Service, Platform as a Service, or
Infrastructure as a Service, explained in depth in Domain 1); public vs.
private deployments, internal vs. external hosting, and various hybrid
permutations—no list of security controls can cover all circumstances. As
with any security area, organizations should adopt a risk-based approach
to moving to the cloud and selecting security options.

This agrees with our thinking and will be a core thesis as we discuss your security strat-
egy for using cloud services. Unfortunately, although security is clearly and constantly
identified as the number one concern in adopting cloud solutions, the actual interest and
focus levels appear to be incredibly low. Google Trends (again) shows the minimal,
almost pathetic, level of queries about cloud security relative to cloud computing itself
(see Figure 9.5).
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FIGURE 9.5
Google Trends for “cloud computing” versus “cloud security”

Cloud as a concept is massive, and determining the correct security strategy can be
daunting as a result. Breaking down the approach to cloud services you take is one way



to alleviate the concern, but to counter the security concerns we also need to break
down the things we need to focus on. The 13 domains in the CSA guidance document
are shown in Figure 9.6.

Section I:
Cloud
Architecture

Section II:
Governing <
the Cloud

Section lll:
Operating in <
the Cloud

FIGURE 9.6
CSA guidance document domains

Users should find the CSA approach to be valuable, but others exist. The ISO27k stan-
dards provide a broad framework that is quite popular in large organizations and that
(although not specific to cloud services) is an expansive way to ensure all aspects of a
security program are considered. In addition, an ISO 27001 certification provides a
better way to assess a cloud provider’s security in terms of an information security
management system (ISMS) than simple approaches like SAS 70, as we discussed ear-
lier. Importantly, such certification is not a one-time exercise. To maintain a 27001
certification, the organization must both review and monitor the ISMS.

Nine ISO27k standards have been published so far:*
» ISO/IEC 27000 Overview & Vocabulary

ISO/IEC 27001 Management System Spec

ISO/IEC 27002 Infosec Controls Guide

ISO/IEC 27003 Implementation Guide

ISO/IEC 27004 Infosec Metrics

ISO/IEC 27005 Infosec Risk Management

ISO/IEC 27006 ISMS Certification Guide

ISO/IEC 27011 ISMS in Telecomms

ISO 27799 ISMS in Healthcare
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Although the number and breadth of the ISO 27k standards might seem intimidating,
the approach is comprehensive and solid. Having been developed over many years
ahead of cloud computing, ISO 27k goes well beyond just cloud security concerns.
Most large enterprises worldwide use ISO27k as the basis for their security programs.
Providers would do well to observe this approach over SAS 70 as a preferred and more
useful framework and taxonomy for discussing security with users.

In our discussion on standards bodies, we also looked at European Network and infor-
mation Security Agency (ENISA), who have created a working group focused on cloud
security. The initial investigation created an “in-depth and independent analysis that
outlines some of the information security benefits and key security risks of cloud com-
puting.” The report is titled the “Cloud Computing Risk Assessment.”

The report included a strong recommendation that ENISA create an information assur-
ance framework (IAF).° This IAF was designed to

Allow users to assess the risks in adopting cloud services
Compare different cloud provider offerings

Obtain assurance from the selected cloud providers
Reduce the assurance burden on cloud providers

Last, although cloud services have evolved from many existing technologies and meth-
ods for delivering services over the Internet, the experience of consultants and analysts
at this time provides a greater level of experience to early adopters. Many consultancy
groups and vendors offer cloud service implementation and security assessment ser-
vices, while at the same time assisting in the development of the standards and frame-
works just discussed. The intent is not to sell consultancy services, but more to state that
there is a large set of potential risks that many consultancies worldwide have experience
in managing, making their involvement to mitigate risks a worthwhile consideration,
too.

The key points of this discussion are
Introduce the criticality of a security program.

Discuss the common factors and differences of each cloud deployment model that
need to be considered in relation to a security program.

Introduce a framework for considering security in the cloud through the CSA.

The next step is to understand which security solutions are applicable to your cloud
service usage. This requires that we consider the architecture of cloud service models
and the cloud deployment models,

Framing the Security Discussion

Traditional approaches to security have had to manage only the data center and ensure
that any use of third-party services meet the same level of security policies.



Figure 9.7 offers a glimpse of the architectural components that must be considered in a
security strategy. This figure shows the environment is already complex. Most organi-
zations, especially those with a great deal of legacy technology or a large number of
employees, already face challenges dealing with the exceptional array of disparate tech-
nology domains, organizational demands, business processes, and large numbers of
people. All those factors make setting and enforcing security policy difficult. Although
these environments can align closely to common private cloud architectures, the differ-
ences in security requirements when adopting private cloud services relate primarily to
the architectural underpinnings used to optimize a data center.

Each layer of the cloud stacks, and end to end these layers offer potential threat vectors
for against cloud services. Further, depending on the cloud deployment model used, the
responsibility for security and ability of each party to control security for those services
change significantly.
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FIGURE 9.7
Managing security for business benefits

Most IaaS implementations use virtualization as the most prevalent technology to sup-
port multitenancy capabilities. Hypervisor protection has been the focus for security
issues with the cloud since it became popular. With a short list of hypervisor vendors to
choose from, there will be a small set of targets for attackers to work against. The terms
red pill and blue pill have been used to describe and demonstrate specific attacks
against a virtual machine manager (VMM).



In public cloud solutions, the provider takes responsibility for the security, perform-
ance, and availability of the shared infrastructure.

Virtualization can apply to each aspect of cloud computing services as we discussed
earlier, and the intent that vendors have is that the core of virtualization solutions, the
VMM, will provide and control access to shared resources: input and output, compute,
memory, storage connections and network, as well as up the stack where possible, in
terms of platform or application.

Introducing new service-based technologies introduces new access methods and APIs.
Most applications developed today are primarily using web-based Uls and similar tech-
nology for API deployments. This capability is increasingly compromised at many dif-
ferent levels of the SPI options, or cloud deployment models. The critical concern is
that many see management tools, secure virtual machine managers, and network access
controls alongside appropriate isolation architecture as the only new control points that
are required. Because APIs and Uls are now a primary vector for attacks, each subsys-
tem for each cloud deployment model needs to be continuously tested. Vendors such as
WebSense, Qualys, HP, and others provide tools to undertake automated testing and
auditing of various cloud deployment models, but there is arguably no single compre-
hensive solution available today, so this will require investigation to match your needs.

Using a public cloud service provider creates a challenge because often its own terms
and conditions, acceptable use policies, and end-user license agreements deny its cus-
tomers the right to perform penetration testing. In many cases, such activity will result
in being cut off from using the service. So, examine the solution’s current process for its
own in-house testing and whether it matches your minimal requirements.

In addition, consider the provider’s approach to secure to its development. Can it detail
a secure software development lifecycle? Does it separate out its testing, quality assur-
ance, and developer environments? Also, can you answer these questions if you are
developing your own cloud-based applications? Later in this chapter, we discuss re-
sponsibility and ownership of security issues, but for now consider that the architectural
changes that result in cloud deployment models also require training for your staff, in-
cluding developers.

The challenges increase markedly when dealing with public cloud solutions. If you are
on the customer side, you now need to match your and the cloud service provider’s
security requirements and determine gaps. The need is for service and solution integra-
tion, accessed from multiple devices and data centers and requiring new management
tools and policies. The gaps can be quite significant. If you are a cloud service provider,
you need to consider that supporting more complex and demanding customers will re-
quire more comprehensive security compliance and certifications.

The key is to factor in the new risks you will face based on the cloud deployment mod-
els you plan to use. Table 9.1 presents the primary new threats common to most solu-
tions.



TABLE 9.1 Primary New Challenges and Threats Common to Most Cloud

Solutions

Challenge or
Threat Areas

Users

Regulations

Network and
communications

Identity

Privacy

Long-term support

Interoperability

Long-term cost

Support availability

Description

Perhaps the greatest challenge, if not threat to your use of
cloud services, will be users. Education is key, but user adop-
tion will depend on your ability to ensure that they are comfort-
able with the migration and any process changes that result.

The complexity and scope of regulations is immense and cre-
ates risk with any cloud service provider solution. Involving your|
legal and human resources groups in the discussions is con-
sidered good practice. And if you have other groups dealing
with regulatory issues related to processes, such as compli-
ance, their involvement is merited.

Bandwidth availability, communications provider throttling, and
issues with using the Internet as you pass through third-party
networks (and geographies) create risk. Ensuring the adequate
level of service from the providers supporting your use of cloud
services is critical to ensuring that your performance and avail-
ability concerns are managed.

Small organizations will find managing identities across and
within cloud services an effective way to gain rapid access to
new services. Larger organizations that have not successfully
implemented identity management will find significant risk in
successfully moving to public cloud solutions, especially in
terms of the identity lifecycle aspects such as self-service, ac-
cess controls, authorization and deprovisioning.

Smaller organizations are generally more willing to allow their
identity data (such as a directory) to reside in the cloud. How-
ever, at a certain size, and in specific industries, security and
regulatory concerns create the situation where having identity
at the cloud service provider is an issue, and the approach
shifts to using federation (linking of identity to remote authoriza-
tion and authentication).

You must ensure that the cloud service provider either under-
stands or can meet any privacy management requirements.

The failure of a supplier as a business or to support critical
business functionality long term.

Much of IT is about integrating or, minimally, extracting data to
be used in other solutions. Interoperability is key to being able
to adapt to changes in your business, and if a cloud service
provider fails to provide for or advance its support for interop-
erability, preferably through standards, you will face risks
longer term.

Beware of incremental charges that drive overall costs up, pos-
sibly drawing close to or even exceeding the return on invest-
ment (ROI) of private solutions.

24x7 is no good if it is only email-based.




Organizational change  Education is key to gaining support and success with your em-
ployees, customers, partners, and constituents.

Lifecycle management  As the cloud service evolves over time, ongoing assessments
need to be made to ensure that both your current governance
and compliance requirements continue to be met, security lev-
els and standards are being maintained or improved, and that
the cloud providers terms, guarantees, and management proc-
esses remain acceptable.

Figure 9.8 shows a number of the changes that occur architecturally when moving to
public cloud solutions. Whether you are choosing SaaS, PaaS, or [aaS, the management
and compliance aspects are critical to a successful security strategy, too.
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Managing security across IT and cloud services

Finally, we need to consider the use of hybrid cloud solutions, especially the expected
common scenario of public and private cloud use (see Figure 9.9).
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Combined security for business benefits across the cloud

We can see in this figure several places where security integrations can and should be
considered:

1.

Internal data center or private cloud security—EXisting security practices and

standards need to be observed. Use of virtualization is generally the primary new

technology introduced to create the private cloud solutions, and therefore improv-
ing both system and security management tools to recognize this new architecture
will be the goal.

Third-party or public cloud security—These security requirements are focused
on the security practices of the actual cloud service provider. Internally, public
clouds will be optimized with appropriate levels of multitenant, Internet-based
delivery, and internal security, which will need to incorporate standard capabili-
ties such as firewalls, network rules, access controls, and so forth. In addition,
cloud service providers must ensure minimally that logical partitions exist be-
tween tenants’ infrastructure, platform, and software components.

Third-party cloud security—We’ll explain this one with several examples:

Cloud security services for internal data center or private cloud security—
Cloud service providers acting in their primary third-party mode offer security
services from the cloud to the IT department’s integration into their existing in-
ternal data center or private cloud. Examples include antispam/antimalware, data
loss prevention, identity management, certificate management providers, network
security services, and so forth.



Cloud security services for third-party cloud security—Cloud service provid-
ers act as partners or suppliers to other cloud service providers, such that the se-
curity is delivered in the same way.

Cloud security services for hybrid clouds—Both general vendors and cloud
service providers provide solutions that enable you to manage your deployment
across any combination of multiple public, community, and private clouds. For
example, many start-ups are offering single sign-on (SSO) between internal IT
access control systems, such as Windows Active Directory, and external cloud
solutions, such as Salesforce.com or Google Apps.
Data integration requires clear understanding of the value of the data, its use, and its
location when in the cloud. Service integration requires clear understanding of the value
of the services being supplied, the data being used in or by the service, and the security
mechanisms available to you.

There is no denying a lot is at stake.
Being compliant does not mean you are secure!
Being secure does not mean you are compliant!

Either way, when using either private or public cloud services, it is you who remains

owner of the data. As a result, in any regulation, you are the responsible party in any

theft of that data. Therefore, whether you are a large or small start-up or public sector
entity, it is your responsibility to understand whether you are putting your data in the
hands of a custodian who understands its role and can meet your compliance require-
ments or in the hands of a service provider that cannot or will not meet them.

The key points of this discussion are several:
Introduce the criticality of a security program.

Discuss the common factors and differences of each cloud deployment model that
need to be considered in relation to a security program.

Introduce a framework for considering security in the cloud through the ISO27k
standards, the Cloud Security Alliance, and ENISA.

Risk and Trust

Richard Stallman, founder of GNU (the open source software foundation), spoke to the
Guardian newspaper in 2008 about cloud computing and stated,” “It’s a trap.... It’s
worse than stupidity; it’s a marketing-hype campaign.”

Stallman’s point of contention is more on the business security side of concerns. He
offers his theory about what will happen with the following comment: “Somebody is
saying this is inevitable—and whenever you hear somebody saying that, it’s very likely
to be a set of businesses campaigning to make it true.” So the situation is, given that
we’re now two years on, and the momentum for cloud services has done nothing but
accelerate, is he correct? He is still to be proven wrong or right, but there is the concern
that cloud service providers do not have your best interests at heart:



Is cloud computing more or less secure than running you own software in-house?
Do you trust your cloud service provider?

The reality is that cloud service providers are in business as much as anyone else. Their
goal is to make a profit, and to do that they will support the needs of their customers in
a way that drives that profit. The question then becomes this: Can cloud service provid-
ers offer the same or better service at an acceptable price point? If so, what is that price
point?

From the security point of view, if you employ your own security professionals, you
need to answer this question: Do you know how good your own team is, at every aspect
of security versus a third-party (cloud service) option?

All types of organizations, large and small, may have a great security officer or group
that takes care of all these risks for them, yet the challenge then is to decide whether a
cloud service provider can offer the same level of security

Updates cause issues and are regularly made in instances where security risk exists.
This means that when you code to a provider’s API, much as integrators have done for
many years to Microsoft technologies, Oracle environments, and so forth, those APIs
will be deprecated over time, and new APIs will appear.

Similarly, expecting the browser client and associated plug-ins, add-ons, or whatever
other integrated capabilities you are relying on to remain static over time is a mistake.
Expect change, and given the speed with which change can (and often, musf) occur in
cloud services, you need to hire requisite personnel with appropriate DevOps capabili-
ties if you plan for things to run smoothly. Salesforce.com, for example, provide a regu-
lar update window that identifies when it will have its system down for maintenance. A
sample from Salesforce.com’s summer 2010 schedule is shown in Figure 9.10. Con-
sider that during these times, Salesforce.com may, at its discretion, introduce new func-
tionality, new APIs, or even new security features, any one of which could break one of
your critical business processes.

Summer "10 General Release Maintenance Windows (UTC)

INSTANCE DATE TIME
€S0, €S2, CS3 (Sandbox) May 15, 2010 1:00 to 7:00 UTC
NA1, NAG, NAT7 June 5, 2010 3:00 to 3:00 UTC
NAD, NA2, NA3, NA4, NAS June 12, 2010 3:00 to 9:00 UTC
AP1, CS5 June 12, 2010 16:00 to 21:00 UTC
APO June 12, 2010 17:00 to 22:00 UTC
EUD, Cs1 June 12, 2010 17:00 to 23:00 UTC

FIGURE 9.10
Salesforce.com’s maintenance schedule for summer 2010.

Worse, because cloud service providers are not necessarily aligned to your timing re-
quirements, their downtime may occur at a critical time for you, impacting your busi-
ness ability to serve customers, auditors, or some time-sensitive requirement.



This is part of the control given up when using a cloud service solution. Given that the-
se changes can occur at both irregular and scheduled times, cloud service providers
must provide clear guidance for customers. Cloud service consumers must expect and
plan for these types of changes, and generally, adapt to the schedule of the cloud service
provider. In addition, cloud service consumers must be prepared to utilize any cloud
service provider’s beta or prerelease testing systems as part of their own change man-
agement processes.

So, who is really responsible here?

Figure 9.11 offers a broad outline of key security concerns and associated “responsible”
parties. This is a common way to consider focal points and their likely control points
when using various cloud deployment options.

Security Requirements Client
Side

Human Resources _ __ Provider
Application Security _- Provider

Identity and Access Management _ Provider
Software Licensing _ Provider
Audit and Log Management _ Provider
Data encryption _ Provider
Host Intrusion Detection Provider  Provider

System Monitoring Provider  Provider
0S Hardening

Asset Management

Provider  Provider

Provider  Provider

Network Intrusion Detection Provider  Provider  Provider

Network Security Provider ~ Provider  Provider

Security Policy Provider  Provider  Provider

Physical/Environmental Security Provider  Provider  Provider
FIGURE 9.11

Common areas of security responsibility in cloud solutions

Figure 9.12 shows where the responsibility lies in terms of control points related to
security operations.

To mitigate these situations requires that you undertake the risk analysis considering the
levels to which you are prepared to give up that control. In addition, especially for lar-
ger organizations, having a clear IT management strategy provides a framework for
evaluation.



Security Requirements Client
Slde

Human Resources

Application Security

Identity and Access Management
Software Licensing

Audit and Log Management
Data encryption

Host Intrusion Detection

System Monitoring

OS Hardening

Asset Management

Network Intrusion Detection
Network Security

Security Policy
Physical/Environmental Security

FIGURE 9.12
Actual responsibility and area of initial liability

An Information Technology Information Library (ITIL) strategy would guide you to
consider the following:

» Use information security management to define, communicate, and evaluate
compliance with security policies. Process access requests using access manage-
ment.

> Use availability management to ensure proper confidentiality, integrity, and
availability of user data, including legislative requirements.

> Use service architecture to apply architectures and standards for security to de-
sign a secure environment for the cloud service. Develop the cloud component
parts using application development and service engineering.

» Risk management is critical for identifying potential risks inherent with the Inter-
net and users not controlled by corporate policies.

The key points of this discussion are as follows:
> Ensure that you understand that risks exist and are too numerous to detail.

» Detail the level of responsibility you have in understanding and managing the
risks.

» Offer an approach to dealing with risk analysis and risk mitigation.



To adequately undertake risk analysis when planning for cloud services requires clear
understanding of the data used in the applications and workflows you plan to implement
in any type of cloud deployment model.

Data Use and Classification

As we look at cloud services, in particular public cloud services, the consolidation of
potentially vast amounts of valuable data will create a logical and attractive target for
hackers. Compromising a cloud service provider that provides services for a multitude
of customers is a real risk, and therefore before deciding to use a cloud service provider
you need to assess its security in relation to your own and create a risk analysis of each
option.

Managing compliance and governance in a secure manner while using cloud solutions
where the physical location of things, primarily your data, is not necessarily known is
quite difficult. You must address data security while being transported to the public
cloud and while inside the cloud, and ensure compliance with security and privacy
standards. This is job number one. Because many cloud service providers do not ade-
quately understand the data they are dealing with, significant attention is required to
ensure that you as a cloud service consumer do not create a compromise. Many regula-
tions detail how certain data needs to be managed—from the European data protection
directive, the Payment Card Industry Data Security Standards (PCI-DSS), through to
the U.S.-specific regulations concerning healthcare personal information of patients in
HIPAA/HITECH legislation. More sample regulations from around the world are
shown later in Figure 9.14.

This means the burden, as always, falls on cloud service consumers to ensure they are in
compliance with the regulations. All these regulations specifically mandate that con-
tracts with service providers include appropriate controls, processes, and procedures in
accordance with each regulation’s guidelines.

To begin, key questions to ask in relation to your data include the following:
What is our data classification model?
Are we using the right data classification model?

Are we aware of all regulations and governance requirements that relate to data
that impact our ability to validate compliance?

Can we ascertain whether any data being considered for use in cloud services has
any requirements for protection in relation to compliance?

Does the cloud service provider offer adequate security and privacy controls to
protect our data and meet our compliance needs?

Does the cloud service provider use any third-party service (e.g., another cloud
service) that impacts our ability meet compliance requirements?

What methods are used to secure our data when in transit, in situ, or in use?



What level of guarantee is available that the cloud service provider will not sell,
misuse, or lose our data?

How can we get our data out of the provider in the event of a change in relation-
ship?

Do the cloud service provider’s contractual terms match our definition of data?

The potential loss of control when using cloud can be considerable, and to ascertain the
risk, you need to either understand the scope or blindly accept that risk in the cloud. To
achieve a level of understanding, you need a framework to represent your current state
scenario and requirements within, and then be able to compare those to a desired state.
Whereas utilizing the services of a consultancy that specializes in this type of analysis is
one way to approach things, another is to review the publicly available frameworks.
Many were already referenced in Chapter 4, including the Cloud Security Alliance
(CSA).

As an example, the CSA maps its cloud model through a security control model and
links to an actual compliance model defined by the PCI-DSS (see Figure 9.13).
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CSA mapping from model to compliance
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Audits, Logs, eDiscovery, and Digital Forensics

A closely related aspect of data management in relation to cloud is what log and audit
data is available, and whether that meets your needs. This is not an issue that resides
solely in the IT purview, but, depending on the value of the service and related data
used, requires clear guidance from experienced security and even forensics specialists
alongside any legal guidance.



On the management side, this data feeds your management and monitoring tools, which
also provide an early warning system against breaches. However, the subsequent re-
quirement is to define what minimal data sets will be required should there be a security
breach or forensic audit that requires investigation.

Regardless of the type of cloud deployment you use, broader eDiscovery efforts require
that data records are able to support the following characteristics based on ISO 15489
“Information and documentation—Records management™:*

Authenticity—It is what is says it is—the creator is authenticated and it is time
stamped.

Reliability—It is trusted as accurate—facts can be depended on.

Integrity—The records are complete and trusted, and protected and authorized
changes are tracked and traceable.

Usability—Records can be found, retrieved, and interpreted, in context of the ac-
tual activity and broader activities, and access activities are also logged and main-
tained.

The requirement to support these aspects of data record requirements applies equally to
raw log data.

In terms of private clouds, the need will be to maintain existing security audit standards
while increasing monitoring against threats across multitenant architectural elements.
Shared storage is a common solution, but VMMs are increasingly a security control
point as well as attack vector. In public clouds, can you guarantee that the employees of
the cloud service provider have not accessed, modified, or created new data in your
space? Can the provider guarantee that its solutions ensure your data does not transit or
reside in unacceptable locations? This is a critical part of your security assessment of
the cloud service provider’s processes. This includes the requirement to understand how
the cloud service provider undertakes its own logging, access controls, and related secu-
rity monitoring and enforcement.

Maintain vigilance by tracking online sites that allow for independent monitoring and
analysis of systems and cloud services, such as cloudfail.org, SANS, and BugTraq
among others. Your security program must include third-party references such as these
for both independent and up-to-date data on threats.

From an overall perspective, you need to understand whether data is not available, non-
verifiable, or verifiable (court ready). Consider the work of the ISO 15489 and the
Cloud Audit group as a good start to help guide the efforts around private cloud and the
conversation with public cloud service providers.

Encryption

Encryption is often pointed to as a solution for cloud computing security issues. This is
a common mistake in understanding both the use of encryption technologies and the
cost of implementing and managing them. Although encryption can be used to ensure
data at rest or data in motion is logically protected, the fundamental situation exists
today where encryption cannot address points of attack:



Data in use (i.e., usable) must be in decrypted form. Although some research
shows that processing encrypted data in the cloud is possible, this is an uncom-
mon approach that requires a specialized architecture and approach to data proc-
essing.

Encryption relies on keys, and a large data set with many users and uses requires
a substantial investment in key management. Therefore, key management is the
main challenge, rather than encryption, which is widely known and used where
possible.

If a cloud service provider states that it offers encryption services, carefully evaluate the
approach to encryption that the provider uses. Three key questions exist:

Does the level of encryption in terms of key size and encryption algorithm meet
your baseline requirements?

Who manages the keys? Where are the keys stored? Who has access to the keys.
How can the keys be exposed?

Does the chosen encryption approach affect your plan to extract your data from
the cloud service provider?

In terms of risk, encryption solutions offer several targets that require consideration.
The key management system is a target and leads back to understanding how to protect
keys and who is responsible for them. The more common target then becomes the ap-
plications and services that see unencrypted data. This means that application and ser-
vice management tools and testing become critical. Question your cloud service
provider on the level of testing it implements, and consider your needs to run your own
application tests against the entire cloud service solution. This should align with your
overall security program and testing requirements.

International Issues

Some definitions of cloud incorporate the concept of location independence. This
means that using cloud services in a pure fashion should not require you to know where
the processing is taking place, or even where your data is. In its most simplistic sense,
that may be okay. But for many organizations, especially those facing audits, the capa-
bility to show where their data is and where it is being processed is actually a critical
requirement. For example, PCI-DSS audit certification requires that data be processed
in a secure facility and that transmission of the data be encrypted at all times. The Euro-
pean Data Directive mandates that personal data of European citizens not leave a coun-
try’s borders if it is not compliant with the directive. Many of these requirements
actually result in conflict, both internally for you and internationally for governments.
The U.S. Patriot Act prompted the Canadian government to not use solutions where
resources reside physically in the United States because there were no guarantees of the
confidentiality and privacy of Canadian data. In these examples, the scope of the re-
quirements varies, and this is why your use of cloud services will vary by location, data
classification, local laws, and industry regulations. Figure 9.14 provides a sampling of
international laws that affect data and privacy management.
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FIGURE 9.14
A sample of international laws impacting data and privacy management

Identity and Privacy Management

The huge amount of data that could end up in cloud service providers’ environments
closely aligns with the concerns about privacy and the location of PII. In that vein, this
section will look at the needs for identity management to set up and control who has
access to the information and services and then review privacy management require-
ments that result.

Identity Management in the Cloud
The entities affected by provisioning processes include the following:
» Employees
» Customers
» Partners
> Services
» Systems

First, let’s examine the identity management requirements. Identity management per-
tains to the following:

» Who has access to what?
» Can users access what they need and no more?
> Are their access rights still valid?

» Who approved their access and when?



> Are their access rights consistent with corporate security policies?
» Do the users for these accounts still exist?

b Is the user information you have accurate and up-to-date?

» Can you prove all this?

For many companies, identity management is already a challenge due to massive or
intricate complexity (see Figure 9.15). Organizations are faced with a myriad of ac-
counts, profiles, and passwords and independent administrators and processes all linked
through complex dependencies. Putting systems and controls in place to manage the
identities and credentials is critical.
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FIGURE 9.15

Enterprise identity

Understanding the number of workflows related to a complete identity lifecycle process
that incorporates employees, customers, partners, and all the systems and services they
have is challenging. Further, understanding the potential risks associated with PII can
create legal challenges for organizations (see Figure 9.16). As discussed earlier, the
legal requirements usually are mandated by specific national, industry-specific, or func-
tional regulations, examples of which are shown in Figure 9.14.
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Identity across the enterprise and cloud
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The impact of putting those processes and data into the cloud can be complex. Regard-
less of whether you use identity solutions such as federated identity or not, the amount
of data that will cross between you and your cloud service provider is far-reaching and
potentially creates greater risk for your organization. The use of third parties to manage
remote servers has been around for some time. The use of cloud service providers that
offer varied and disparate services over the Internet is an evolution of application ser-
vice providers trying to optimize their offerings for the least cost and resulting security
risks, and this means you need to seriously factor in the issue of privacy management in
the cloud.

Ultimately, the processes of provisioning through deprovisioning, access control, au-
thorization, audit reporting, and logging become more complex the more cloud service
providers are used. Until standards are widely adopted to mitigate some of this com-
plexity, the issue remains, and identity brokers are lining up to solve that problem. Un-
fortunately, many cloud service providers are still on the fence about adopting the
existing standards, or even trying to move them forward because it takes resources
away from other priorities. The competitive nature between vendors means that cus-
tomers must therefore still incorporate identity into their evaluation of a cloud service
provider or use some form of identity broker to minimize their identity integration.



Infrastructure Security

IT departments have spent years managing changes in technology approaches and then
trying to deal with the failure of those solutions to maintain reliability, availability, and
so forth.

Although these are not new requirements, cloud computing offers a chance to manage
the issue of fault resolution in a different way. Rather than design to minimize failures,
cloud computing vendors are increasingly designing to work around failures. Consider
the early days of the Internet, when the Defense Advanced Research Projects Agency
(DARPA) goal was to design a self-healing network that would do so by simply rerout-
ing traffic around points of failure. Large-scale cloud service providers are taking a
similar approach to the hardware and software stack, capitalizing on the lower costs of
hardware and the ability of software to be spread across multiple hosts. Rather than
create multiple data centers with multiple copies of data, the approach with cloud com-
puting is to replace a failed part of the infrastructure only when it approaches certain
thresholds, and essentially design a solution that has multiple copies of each capability,
including data spread across multiple infrastructure components, and if one fails, an-
other simply fills that role.

At the core of the Internet is the Domain Name Service (DNS), which provides the ser-
vice to look up the addresses of systems around the world using friendly names (e.g.,
disney.com, times.co.uk, darpa.mil). Attacks using flaws in the implementations of
DNS are increasing according to most top-level domain name providers. DNS poison-
ing is one approach, and it is often part of broader attacks against either providers or
users. Attackers might be looking to create a denial of service against a provider or to
redirect its traffic to a political website. DNSSEC is an increasingly popular approach
used to create a secure Internet transport and should be one of the key longer-terms
initiatives alongside IPv6 you consider. DNSSEC is an additional level of security at
the core of the Internet that is implemented to ensure that DNS lookups cannot be inter-
cepted and redirected. This type of attack against cloud and web services has seen some
traction and should be protected against. A potentially simpler approach here is to man-
age your own DNS, which makes DNS cache poisoning harder (or at least slower) and
ensures that staff can only get to sites authorized by the business. Even though this ap-
proach is easy for staff to work around, it provides a greater level of security in the
event of a public DNS attack.

A common approach to ensuring only authorized users can access a cloud service is to
use IP addressing blocks. This approach is used because it is cheap in terms of imple-
mentation time and processing requirements. However, although IP address locking is a
simple enough way to ensure that machines from your network can access a cloud ser-
vice provider’s solution, it is also a simple measure to defeat when an attacker is aware
that the method is being used. A better way to provide this controlled delivery is to use
virtual private networks (VPNs), which provide both authentication and encryption as
one unit.



The need for change management is another essential aspect that needs to be clear
across both private and public cloud services. The discussion around trust noted that
when dealing with public cloud service providers, the risk exists that the provider
might, at its discretion, introduce new functionality, new APIs, or even new security
features, any one of which could break a critical business process. As such, the need to
incorporate all parts of change from devices used to access the services, through to the
cloud services themselves, need to be incorporated into your overall management proc-
esses.

Physical Security

Physical security is a consideration when assessing a cloud service provider’s ability to
prevent attack. Access to its data centers is not only possible via the networks. If an
attack originates from inside the data center, the risk of infiltration is increased. As part
of your security program, you need to determine to what level the physical security of
the service provider requires your attention. This is based on your risk assessment in
relation to the value of your data.

Legal Issues

As part of our discussion about risk, we discussed international issues. Such issues

closely relate to the overall discussion of legal issues, too. How can any company using
public cloud services ensure that it can comply with audit requirements from any regu-
lation that may apply to it? The landscape is extremely broad, complex, and full of risk.

Private clouds create a level of assurance for many organizations in that the environ-
ment is mostly under their own control. In the event of an audit, or a requirement for
forensic analyses, the bulk of any data, logs, and related information would be within
the confines of the organization. Not so with public cloud solutions. The discussion
about data location is of particular relevance here because most legal issues will require
this understanding. However, IT professionals are rarely lawyers. It is critical at this
point to reinforce the need for a change in how IT manages the delivery of business
services. In this instance, the need is to change the makeup of the team to include legal
representation.

The real challenge? Legal terms are a minefield for the uninitiated. Take the example of
Amazon’s EC2 SLA (http://aws.amazon.com/ec2-sla/). Running the grand total of 2
pages or 1,000 words, compare that to the Terms of Service at 18 pages, 8,700 words.
The SLA is incorporated into the contract by clause 16.5, so it’s part of the contract
because the SLA is a policy

The TOS includes the following, presented in a box 10 lines high!
“PLEASE READ CAREFULLY—THIS IS A BINDING CONTRACT”


http://aws.amazon.com/ec2-sla/

Although there are no major problems with it from a legal point of view, it can be seen
as significantly one-sided terms, written in dense legalese. A number of express dis-
claimers of international sales of goods conventions stand out:

This Amazon EC2 Service Level Agreement (“SLA”) is a policy govern-
ing the use of the Amazon Elastic Compute Cloud (“Amazon EC2”’) under
the terms of the Amazon Web Services Customer Agreement (the “AWS
Agreement”)

14.2 “The parties expressly exclude application of the United Nations
Convention for the International Sale of Goods to this Agreement.”

16.5. Entire Agreement. This Agreement incorporates by reference all pol-
icies and guidelines posted on the AWS Website, including all Additional
Policies, and constitutes the entire agreement between you and us regard-
ing the subject matter hereof and supersedes any and all prior or contem-
poraneous representation, understanding, agreement, or communication
between you and us, whether written or oral, regarding such subject mat-
ter.

Note that this is a policy, not a guarantee. The SLA is so vague and full of exceptions
that it’s not worth much to the customer, especially compared to the SLAs you will find
from full-service outsourcing providers. Of course, comprehensive service levels and
guarantees require real money and real penalties. Then, this is the crux of the matter:
AWS is a cheap service. At this time, AWS does not refund money; it just provides
service credits.

A number of standards efforts are underway to help you deal with the audit and discov-
ery issues you will face. Prime among these is the CloudAudit.

Cloud service consumers expect and demand infrastructure and applications that are
reliable and secure, with incidents resolved promptly and problems proactively ad-
dressed. Although many cloud providers will not allow you to negotiate their service
level agreements, terms of service, or acceptable use policies, consider the following
approach based on ITIL models:

Record and agree on service expectations required and paid for by the business.

Expectations should correspond exactly to service levels published for each cloud
service option listed in a service catalogue.

Use incident management to coordinate network, server, and application teams
for rapid restoration of normal cloud service operation in line with the customer-
purchased service level.

Engage problem management and change management to identify cause and im-
plement a solution that will prevent incident recurrence.

Use event management to proactively alert IT about failing cloud components as
well as provide data trends for proactive problem management.

All previous discussions round out the need for comprehensive and strategic security to
be a core component of cloud planning.



Strategic Security

As mentioned in Chapter 8, and earlier in this chapter, ISO27k security standards pro-
vide the most comprehensive set of security guidelines for the management of informa-
tion technology. This is a baseline from which to evaluate your security strategy in the
cloud. Figure 9.17 shows the focus areas from an ISO 2001/27002 information security
strategy model. The focus here is on information security strategy to support your secu-
rity program. By mapping these to more focused approaches to security in various dis-
ciplines or industry verticals, you obtain some level of completeness in executing that
strategy. Thankfully, some agencies and standards bodies do this for you. In the case of
the CSA, they provide a controls matrix that maps back to this model.
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FIGURE 9.17

1ISO 2001/27002 information security strategy model

ISO/IEC 27001/27002

From a small to medium-size enterprise standpoint, you do not need to start looking at
cloud with the goal of 27k security certification; however, you should look for cloud
service providers that have such certification.



Summary

It is clear that cloud security is a vast and confusing mess. The expanse of cloud service
offerings does not facilitate a simple discussion until you focus in on a specific use of
cloud services. Hence, in this chapter, we have reviewed the architectural models and
security guidelines that are most able to provide you with some direction.

To achieve any level of success, spread awareness in your organizations (not fear). Se-
curity is all about managing business risk, so remember the following:

Risk analysis and threat assessment is the key starting point.

Match appropriate security/privacy measures to potential threats against your as-
sets.

Understand and communicate your data classification and data usage.

There is such a thing as absolute security, but security can be overdone and un-
derdone.

Compliance does not always equal security.
Evolve your plan regularly; update to address new vulnerabilities and threats.

Security = People + Process + Technology.
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This chapter highlights the key aspects that you must be aware of when operating and
managing cloud services. This will require a shift in your traditional approach to sys-
tems management to cater for a more dynamic environment that empowers end users.
In the case of public cloud services, this also means a loss of control in certain aspects
of the management capabilities. This will necessitate IT departments to standardize and
automate operational processes, and address some unique infrastructure requirements.

Standardized Processes and Tools

Recently, more and more IT departments have undertaken the task of standardizing
their IT processes. This can be seen with the recent surge of interest in frameworks such
as Information Technology Information Library (ITIL), which documents a number of
the key processes used by IT. Whether you consider ITIL a good or bad body of knowl-
edge, it does highlight that IT departments have come to realize the value of standardi-
zation and consistency to control costs and to streamline current ad hoc processes. In
addition to standardization, the adoption of cloud services will necessitate your move-
ment to a service-centric IT delivery model using standardized processes and enhanced
management and monitoring tools. In effect, good IT service management practices are
more important in the cloud than before because you have less control, you need to
control costs, and you must enable agility.

ITIL has sometimes been hailed as the savior to IT service management, while at the
same time hailed as a major barrier to cloud services being adopted and operated in a
pragmatic fashion. The truth tends to lie in the middle.

Yes, ITIL is a heavyweight framework. However, as with all frameworks, it must be
customized to the needs of your organization. Too many times, ITIL has been taken
out-of-the-box and implemented as is and then pushback invariable comes from many
quarters of the organization stating that the processes are too complex, not relevant, and
overly cumbersome.

You need to utilize IT service management processes that align with your needs and
wants for adopting and operating cloud services. Just because your organization is con-
sidering utilizing cloud services does not mean that you have to throw away your exist-
ing operational processes and best practices. A more pragmatic approach is to
understand the differing aspects of operating cloud services and update your processes
accordingly. Conversely, if you do not have mature operational processes, utilizing
cloud services can exasperate challenges you may already have in operating within your
current IT environment today.

Whether you are utilizing ITIL or your own home-grown IT service management proc-
esses, you must review these processes through the eye of cloud computing. Given the
need for a generally complete set of processes to introduce any new service, having at
least a lightweight ITIL-like approach would significantly improve your ability to de-
liver and manage these new capabilities. For example, your IT service management
processes must be automated as much as possible so that it does not hinder the speed at



which cloud services can be provisioned. It is no good to have a fully automated cloud
service provisioning solution if every cloud service request requires multiple levels of
change management meetings before the request can be satisfied.

Companies today traditionally use mature management and monitoring tools for their
current IT environments. However, can your existing management tools or cloud pro-
viders supply functionality to support your new service delivery model? Does it have
support for monitoring and management hybrid clouds from a single management con-
sole? Does it have a consolidated dashboard where you can monitor service level
agreements (SLAs) for compliance across multivendor cloud deployments?

Currently, many cloud service providers and cloud software vendors struggle to offer
this type of functionality, but you must push your cloud providers/vendors to support
management functionality such as this. In addition, if you intend to pursue a private
cloud deployment, your own cloud service consumers will also ask you these very
questions.

Operating Cloud Services

What are some example operational aspects of utilizing cloud services that you should
be requesting from your cloud service providers, cloud software vendors, and from your
own IT organization?

Figure 10.1 highlights five key areas for which it is important to understand their role
on operating cloud services:

Self-service

Cloud service management
Model-driven management
Policy management

Metering and billing
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Managing cloud solutions

Self-Service

A key requirement for operating in a cloud environment is to enable the self-service
aspect of cloud computing to allow service consumers the power to request the appro-
priate cloud solution from an approved cloud solution catalog.

The cloud solution catalog lists the available preapproved and configured cloud solu-
tions with details of the pricing structure and different configuration tiers. The cloud
solution catalog can include both private and public cloud solutions. The self-service
portal should be able to handle large and complex organization structures and mediate
cloud solution requests through role-based access so that users have access only to
cloud solutions they are entitled to request. For example, geographically dispersed busi-
ness units of your organization may have differing governance mandates, which can
lead to contrary data privacy and security requirements. This can lead to location-
specific cloud solutions available to the relevant users in different parts of the world.

In addition, the self-service portal must enable cloud solution consumers to access bill-
ing details, SLAs, service consumption dashboards, and management tasks such as
starting/stopping virtual servers, resetting of passwords, and reservation of cloud solu-
tions in advance.

Even though it is advantageous to automate the provisioning of cloud solutions on
demand, there will be instances when the cloud solution request will need to verified
against a number of predefined policies. (for example, budget approval, service level
requested). Although it is advantageous to automate policy enforcement/verification,
cloud solution requests will sometimes need some form of manual intervention. When
this is the case, make sure your reply is swift and is not bogged down in bureaucracy.



The majority of cloud service providers offer self-service functionality to enable end
users to request resources and access management/billing details. However, over time
cloud solution catalogs will mature to include hybrid cloud solutions that combine re-
sources from multiple cloud service providers, whether they are all public cloud ser-
vices or a combination of public and private cloud services. This will complicate and
increase the need for self-service frameworks that can abstract the individual self-
service portals from the different cloud service providers into a composite self-service
portal. Today this can be achieved through the use of middleware products such as por-
tals, process engines, and identity management that interact with the various cloud ser-
vice self-service functionality through self-service/management APIs.

Cloud Service Management

The management of cloud services compared to traditional system management re-
quires a shift in approach. You need processes and tools that can cope with a more
dynamic, service-oriented, and complex environment. Cloud solutions form the con-
sumable cloud service that the end user will utilize (see Figure 10.2). This can be as
simple as a single infrastructure as a service (IaaS) cloud service or a complex mixture
of multiple IaaS, platform as a service (PaaS), software as a service (SaaS) cloud ser-
vices grouped together, which in turn utilize the underlying physical/virtual resources.

= Service Level
Cloud Solution Consumer Agreement
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FIGURE 10.2
Flexible cloud solutions



Service Level Agreement

A cloud solution may or may not have an associated SLA. A SLA uses an agreed upon
language that forms a contract between the cloud solution provider and cloud solution
consumer that enables both parties to agree, to be understood, and to have a consistent
approach in the definition and reporting of the quality of a cloud solution. As shown in
Chapter 9, "Cloud Business Risk and Security," other contracts that may impact your
cloud service usage are the terms of service (TOS) and the acceptable use policies
(AUPs).

Many well-known public cloud solution providers do not offer SLAs. Your require-
ments will dictate whether an SLA is required. Some cloud solution providers offer a
limited number of predefined SLAs that assist with the ability for cloud consumers to
self-service their requirements. In higher-business-value areas, you will want to negoti-
ate directly with your chosen cloud service provider regarding your exact requirements
when defining an appropriate SLA. Do not underestimate the time and effort of this
task.

Your SLA must contain a number of attributes that have an established set of metrics
that will be monitored and measured to make sure that the cloud solution is meeting its
contractual obligations. A key role for cloud service management includes actively
monitoring and reporting on service levels against goals over a defined period of time
(for example, response time, availability).

Just because you have negotiated an SLA with your cloud services provider does not
guarantee the cloud service provider will meet the SLA.

Even with public cloud services that you have subscribed to, make sure that you do not
shirk your own responsibilities in monitoring the public cloud services and that they are
meeting your SLAs. This can be a challenge because you are sometimes under the
whims of your cloud service provider in terms of what monitoring capabilities they
make available. Some of the major public cloud service providers offer dashboards that
offer basic monitoring information. However, the trend is to offer more of a robust set
of monitoring data that can be customized and integrated into your own internal man-
agement and monitoring systems.

Figure 10.3 highlights what we believe will be a common scenario for many organiza-
tions. An organization’s data and security concerns will initially mandate that data must
be hosted internally on a private cloud. At the same time, organizations will want to
take advantage of public cloud services and build applications in the public cloud.
These applications will need to access and store data that is within an organization’s
private cloud. Ignoring any network latency issues, the ultimate cloud solution con-
sumer will not care about the details surrounding the underlying infrastructure.

The cloud solution consumer will want to negotiate and agree on a single SLA with the
private cloud owner. Before the private cloud operator can agree on an SLA with the
cloud solution consumer, they will have to themselves negotiate with the public cloud
provider on an SLA and take this into consideration. The use of dynamic cloud services
and resource allocation helps meet the demands of these SLAs.
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Flexible cloud solutions require enhanced management tools.

Automation

Even though today’s IT operations utilize a level of automation, the optimal use of
cloud services requires an increased level of automation. IT operations have long ac-
knowledged the difficulty in deploying and maintaining new software, in provisioning
and maintaining new servers with a variety of configurations, and the difficulty in
adapting to changes in workload of the environment in a timely and consistent manner.

One of the main challenges when offering cloud services is that as much as possible
must be automated. The number of moving parts and relationships within the cloud
infrastructure make it unrealistic that human interaction would scale and more likely
than not make configuration errors. Without an increased level of automation, your
organization will not be able to control the associated costs and obtain additional
agility. How else are you going to build so many servers and keep them updated auto-
matically, reliably, and quickly?

Your IT department requires management and monitoring tools that enable the auto-
matic provisioning and configuration of cloud services and resources in both a horizon-
tal and vertical manner while detecting and overcoming human error. Provisioning



deals with automation of the installation and configuration of operating systems, infra-
structure software, applications, virtual servers, and hosts across different platforms,
environments, and locations. Conventional management and monitoring tools do not
enable you to increase access to resources and cloud services and automatically provi-
sion based on the current demand conditions.

Although virtualization is not a prerequisite for producing cloud services, it can be seen
as a cloud automation technology enabler. Whereas in the past virtualization assisted
organizations in controlling server sprawl, it now also serves as an enabler for achieving
a level of dynamic allocation of resources. This functionality does not come without its
challenges and does not preclude the need for management of these virtual resources. In
addition, management tools in the virtualization space are still relatively immature. Do
not be fooled by cloud service providers who state that by virtue of simply using virtu-
alization you are executing a cloud strategy.

Even though it is possible to achieve dynamic allocation of resources utilizing physical
resources, it can be more daunting and less flexible than virtual resources. As the mar-
ket matures, expect to see more intelligence built in to the physical resources them-
selves (e.g., servers, storage, network) that will make the management of these
resources in a cloud environment easier and more flexible.

Model-Driven Management

Although cloud solutions are made up from one or more cloud services, it may be more
complex than you might imagine. Cloud solutions can be formed using a mixture of
cloud services via different delivery and deployment models and therefore can have
interdependencies crossing corporate and public boundaries. In addition, these cloud
services make use of a number of dynamic physical and virtual resources.

This highlights that a large number of cloud solutions, cloud services, and resources
need to be monitored and managed. In addition, the static and dynamic relationships
between cloud solutions, cloud services, and resources are much too complex to track
manually. Conventional management approaches and tools are ill equipped to address
this challenge. Without access to information concerning these dynamic interdependen-
cies, diagnosing problems and correlating problems in a complex, distributed environ-
ment is a huge challenge.

Model-driven management tools fully understand the configurations, relationships,
and interactions between cloud solutions, cloud services, and virtual and physical
resources.

In addition, the underlying model automatically maintains these dynamic relationships,
including the additions and deletion of cloud services and physical/virtual resources.
This enhances an organization’s ability to perform monitoring and diagnostic analysis
and to manage service levels.

Although using automated preapproved cloud solutions should remove the possibility
of inconsistency and incompatibility, it is still prudent to have an approach to monitor
configuration updates in case of human error. If this possible challenge goes



unattended, it may lead to configuration drifts and security vulnerabilities that lead to
lack of policy compliance.

After the cloud solutions and cloud services have been provisioned, it is important that
their configurations be monitored. Real-time detection of updates to the configurations
captures what has changed, when it changed, and who changed the configuration. This
proactive approach to configuration monitoring enables a full configuration change
history. Any updates to the configuration information can be compared either against a
reference configuration set or against previously saved configuration snapshots. This
approach enables an administrator to see the drift in configuration and track policy
compliance over time. If a cloud service falls out of compliance, administrators can
optionally define corrective action to bring them back into compliance.

Policy Management

Policy management is the demonstration of, and enforcement to, regulatory standards,
industry standards, and internal best practices. To have your cloud services run effec-
tively, it must adhere to these agreed upon standards and policies that promote efficient
operating procedures. Example policy categories include the following:

Security policies

Regulatory policies

Resource scheduling policies
Configuration policies

Quality of service (QoS) policies

After you have agreed, defined, and applied your policies, you must test for compliance.
Compliance is assessed by way of defining policies that provide rules against which
cloud services are evaluated, and where a corrective action may be taken.

Even though policy compliance is part of an overall policy management approach, it
should also be seen as a cross-cutting concern. The enforcement of policies can cross
many disciplines depending on what policies categories you define. Therefore, the en-
forcement of these policies is achieved using many different technologies. There will be
times when it is not possible to automate the enforcement of every policy and will re-
quire human involvement.

Metering and Billing

Supporting provisioning, control costs, meet your SLA obligations, and define charge-
back schemes requires the cloud infrastructure to have a comprehensive monitoring and
metering system. Even if you currently have no plans of billing your private cloud con-
sumers, metering is still a valuable endeavor in demonstrating resource consumption.
In addition, it also highlights how your organization is using cloud computing and the
value that each cloud service consumer is receiving.

Automated billing capabilities of the cloud infrastructure need to offer and support the
new cloud service pricing models, whether that is via flat-rate or usage-based billing.
However, this can be challenging due to the cloud infrastructure’s dynamic nature and



the complexity to track usage based on resource consumption by each cloud consumer.
This requires metering the appropriate metrics at the appropriate locations within the
cloud infrastructure. This is another area in which model-driven tools come to the
rescue.

It is important that billing and consumption details do not surprise your cloud service
consumers. Rather than the consumer waiting for the monthly bill to arrive, a more real-
time billing inquiry and analysis facility should be offered. Consumption and billing
details should be provided via two means: an easy-to-navigate dashboard, and a billing
API so that the billing metrics can be integrated with existing reporting and analysis
systems.

If cloud service consumers can see their usage in real time, they can make analytical
decisions about controlling their consumption accordingly. Real-time analytics include
metrics such as service quality, identification of cloud service consumer, and patterns of
usage over time. This assists organizations so that bills for excessive cloud service con-
sumption will not surprise them.

Cloud service consumers attempting to identify an appropriate cloud service provider
have a challenging time when trying to compare costs across multiple cloud service
providers who offer the same service. For example, there are currently no real standards
for measuring a cloud virtual server QoS, making cost comparisons challenging.

Cloud Service Provider Management

With the current maturity of the cloud marketplace, you should not be surprised if large
majorities of cloud service providers disappear in the future. As highlighted in Chapter
8, “Cloud Governance, Risk, and Compliance,” when identifying a provider, review key
areas such as their history, reputation, and viability.

Although you can take several steps to minimize the risk of your cloud service provider
disappearing, other factors may still influence your need to move away from your cur-
rent cloud service provider. Those factors include the following:

Increasing cloud service usage costs
Cloud service provider acquisition
Decreasing QoS

Transitioning functionality in-house

Transition to another cloud service provider requires the ability to move your cloud
workload: data, configurations, application functionality.

Access to your data can be a major inhibitor to transition away from your current cloud
service provider. Depending on the cloud services consumed and the amount of data
that they have generated, you might be dealing with terabytes worth of information.
This can lead to issues if you have to transmit this information over the Internet in bulk.



When negotiating a contract with your cloud service provider, consider the inclusion
of data access via hard disk transportation.

Currently, most SaaS providers do not adhere to or support the export of data in a stan-
dardized format. This places the emphasis on you to extract, transform, and load the
data into the new SaaS provider. Although this situation is not unique to cloud services,
it is something that you should be aware of and consider.

Consider utilizing cloud services from providers that support standardized approaches
to assist in the migration of your cloud workload, such as configurations, data, and ap-
plication functionality. It is still early in the maturity of cloud services to have access to
a single all-encompassing standard and toolset to address the transition of all types of
cloud services from one cloud service provider to another. However, this should not
stop you from identifying and requesting these requirements from your cloud service
providers in a best effort to minimize future risk. For example, Open Virtualization
Format (OVF) from the Distributed Management Task Force (DMTF) enables you to
package together cloud services along with the appropriate metadata and then deploy it
to another cloud service provider that supports OVE. OVF is supported by most large
vendors and minimizes the time it would take to transition your workload to another
provider.

Summary

Your approach and operational requirements will be largely dictated by the cloud ser-
vices that you decide to make available and consume and the cloud service providers
you choose. With cloud services being at such an early level of maturity, you will be
faced with fluctuating risk, fluidity of operational requirements, and cloud service pro-
vider viability. So, you need to be aware of these risks, deploy standardized processes
and tools, and have an approach to transition from a cloud service provider should the
need arise.

Key points to consider from this chapter are

P Cloud services require a shift in your traditional approach to systems manage-
ment to cater for a more dynamic and complex infrastructure environment that
empowers end users.

P The adoption of cloud services will necessitate your movement to a service-
centric IT delivery model using standardized processes and enhanced manage-
ment and monitoring tools.

P The static and dynamic relationships between cloud solutions, cloud services, and
resources are much too complex to track manually.

P Just because you have negotiated a SLA with your cloud services provider does
not guarantee the cloud service provider will meet the SLA.



CHAPTER 11

Reflections on Life in the Cloud
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The focus of Part III, “Life in the Cloud—PIlanning and Managing the Cloud,” was to
highlight the different aspects and areas for consideration when planning your cloud
strategy. The different aspects highlight that the benefits of cloud services do not come
automatically and emphasize that simply deploying a cloud hardware/software product
is only half the solution.

The IT industry has a history of persuading enterprises that a pure technological solu-
tion is all that you need. More recently, we have seen “service-oriented architecture
(SOA) in a box,” and we are already seeing multiple vendors pushing “cloud in a box.”
Although these products have a place, do not underestimated the time and effort needed
to apply cloud services within your organization strategically. Otherwise, any gains
garnered from cloud services will be wasted with duplicate efforts, out-of-control costs,
and delays in project deployments.



Therefore, be wary of any cloud hardware/software vendor who says that he can deliver
a cloud-in-a-box solution without having supporting strategic planning artifacts such as
cloud maturity models, cloud reference architectures, cloud security framework, and
cloud governance models.

Key takeaway points include the following:

Garner support from senior executives and division leaders to assist with identify-
ing, understanding, and prioritizing your business and IT reasons for adopting
cloud services. You will also need this support when addressing risk management
and culture issues. Do not underestimate the impact cloud services will have on
your culture, and make sure you cater for this fear of change. Resistance to the
change must be accounted for and expected.

Use a risk management approach to identify your cloud service providers. Re-
quire your cloud service provider to comply with applicable data protection and
privacy laws.

You are required to understand where your data resides, how it is protected, and
where it has been transmitted. You can transfer responsibility, but you cannot
transfer accountability. Security and data policies are imperative, but also make
sure you have a comprehensive cloud governance model that caters for more than
just security and data policies.

The adoption of cloud services necessitate your movement to a service-centric IT
delivery model. Although this might seem daunting, many IT organizations are
moving or want to move to a service-centric IT delivery model, and cloud service
adoption is merely accelerating this. Automate and standardize your existing or
future planned IT service management processes.

Understand your cloud management requirements to drive your overall cloud in-
frastructure design. Investigate model-driven management tools to assist you in
configuration standardization and the managing/monitoring of the static and dy-
namic relations between cloud services and the underlying resources.

Although all the perspectives and planning disciplines highlighted in Part III might
seem daunting, you do not have to address them all at once. Whereas it is important for
you to be aware of all these perspectives, just deploy the solutions or activities required
to meet the goals of each roadmap phase.

As with any planning activity, it must not be seen as a one-time effort, especially with
the relatively young maturity of the current cloud marketplace. Therefore, planning
should be seen as a continuous effort in which you tweak your assumptions, adjust your
thinking, cater for changes in the cloud marketplace, and execute the appropriate
amount of your plan to support your current needs.
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The end goal is a moving target—Geek and Poke

No matter what type of cloud services or deployment models you are considering as

part of your overall IT strategy, you must have a cloud services adoption roadmap to
guide your journey.

A cloud services adoption roadmap provides guidance that enables multiple projects to
progress in parallel yet remain coordinated and ultimately result in a common end goal.
The cloud services adoption roadmap consists of program-level efforts and a portfolio
of cloud services. The program-level effort creates strategic assets such as the cloud



architecture, cloud infrastructure, cloud governance, risk, and compliance (GRC) proc-
esses, and security policies that are leveraged across all the individual projects.

The program-level efforts provide and enforce the necessary consistency required to
succeed at cloud service adoption. A delicate balance needs to be struck between too
little control and too much control. With too little control, cloud services adoption will
be haphazard at best. Too much control may stifle project teams, resulting in pushback
or, in the worst case, outright defiance.

Initial projects drive the cloud infrastructure build-out and identify the initial cloud ser-
vices. Follow-on projects leverage the cloud infrastructure and use the cloud services.
Obviously, it is the follow-on projects that demonstrate the full value of adopting cloud
services.

Without an adoption roadmap, there is a higher chance that you will encounter chal-
lenges that may undermine your organization’s effort to realize the benefits of cloud
services. This might lead to circumstances in which you are not making the most of the
cost savings and agility improvements that you could have acquired.

Be aware that your initial cloud services adoption roadmap will be based on several
assumptions—due to the cloud services market being in its infancy and your under-
standing of the affect cloud services will have on the culture of your IT organization.
Do not be afraid to revise your cloud services adoption roadmap as your organization
and the cloud marketplace matures. Make sure that any updates to the roadmap are exe-
cuted in an expeditious manner to ensure that they have the best chance of addressing
any unforeseen challenges and risks without delaying your overall program. The rest of
this chapter focuses on a number of organization characteristics that will affect the way
you address and plan your cloud services adoption roadmap.

Crossing Your Chasms

Geoffrey Moore’s book Crossing the Chasm used the 1957 technology adoption model
and highlighted the different organization types (innovators, early adopters, early ma-
jority, late majority, and laggards) and that technology vendors had a significant barrier
to overcome between the early adopters and the early majority.

Moore’s initial model recognized that organizations fall across the spectrum, but he
focused on one chasm. Today, there is much lower resistance to technology adoption
because of the Internet, so the gap and potential time lag between the early adopters and
the early majority is now much less. In addition, today’s organizations can fall across
more than one category, depending on their size, structure, and appetite for risk.

We have used the original technology adoption model and identified a number of
chasms that organizations may encounter, depending on their organizational type and
culture to adopting cloud services. Our goal here is to help identify each chasm and the
benefits and risks associated with crossing each chasm. You can then use these chasms
to identify which organization types describe your organization and to start molding
your own cloud services adoption route.



Use Figure 12.1 to identify the types of characteristics that you associate with your or-
ganization, which in turn will assist with the type of chasms you have encountered or
will encounter when producing or consuming cloud services. Without addressing these
chasms, cloud services will either lose momentum or run wild in your organization. As
previously stated, your organization may exhibit multiple characteristics.
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Cloud chasms

As with any model that attempts to characterize all organizations into a small set of
categories, there will be exceptions to the rule. In essence, however, this model de-
scribes in a generic fashion the current and future penetration of cloud services in terms
of organization types.

Risk Realization Chasm

Enthusiasts/innovators tend to jump headlong into cloud services without fully under-
standing the nontechnical aspects and significance to both IT and the business. Cloud
services are not a purely technology play, and enthusiasts commonly miss opportunities
to fully realize all the benefits made available by the use of cloud services.

Enthusiasts must understand that technology is an enabler and not the final solution and
that their organization requires a cloud strategy that caters for disciplines such as enter-

prise architecture, governance, risk management, and compliance.



Wider Acceptance Chasm

Visionaries/early adopters want a strategic advantage and have the vision to understand
the strategic business opportunity and impact that cloud services offer and utilize it to
gain a competitive edge.

Visionaries have enterprisewide plans and build a roadmap accordingly. Although pilot
deployments highlight the benefits that cloud services offer, visionaries encounter resis-
tance when attempting to deploy on a wider basis within their organization. This resis-
tance tends to center on the data privacy and security concerns that the rest of the
organization has with public cloud services. In addition to this resistance, another area
of concern for visionaries is that the level of benefits highlighted during the pilot does
not manifest itself across all the divisions that deployed cloud services. This can come
down to various reasons, including the following:

Additional challenges that the extra human involvement and interaction bring
when crossing divisional boundaries.

The cloud management infrastructure cannot accommodate the large amount of
cloud services and the federated distributed nature required.

For visionaries to cross this chasm, they must appreciate the need for a cloud GRC
model that addresses the decision and accountability required. This requires the vision-
aries to have the will power and authority to address the political and culture change
aspects of cloud services. In addition, visionaries need to provide a cloud architecture
and engineering framework that can be applied when consuming and producing cloud
services. Lastly, visionaries need to focus on the operational and post-deployment as-
pects of cloud services, including collecting, aggregating, collating, and presenting key
performance indicators to improve engineering, operational, and the business aspects of
cloud services.

Best Practices Chasm

Pragmatists appreciate the IT and business benefits of cloud services but are less risk
averse to what they see as a high-risk proposition. These pragmatists wants to make
sure that cloud service products have gone through multiple released versions and util-
ize standardized APIs and have matured to the point in which they are supported by the
majority of mainstream products. In effect, pragmatists want a reliable standard. In ad-
dition, the pragmatists want access to the best practices and antipatterns that the enthu-
siasts and visionaries have encountered.

Pragmatists are risk averse and thus tend to consume cloud services from known fo-
cused cloud service providers with a reputation for providing quality, stable, and mature
cloud services. To cross this chasm, pragmatists need to understand consuming and
producing cloud services best practices and patterns and to have access to detailed case
studies and references from organizations within their own industry.

Business Case Chasm

Conservatives delay any technical major decisions and tend to be followers. Therefore,
for the conservatives to cross this chasm, they will wait until cloud computing hits the



bottom of the hype curve and moves up toward the slope of enlightenment. The two key
areas to assist with crossing this chasm is education and cloud business case develop-
ment.

Education is paramount to the conservatives, especially around cloud costs and benefits

and the differences between utilizing cloud services and traditional data center costs and
benefits. Conservatives require a business case specific to their organization rather than

taking a boilerplate example and plugging in numbers.

Conservatives tend to be hesitant because cloud services are classified as a disruptive
technology, which conservatives are against because it requires political and culture
changing events to occur within their enterprises. Conservatives would rather concen-
trate on the current-year objectives rather than on multiyear disruptive technology pro-
ject that would affect the “business as usual” culture.

Conservatives will wait until cloud services becomes an established standard not only in
their industry but also across multiple industries. At the end of the day, conservatives
require a multitude of cross-industry cloud computing references with a detailed return
on investment (ROI) business case before investing substantially.

Avoiding the Inevitable Chasm

Again, education is paramount to the late-to-market organization in detailing the differ-
ences between cloud services and past and existing technology strategies such as host-
ing, application service providers (ASPs), and virtualization.

Some late-to-market organizations will wait until cloud computing hits its adoption
peak and then try to play catch-up with their competitors. This can be an expensive and
disruptive proposition because cloud services require a culture change, which in turn
requires time to feed in some learning experiences.

Because time is of the essence for the late-to-market organizations, this imposes more
pressure on the late-to-market organizations as they try to speed the culture-changing
process through. Therefore, the late-to-market organizations actually have a higher
chance of failure.

The late-to-market organizations either don’t understand the full scope of cloud services
or believe that there is a more risk-averse manner in which to achieve the same benefits

that cloud services offers. Late-to-market organizations believe that cloud computing is

just marketing or hype and that the benefits and approach to cloud services is no differ-

ent from ASPs or virtualization.

Planning Your Joumey

To build your roadmap, you must fully understand your current environment so that you
can make an informed decision and justify why moving certain aspects of your envi-
ronment to the cloud makes sense.



As highlighted in Part III, “Life in the Cloud—Planning and Managing the Cloud,”
many areas apart from the technology aspects of cloud services must be considered as
part of your overall cloud services adoption roadmap. Figure 12.2 highlights that your
cloud services adoption journey and speed will be dictated by your risk comfort level,
governance model, level of executive backing, size of organization, and the current
maturity of your processes and procedures within your data center.
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Business commitment, time, and journey will vary from organization to organization

Conferences, magazines, analysts, vendors, and (we hope) this book have raised your
awareness and excitement about the opportunities that cloud services offers to your
organization. As with any disruptive technology, however, a level of hype is followed
by disillusionment as your concerns elevate when you start to understand the conse-
quences and challenges that cloud services brings to your organization. You could say
“silver clouds, dark linings.”

Many of the opportunities, risks, and challenges that your organization may encounter
have been covered in earlier chapters. Fear can scupper your plans for strategically
adopting cloud services. Therefore, as part of your overall adoption roadmap, do not
underestimate the importance that change management will have in the successful de-
ployment of cloud services within your organization.

Defining a cloud services adoption roadmap is no different from any other planning
activity. As with all other planning activities, you need to fully understand the reasons



why your organization wants to start utilizing cloud services. Depending on the process
formality in your organization, this can lead to the development of a full-blown cloud
services business case that documents the reasons and the cost, time, and quality bene-
fits of cloud services.

There should be a combination of personnel from both the business and IT side of the
house who should identify the strategic uses of cloud services for your organization.
The path you take to adopt cloud services must be planned strategically and acted on
tactically.

Your organization must understand the long-term goals and then make strategic deci-
sions accordingly while at the same time delivering both incremental values to both the
business and IT. In all likelihood, you will not fully realize the benefits of cloud ser-
vices until you have executed a number of roadmap iterations. For example, noticeable
cost savings due to economies of scale are unlikely to be met after one application has
been moved to the cloud. Although you might not get all the cost benefits initially, these
initial deployments give your organization the time to realign your operational and
employee challenges.

You can then accelerate the deployment when internal resistance lessens. Until resis-
tance lessens, a key success criteria for the execution of your cloud services adoption
roadmap will be the level of executive support that you can garner and the willingness
of your management teams to be innovators.

Make sure that your vision and expectations for utilizing cloud services are realistic
for the maturity of your organization and the cloud services marketplace.

Because you will not realize all your goals on the initial project, it is probably best to
view adopting cloud services on a multiyear horizon when focusing on a private cloud.
Conversely, don’t fall into the old trap of analysis paralysis and attempt to answer every
question and discover every risk before proceeding. This can easily lead you in fear of
pulling the trigger. Instead, time-box your effort around assessing your current envi-
ronment.

An important part of cloud services roadmap planning is understanding what your cur-
rent environment offers in terms of functionality, costs, time, and quality. This is a real
challenge to many organizations. For example, many organizations are not fully aware
of how many servers (physical or virtual) are currently in production or what their indi-
vidual running costs are (e.g., electricity, employee costs, license costs). Without an
understanding of the current situation, it is much harder to make informed decisions
about whether your current pricing model such as asset ownership is better or worse
than a charge-per-transaction pricing model. Metrics such as availability, utilization %,
and application network and data requirements are needed so that you can analyze and
compare the expected results from utilizing cloud services against the current environ-
ment.

In addition to understanding your current environment, you must identify and assess the
risks, barriers, and opportunities you expect when adopting cloud services. Doing so
enables you to identify the specific cloud requirements that your organization needs.



These requirements drive the creation of the overall program and project plans focusing
on resource needs, costs, risks, time, and deliverables.

When defining your future vision for the adoption and use of cloud services in your
organization, consider your high-level goals and principles that will be utilized to guide
the entire cloud services adoption roadmap. These principles lay the foundation for the
cloud architecture, and most important, are the basis on which cloud governance deci-
sions can be made in a defendable and repeatable fashion.

The gap between your current state and desired future state identifies key program-level
activities that should be given priority when defining your cloud services adoption
roadmap. As stated earlier in the book, cloud services are not a panacea, and therefore
not all applications can or should be moved to the cloud. Review your project portfolio
to decide which projects will be implemented in the cloud. This tends to be an easier
approach than taking an existing application and updating its design to be implemented
in the cloud. Consider your data privacy policies, project complexity, cost, risk, and
business criticality. Involve as many parts of the organization as required to identify the
appropriate projects and to alleviate its concerns. This includes involving departments
such as security, audit, and legal.

We cannot recommend which cloud services your organization should adopt because
there is no one way to leverage cloud services for your business. However, organiza-
tions have typically focused on public cloud services that provide noncore functions
that cater for, for instance, email, collaboration tools, on-demand testing environments,
websites that have seasonal peaks in website traffic, and customer relationship man-
agement (CRM).

These low-hanging fruit cloud services have been chosen primarily for their benefits
around cost savings, lack of any real integration work required, lower network latency
and security requirements, and minimal political pushback. As both the public and pri-
vate cloud services marketplace matures, so will the confidence levels rise of cloud
service consumers, and with it we will start to see organizations use cloud services in
other major areas. The speed of cloud service adoption and the types of cloud services
consumed are dictated by your organization’s characteristics, as discussed earlier in this
chapter.

After you have identified and prioritized the appropriate projects, you can then derive
your cloud service requirements from the needs of these projects, which can lead to the
development of a cloud service consumption model that details which cloud services
will be consumed (and how, by whom, and when). This leads nicely to your cloud ven-
dor sourcing strategy; that is, whether you intend to fulfill the cloud service consump-
tion model with internal services hosted within a private cloud, use a public cloud
service, or use a mixture of the two that meets your requirements.



Summary

As stated earlier, we are in the early phases of cloud service adoption, and the market-
place has many hurdles to overcome. Nevertheless, organizations today are realizing the
benefits that cloud services offer. As your maturity and comfort level increases over the
years, adapting your cloud service adoption roadmap will be critical. This chapter has
covered organization types and related characteristics when adopting cloud services and
the potential pitfalls and risks you may encounter. This will give you a heads-up as to
some of the near-term challenges you will need to address in your roadmap.

Key points to consider from this chapter are

P A cloud services adoption roadmap consists of program-level efforts and a port-
folio of cloud services.

» Program-level efforts provide and enforce the necessary consistency required to
succeed at cloud service adoption.

P Without an adoption roadmap, there is a higher chance that you will encounter
challenges that may undermine your organization’s effort to realize the benefits
of cloud services.

P Make sure that your vision and expectations for utilizing cloud services are realis-
tic for the maturity of your organization and the cloud services marketplace.

The next chapter covers where the cloud services road seems to be heading, which in
turn will require you to update your roadmap accordingly.
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Conclusion
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Where to from here?—Geek and Poke

The transformations taking place as a result of the cloud approach to delivering services
have been shown as immense and rapid. Throughout this book, we have approached the
cloud from the perspective of an enterprise looking to use cloud services for the benefit

of the business. In addition, we showed examples of business models that have radically
changed and new businesses that have been created as a result of cloud services.

The rapid evolution of both reliable hardware and connectivity make potential informa-
tion-related roles possible in many more locations than ever before. So, what will we
see? As we look to the future and prognosticate, we envision several trends that will
significantly impact business models, capabilities, and ultimately, all our lifestyles.
These topics to discuss are as follows:

Big data
Big architecture
Communications, networking, and the interconnectedness of all things

Privacy issues



The rise of the broker
The rise of community clouds

Rapidly changing billing models

Big Data

The amount of data we are storing and need to manage is exploding! Further, the types
of data and metadata about that data are changing and growing almost exponentially.
From the enterprise perspective, consider log files in enterprises that feed compliance
programs and security systems. Consider intellectual property (IP), or media assets such
as images, music, and videos. Individuals are increasingly loading videos online to
share and creating backups of all their personal data, including pictures, music, and
videos. The popular video site YouTube reported that changes in video quality to higher
definition, and the introduction of new approaches altogether, such as 3D, would further
expedite this trend.

Most large enterprises deal with big data and try to capitalize on the value by undertak-
ing data warehousing and mining efforts. This data grows daily, with many Fortune 500
companies claiming growth between 20—40 percent annually. The amount of data gen-
erated outside is even greater. Eric Schmidt, CEO of Google, has stated several times,
most recently at the 2010 Techonomy conference:'

There was 5 Exabyte’s of information created between the dawn of civili-
zation through 2003, but that much information is now created every
2 days, and the pace is increasing.

Google is in the business of making money from big data. The dark lining here is the
potential for malicious use of big data. Corporations worldwide already admit to not
only doing credit checks on potential employees, but also searching the web for back-
ground information.

Similarly, the amount of bad and useless data also is on the rise. For example, according
to the Symantec Intelligence Quarterly Key Findings in the “Overview of Internet secu-
rity trends for April-June 2010"

Symantec observed 12.7 trillion spam messages during this quarter,
accounting for approximately 89 percent of all email messages observed;
this is a decrease from 13.8 trillion and 90 percent, respectively, in the
previous quarter.

In this case, the data is garbage. Worse still, the amount of resources wasted at a techni-
cal level in terms of storage, networking bandwidth, and compute capacity for SPAM
filtering, and sheer cost in terms of effort on a human level, is immense.

These trends are also felt in businesses today in terms of the surge in requirements to
store that compliance data, security event, and financial reporting data, IP, and so forth.
Much of this is machine-generated data that either needs to be stored or intelligently



curated as it is stored. The healthcare industry worldwide is increasingly moving to
electronic patient records. As these records increase in size with scans of X-rays, lab
results, and more, the need to secure and manage them will see increasing focus, too.

In July 2010, Verizon launched a service that it hopes will become the nationwide
backbone and foundation of a new wave of health information exchanges (HIEs). The
sheer amount of healthcare information collected makes cloud services an obvious
choice to handle this large amount of data. SearchCloudComputing.com discussed the
launch, stating the following:’

Verizon’s HIE is typical of cloud services, in that it is built on already
available technologies. Virtualized instances of Oracle Healthcare Trans-
action Base provided the back-end database. Verizon says it can spin up
new instances wherever and whenever necessary to handle data location
and compliance issues for healthcare providers.

Verizon makes it clear that it can provide all relevant compliance needs,
from HIPAA and HITECH to PCI DSS, and meet any security standards
necessary. It says data is mirrored on each coast and connected via Veri-
zon’s IP backbone.

The company says that it has deliberately made the service as flexible as
possible. Verizon states that it can serve doctors’ offices with two physi-
cians and a few thousand patients as well as it serves the largest provider
networks in the country, which can have thousands of doctors and many
millions of patients a piece.

These are examples in which data is growing significantly, and the concern today is
largely about how to manage the storage requirements. However, consideration should
be given to the ability to use colossal data sets for processing, too. The ability to use an
amalgam of those data sets is significantly enhanced through cloud services. We dis-
cussed the trends associated with cloud services and related search topics in Chapter 1,
“Introduction to Cloud Computing,” using Google Trends to show how fast and signifi-
cant cloud computing was as a trending topic. As a targeted derivation of Google
Trends, a tool called Google Flu Trends was released in late 2008. Google Flu Trends
offers a great example of the exceptional and unique opportunities obtainable through
big data. Google had identified a specific set of search queries that became more com-
mon during flu season, stating the following in its announcement on the Google blog:*

Our team found that certain aggregated search queries tend to be very
common during flu season each year. We compared these aggregated
queries against data provided by the U.S. Centers for Disease Control

and Prevention (CDC), and we found that there's a very close relationship
between the frequency of these search queries and the number of people
who are experiencing flu-like symptoms each week. As a result, if we tally
each day's flu-related search queries, we can estimate how many people
have a flu-like illness. Based on this discovery, we have launched Google
Flu Trends, where you can find up-to-date influenza-related activity esti-
mates for each of the 50 states in the U.S.



There are challenges. A study by the University of Washington (UW) into Google Flu
Trends compared with actual CDC records was released in May 2010. The study was

not wholly complimentary but did conclude that the approach had merit, as noted in a
release by the American Thoracic Society, with comments from Dr. Ortiz:’

Google Flu Trends influenza surveillance provides an excellent public
health service, because it provides nationwide influenza activity data in a
cheap and timely manner. Nevertheless, our study demonstrates that its
data should be interpreted with caution and that other surveillance systems
more accurately reflect influenza activity in the United States.

In essence, the UW study shows that the approach is not perfect but would certainly not
be possible without a massive data set to draw from. The point of this example is to
demonstrate the benefits aggregating billions of search results to produce meaningful
and actionable information. Whether for research, planning, or personal effectiveness,
this tool is available to all. Here’s more from the Google blog:

We couldn’t have created such good models without aggregating hundreds
of billions of individual searches going back to 2003. Of course, we’re
keenly aware of the trust that users place in us and of our responsibility to
protect their privacy. Flu Trends can never be used to identify individual
users because we rely on anonymized, aggregated counts of how often cer-
tain search queries occur each week. The patterns we observe in the data
are only meaningful across large populations of Google search users.

The CDC does a great job of surveying real doctors and patients to accu-
rately track the flu, so why bother with estimates from aggregated search
queries? It turns out that traditional flu surveillance systems take 1-2
weeks to collect and release surveillance data, but Google search queries
can be automatically counted very quickly. By making our flu estimates
available each day, Google Flu Trends may provide an early-warning
system for outbreaks of influenza.

And this is an example where big data is possible and has significant value if allowed to
be used, privacy and security issues aside, in a compelling way. In terms of data, you
need to consider the following:

What data would be useful to your business?
Is it available?

Do you have data or data services that could provide value to others and opportu-
nities for you?

Do your competitors have the same access, and is its use a new baseline or can it
become a competitive advantage?



Big Architecture

Massive hardware, massive changes to data distribution architecture requirements, new
usage models, and new operating systems are on the rise. This is what makes Google,
Facebook, and other significant web properties possible. And these guys are buying into
the concepts of big data and are using big architectures to deliver their services.

Today’s systems need to be re-architected and rewritten to take full advantage of the
cloud models. Admittedly, not all of them need to be, but if there is a path that enables
better delivery, business advantages to be created, or new business to be created, it
should be examined.

The tools and architectures used previously do not transport cleanly to cloud environ-
ments because the infrastructure does not operate in the same way. Tools that allow
conversion from an OS-based solution to cloud environments will be less important and
grow to do true analysis to recommend architectural changes, or disappear. This new
thinking requires vendors who offer development environments to change their model.
This will not happen overnight, and we can expect to see more efforts such as Hadoop,
NoSQL, and the like take on established players in key markets up, down, and across
the cloud stack. Microsoft’s attempt to allow existing developers easy migrations to
Azure through its familiar Developer Studio environment is another way that existing
players will attempt to maintain control and dominance. Microsoft has a good handle on
this in terms of tools and technologies. Competitors aiming to eat away at that need to
take a look at Salesforce.com’s effort to provide migration tools to the Force.com plat-
form as a service (PaaS) for customers using Microsoft technologies.

All this largely ignores the changes we discussed in terms of mobility and device inde-
pendence. An approach closely aligned with the concept of device independence is that
of the cloud operating system (cloud OS). The thought here is that, to support user
needs if all the data and the bulk of data processing occur in the cloud, devices should
not have a complex OS and application stack.

Google is pushing this vision with the Chrome OS. This approach requires some
thought on behalf of customers and users. For now, history shows a rather different
result from these initial thoughts. Specifically, an attempt to create simple devices with
central services has always devolved to more intelligent and complex device require-
ments as the next layer of requirements is understood. Simple Java Runtime Environ-
ments gave way to complex libraries and management requirements being downloaded
later as device capabilities become greater and user requirements became more com-
plex.

The parting thought is that a new approach will arise, and both existing and new archi-
tectures will increase in market share. Simple dedicated client environments will in-
crease significantly, even if they run within virtualized client containers, but we can
expect increases in the level of heavy clients, too. Factoring this into your thinking with
respect to customer access to your services and the best approach requires a simple fo-
cus on how best to deliver in what timeframe, rather than critically relying on a winner.



For now, heavy clients will be pervasive, but in the future it will not matter which you
choose.

Communications, Networking, and the
Interconnectedness of All Things

Fundamental to the success of cloud services is the communications framework on
which it relies. The importance of the network is driving significant innovation but at
the same time is limited by legacy. The ability to make voice calls, listen to audio
tracks, or watch streaming from almost any corner of the world in high-definition video
on various devices shows the flexibility of the Internet’s infrastructure.

One vision holds that many services will be hosted in the cloud over time and that sim-
ple, but powerful devices will be used to access that content from any place on the pla-
net. Consider that most new smartphones first look for high-speed data connections
prior to using their cell network service, for a number of reasons: reliability, traffic
management, and cost. Moving forward, as communications network options increase
to support those requirements, devices of all types will automatically look for the most
optimal route to get to the services they require.

The approach to cloud services creates the ability to mash all these capabilities and cre-
ate any version of communication control that you could want. Some want full control
from their phone. Some want control from a centralized enterprise service. Others want
everything in the cloud. As we move forward, this flexibility will become the norm.

Hybrids that incorporate devices and backends in the cloud are multiplying. Amazon
launched its Kindle eBook reader with the boast that you can order any book and re-
ceive it within seconds. Apple launched the iPad in 2010 to much anticipation and some
confusion (as there are obviously many potential uses for such a device). Many new
devices will link to their own ecosystem but will also allow for integration into others,
including enterprise or consumer cloud services.

From the enterprise perspective, prepare your communications infrastructure and re-
lated services to support employees in any time zone and from any location in a secure
manner. This is not new for those who have virtual private network (VPN) access and
24 x 7 support; but for those who do not, this is the time to rework policies, procedures,
and architectures for this model.

Work with national or global managed service providers when possible to gain the best
rates for data over cell- and remote-device access. As each device is replaced, be it a
phone, laptop, tablet, or otherwise, the ability to use cloud services is increased, as is
the likely data requirements. Providers need to offer comprehensive plans for custom-
ers, from individuals to global concerns, to adequately address these needs; and as cus-
tomers, you need to drive that model.

To leverage this enhanced mobility, organizations will increasingly adopt new business
models. Examples of such include the following:



Work from anywhere—not just teleworking, but full telepresence.
Take terabytes of data with you, or access zettabytes or more from cloud services.
User choice of devices as security options improve and availability increases.

Although analysts have differing estimates, they all agree that in the next decade at least
seven to ten times the number of mobile devices will access data and browse the Inter-
net than there will be PCs.

Privacy

The concerns about privacy as discussed in Chapter 8, “Cloud Governance, Risk, and
Compliance,” will continue to increase. Quite simply, as noted in the discussion about
big data, data has value and will be exploited in a way that does not conflict with the
business value or trust. This suggests that use of personally identifiable information
(PII) will increase to benefit businesses, and unwanted exposure of that data will likely
increase in parallel. As a result, expect legislation to increase and the business environ-
ment to see greater complexity, especially in the United States, which provides no clear
rights to data privacy. Without some basic tenants similar to the European Union’s Data
Protection Directive, which details a fundamental right to privacy in many forms, the
value of this data will continue to be exploited. These rights decrease the risks of poten-
tial PII exposure but cannot completely eliminate them.

Another viewpoint suggests that attempts to protect private data are too late. The data is
already out there. This means that you need to consider privacy management in a differ-
ent way.

Alternatively, consider a scenario in which the attackers are already inside your net-
work. What liability do you face today if this were the case?

Whether you manage one, tens, hundreds, or thousands of computing devices, it is like-
ly that they will or already have been compromised in some way. Antivirus, antispam,
and all the other techniques we use continue to be compromised, and this security mod-
el is failing. Therefore, new approaches such as service isolation, virtualized sessions,
managed cloud security, and more will become more prevalent.

From the compliance perspective, we noted in Chapter 8 that you need to avoid future
issues by ensuring that your provider will not share any information beyond their cur-
rent usage in the event of shutdown, transfer of ownership, or any similar type of asset
disposition.

The Rise of the Broker

Integration brokers, as a model, have existed for many years. Covisint, a Compuware
company, provides data exchange brokerage services alongside identity federation ca-
pabilities for the manufacturing and healthcare industries. Vendors such as HubSpan,



Boomi, and Biz365 provide examples of data integration brokers that have moved into
the cloud service provider market.

Identity brokers are another example. In Chapter 8, the problem of managing the iden-
tity lifecycle across cloud service providers was discussed. Today, the traditional enter-
prise identity management vendors have been slow to include cloud service solutions,
but increasingly we see this in products from CA and Novell. The challenge is that
these products are still architected for enterprise deployments and as such are not easily
scalable for multitenant use. Identity brokers, therefore, are coming from smaller com-
panies and start-ups such as Ping Identity, Conformity, Exostar, Symplified, and more.

Current models of infrastructure service vendors (ISVs) need to change to incorporate
selling and integrating packages of secure password authentication (SPA) solutions.
Because being onsite to deliver solutions will become less critical, however, this will
see some channel conflict as larger vendors end up offering/hosting their own solutions,
which can easily compete with their traditional delivery partners. This has already
caused some issues, such as when EMC shut down its Atmos Cloud Storage solution,
after less than a year, citing channel conflict (or confusion) as one of the primary
reasons.’

The Rise of Community Clouds

The need for varied security, legal, performance, availability, functional, and geo-
graphical controls will increase the use of community clouds. Solutions such as these
will come from group efforts or from vendors wanting to deal with a specific type of
market.

Google offer “Google Apps for Government,” designed to meet the specific require-
ments around policy and security from the U.S. public sector. In this case, Google has
taken its Google Apps offering and created an operational delivery model based on a
specific market requirement. Google gained Federal Information Security Management
Act (FISMA) certification and accreditation, as many products and service providers
before them have done. Along with standards adoption, this then allows for U.S. public
sector groups to utilize the Google cloud offering with a much lower barrier to entry.
However, from the cloud service provider perspective, this sort of approach means a
change from its approach of a single solution offering that meets all needs. Now Google
and other vendors who want to meet these needs have to manage two or more imple-
mentations of their cloud services. The U.S. government for its part is pushing ahead
with catalogs of approved services allowing for an application selection self-service
model to be made available to IT staff in various government agencies.

The financial industry is seeing increasing use of this. In April 2010, the Australian
Financial Review reported that the Commonwealth Bank of Australia joined with other
worldwide financial institutions, the Bank of America and Deutsche Bank, to pool their
purchasing power in relation to computer software.” According to the article, “Banks
have begun demanding pay-as-you-go IT services, and this could result in substantial
changes in the operating structures of major IT corporations. The application of cloud



computing on this scale could save billions of dollars in the banking sector.” So ap-
proaches to dealing with software vendors are changing quickly and significantly, with
great expectations that cloud delivery models will be available.

We are already seeing vendors such as Amazon, Google, Microsoft, IBM, and HP de-
livering cloud services to communities. But there will be initiatives such as NASA’s
Nebula® and the DISA’s RACE’ that are built and managed by the organizations that
want to offer them to their respective communities as well, blurring the lines between
private and community cloud services.

Many of these types of efforts are taking advantage of open source software solutions,
and modeling their usage and access models on open source approaches. Further,
NASA, along with other businesses including Rackspace and Citrix, are supporting
efforts such as OpenStack,'® which is intended to “allow any organization to create and
offer cloud computing capabilities using open source software running on standard
hardware.”

Rapidly Changing Billing Models

Expect to see costs slow their rapid decline as both customers and cloud service provid-
ers realize that more capabilities in terms of security, reliability, and configurability
require more infrastructure and more staff to deliver. Although the cost of infrastructure
continues to decline, that decline is not at the rate with which providers have been
dropping their prices, and the point comes where pricing decreases level out. The cost
of support will require cloud providers to increase availability and reliability as they try
to avoid this cost.

Consider that providers can also benefit from the flexible billing models, and that may
create problems for you.

As a result, pricing models will continue to be explored, trying to find the right balance
between growth and revenue maintenance. The sporadic nature of some cloud services
will create an extension of charge models that offer longer-term contracts more dis-
counts. Some vendors are already offering this type of contract, and preparedness plans
wherein you reserve capacity for a minimal fee over time, such that your actual cost per
use is also decreased. Talk to vendors about their plans for billing; it is likely to change
and impact your cost-benefits analysis. Watch the changes as managed services provid-
ers (the telecom and communications vendors worldwide) change plans, offer new
plans, and deprecate others. In many cases, the costs come down while the restrictions
increase. Whereas these changes occur over months and years in that business, cloud
service providers can change their offerings in minutes based on market circumstances
(demand, competition, regulatory, or otherwise). Therefore, unless your contracts are
longer term, too, you need to deal with these changes.

So, those are the trends we see. Now, why silver clouds and dark linings?



Silver Clouds, Dark Linings

The market for cloud services is emerging but growing explosively due to compelling
business drivers and a combination of unrestrained enthusiasm. However, cloud ser-
vices are not a silver bullet. (Or should I say silver cloud?) There are dark linings in
those clouds, such as security, privacy, and reliability. Don’t let the attraction of scal-
able, cheaper, and quicker solutions obscure these risks.

At the same time, don’t let these dark linings stifle your adoption of cloud services.
Instead, make sure that you understand and have a compelling, incremental, and prag-
matic approach to address these challenges in a controlled manner whereby you can
capitalize on cloud services.

This requires planning and the recognition that to succeed with cloud services, business
and IT leaders must deal with the fact that the role of IT is changing within the IT sup-
ply management chain. This can enable your IT department to focus on and deliver
more innovative capabilities rather than hardware and software updates.

As it is not possible, or sensible, to wholesale move your entire enterprise to using
cloud services, here are the key questions you should be asking yourself:

How will my business change as a result of these critical new capabilities and
business models that the cloud supports?

Who will be my greatest competitors and partners as a result of these changes?

How do my business processes and solution portfolio relate to my financial and
business models?

What risks and change management challenges will cloud services expose in my
organization?

Can my technology group move at the right speed to take advantage of cloud ser-
vices?

Does my technology group have access to the right training, expertise, and tools
to be successful?

How utilized, effective, and cost-efficient is my current information technology
infrastructure?

What is my short-term and long-term plan to take advantage of the opportunity
cloud services offer?

As stated at the start of the book, shift happens!
Make sure you are ready for it.

Our goal with this book was to create a high-level framework to highlight key concepts
and plans for the cloud. Our intent was to focus on the needs of our business and tech-
nology brethren without needlessly digging into core technologies that either are al-
ready well understood or are in a state of flux. In addition, we did not want to delve into
specific vendors that are well known or may not even exist after this book is published.



In conclusion, the concepts and approaches delivered are commonsense discussions in
dealing with new business models and technology trends, using cloud service examples
as the basis for discussion. We believe that we have delivered on those goals and look
forward to further discussions as the cloud services market continues its rapid evolution.

Sincerely,

Archie Reed and Stephen G. Bennett

We look forward to your feedback:

Twitter: @concisecloud

Email: concisecloud@gmail.com

Web: http://www.concisecloud.com/
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